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FOREWORD

About This Report

A reference, not a position paper. This is the foundation Synthetic Insights builds on as it moves from
understanding the problem of disinformation, to defending systems against it, to reporting on it at
social scale.

| Why this report exists

Synthetic Insights builds products whose value rests on a single, increasingly scarce commodity: verified ground
truth. To build on that foundation responsibly, we needed our own deep, primary-source account of the problem —
not a vendor's slide deck, and not a survey of headlines. This report is that account. It is written to be argued with,
cited, and revised.

| How itis organized

The report makes one argument across five parts, preceded by a primer that defines the vocabulary and surveys
where information disorder actually occurs. Part I — The Broken Market for Truth establishes the economics of
falsehood, manufactured doubt, and — crucially — what is actually true about the threat once the popular narrative is
held to the evidence. Part II — How Manipulation Works is the science: the cognitive machinery of belief, the
network dynamics of spread, and the doctrine of the state actors who run campaigns. Part III — The New Target:
Machine Cognition makes the report's original claim — that manipulating an AI through its context is the same
phenomenon aimed at a new kind of mind — and sets out the defenses. Part IV — The Discipline of Truth is the
method: the intelligence-grade analytic and attribution tradecraft, the honest limits of synthetic-media forensics, the
legal and ethical line, and that method applied to three live campaigns. Part V — The Synthetic Insights Doctrine
states the thesis and the roadmap.

| How to read it

Read the Executive Summary for the whole argument in one sitting. Each chapter then stands on its own — opening
with a one-line frame, closing with an "Implications for Synthetic Insights" section that translates the evidence into
what should be built or done. Inline confidence tags ( EsTaBLISHED - EMErRGING + coONTESTED ) flag how much weight each
claim can bear; the Glossary defines the terms of art; the Bibliography lists every source by discipline. Where this
report and a popular account disagree, the disagreement is deliberate, and the evidence is shown.

A NOTE ON THIS EDITION

This public edition preserves the full analysis and method. Proprietary, architecture-specific implementation
detail (Chapter 15) is summarized at the level of principle, with specifics reserved to the internal edition. The
live-campaign attributions (Chapter 20) restate publicly-reported assessments by named organizations at
their stated confidence — they are not Synthetic Insights' own determinations of fact.




EXECUTIVE SUMMARY

Ground Truth Is the Moat

In a market flooded with free, instant, emotionally-optimized falsehood, the scarce and defensible asset is
verified ground truth. The discipline that produces it for human readers is the same discipline that defends
machines from being manipulated — and the same thing the emerging market will pay for. This report is the
evidence for that claim, and the plan that follows from it.

It is Synthetic Insights' own analysis, built from nine independent primary-source research streams rather than any
vendor's framing, and it makes one argument in four moves.

First — the problem is a market failure, not a moderation problem.

The philosopher Harry Frankfurt observed that the bullshitter is not lying — he is indifferent to truth, which makes
him "a greater enemy of the truth than lies are." Brandolini's law supplies the economics: refuting falsehood costs
roughly an order of magnitude more than producing it. And much of what circulates as "controversy" is not organic
confusion but manufactured doubt — an industrial product, perfected by the tobacco industry and franchised to
climate, vaccines, and beyond (Proctor; Oreskes & Conway). Reactive fact-checking cannot win that asymmetry. The
only move that changes the game is supply-side: make trustworthy, pre-verified truth cheap. (PartI.)

The answer to a broken truth market is not a better fact-checker — it is a
: one built from scratch on provenance, transparency, and an intelligence-grade
method. The same discipline that produces verified truth for human readers is what protects our own AI
from disinformation fed into its context. One capability, three faces — —

connected by , and differentiated by ethics that carry a cost.

Second — the honest threat model is the credibility moat.

The science is more contested than the headlines, and saying so is the most valuable thing this report does.
Susceptibility to falsehood is driven more by inattention than partisan bias (Pennycook & Rand); the "backfire effect" —
the claim that corrections deepen false belief — largely failed to replicate (Wood & Porter, across 52 issues and 10,100
subjects); the "echo chamber" is challenged by behavioral data (Guess; the Meta-2020 studies, which found that
reducing like-minded content did not measurably reduce polarization); and a 2024 Nature paper argues the harms are
overstated and concentrated in a small, motivated fringe (Budak, Nyhan, Watts). Even the largest known state
network — China's Spamouflage/Dragonbridge — achieves near-zero organic engagement (~83% of removed videos
had under 100 views). Scale is not impact. An organization that refuses to overclaim is more trustworthy, and far better
protected legally. (Part I, §4 and §8.)

Third — the method already exists: intelligence tradecraft.

The discipline that makes verified analysis credible is not something SI must invent. The U.S. intelligence
community's analytic standards (ODNI ICD 203/206), Heuer's Analysis of Competing Hypotheses, Kent's calibrated
estimative language, the Rid-Buchanan attribution model, and the DISARM/ABCDE campaign frameworks are a
ready-made house standard. Adopting them turns SI News from a publisher into an intelligence-grade analytic
institution — and gives the company a reporting capability disciplined enough to name campaigns without becoming
reckless. (Part IV.)

Fourth — the same attack now targets machines.

Manipulating an AI agent through its context — indirect prompt injection, retrieval poisoning, training-data
poisoning — is the same phenomenon aimed at a new kind of mind: a reasoner that treats its inputs as relevant and
largely trustworthy. It is unsolved (the major labs now say prompt injection is "unlikely to ever be fully solved"), but



there are published defenses, and they map directly onto SI's own architecture. This is the heart of the "detect it when
it's fed into a prompt" objective. (Part III.)

Four numbers that frame the moment

10x 5 docs ~50% $25.6M

REFUTATION - 90% RAG STEERING DETECTOR COLLAPSE ONE DEEPFAKE CALL
ASYMMETRY PoisonedRAG: five Deepfake detection The Arup fraud (2024): an
Brandolini's law: refuting malicious documents accuracy drops ~45-50% entirely Al-generated video
falsehood costs ~an order among millions steer an from the lab to the real conference.

of magnitude more than Al's answers. world.

producing it.

What the report contains

Part I — The Broken Market for Truth (Chapters 1-4): the economics of falsehood, manufactured doubt, the post-
truth condition, and the calibrated threat model. Part II — How Manipulation Works (Chapters 5-11): the cognitive
machinery of belief and the defenses that work; the network science of spread and the contested echo chamber; and
the doctrine of the Russian and Chinese state actors, plus the cognitive-warfare frame and the ethical line it draws for
us. Part III — The New Target: Machine Cognition (Chapters 12-15): the AI attack surface, the mind-machine parallel,
the published defenses, and their application to SI's own stack. Part IV — The Discipline of Truth (Chapters 16-20):
the intelligence-grade method, attribution frameworks, the honest limits of synthetic-media forensics, the
legal/governance terrain, and that method applied to three live campaign dossiers. Part V— The Synthetic Insights
Doctrine (Chapters 21-22): ground truth as infrastructure, and the tiered roadmap.

What to do

In one sentence: name and instrument an Indicators-of-Manipulation layer across the ecosystem now —
provenance-gated context, a deterministic reference the agents check before consequential actions, and inbound
manipulation detection — then extend it outward into SI News detection, a confidence-graded reporting capability,

and ultimately a "Ground Truth as a Service" product. The tiers are laid out in Chapter 22.

The opening

The timing is unusually favorable. U.S. counter-disinformation capacity has just retreated — the Global Engagement
Center closed (December 2024), CISA's program rolled back, the Stanford Internet Observatory wound down, and
Murthy v. Missouri left the government-platform line unresolved — exactly as EU regulatory demand rises (the Digital
Services Act's Code of Practice became auditable in July 2025) and the threat compounds. An independent, evidence-
disciplined, ethics-grounded verifier is structurally better placed than a government-adjacent one. That is the gap
Synthetic Insights is built to fill — and the reason this report ends not with alarm, but with a build plan.



PRIMER - THE ANATOMY OF INFORMATION DISORDER

The Anatomy of Information Disorder —
Definitions, Types & Where It Occurs

Before any of the analysis in this report lands, readers need shared vocabulary and a map of the terrain.
This primer defines the terms the field agrees on, the typology that the report uses as precision instrument
rather than organizing frame, and a channel-by-channel survey of where information disorder actually
occurs in the modern ecosystem. It is the report's reference layer — consulted, not argued.

The study of false, misleading, and weaponized information has accumulated a dense thicket of terminology — some
precise and durable, some contested, some already deprecated. The vocabulary matters more than it might seem:
how a phenomenon is named constrains which defenses appear plausible. A term like "fake news" implies a content-
verification problem solvable by labeling; "information disorder" implies an ecosystem with structural dynamics;
"cognitive warfare" implies an adversary targeting the reasoning process itself. The stakes of definition are therefore
operational as well as academic.

This primer proceeds in two parts. Part A establishes the definitions that the report adopts and explains why each
term is preferred, tolerated, or abandoned. Part B surveys the channels through which information disorder
propagates — not to catalogue all known harms (that is Chapter 4's task) but to establish the landscape SI News must
monitor, the dynamics that make each channel distinctive, and the structural features that make some categories of
disorder resistant to conventional fact-checking. Cross-references to the main chapters are provided throughout; the
primer does not rehearse the evidence those chapters carry.

P.1 The Foundational Trichotomy: Misinformation, Disinformation,
Malinformation

The field's most widely adopted definitional framework is Claire Wardle and Hossein Derakhshan's Information
Disorder: Toward an Interdisciplinary Framework for Research and Policymaking, published by the Council of Europe in
September 2017. Wardle and Derakhshan organize the domain along two independent axes: the falseness of the
content and the intent to harm. Their resulting trichotomy — now the de facto standard vocabulary across academic,
policy, and practitioner communities — is reproduced and annotated in Table P.1. ESTABLISHED

Term Content Intent to Harm Canonical Example
Misinformation False or inaccurate None — shared in error, often A relative forwards a debunked health
in good faith claim, believing it genuine; a journalist
repeats a source's false assertion without
checking it
Disinformation False or deliberately Deliberate — created or State-sponsored fabricated documents
misleading spread to deceive, harm, or seeded through willing or duped outlets;
manipulate coordinated fake-persona campaigns

attributing statements to real politicians

Malinformation Genuine — factually true Deliberate — weaponized Authentic hacked emails released the
through selection, timing, or week before an election; a real but
decontextualization unrepresentative statistic deployed to

support a false conclusion; a genuine
private photograph published to harass

Table P.1 — The Wardle & Derakhshan (2017) trichotomy. Source: Wardle & Derakhshan, Information Disorder, Council of
Europe, September 2017.

Two features of this taxonomy are load-bearing for everything that follows. First, the axes are independent: content
can be false and benign (misinformation), false and malicious (disinformation), or true and malicious
(malinformation) — and the third category cannot be reduced to either of the first two. Second, and critically,
malinformation is the category that fact-checking cannot touch. Because every assertion in a malinformation



campaign is factually true, there is nothing to debunk; the manipulation lives entirely in selection, framing, timing,
and juxtaposition. This structural property explains why a verification institution built on provenance-tracing and
contextual analysis is a more robust defense than a fact-labeling system. The point recurs through Parts IV and V;
Chapter 4 (§4.1) develops its implications for the threat model in detail.

his report adopts the Wardle & Derakhshan trichotomy as
The frame is the broken market for truth — an economic and epistemic structure — which the
trichotomy serves but does not constitute. When this report says "information disorder," it means the full

domain: all three terms, the ecosystem they propagate through, and the structural conditions that make

them cheap to produce and costly to refute. "DMM" (dis-/mis-/mal-information) is used as a collective
abbreviation where all three apply.

| P.2 The Three Elements and Three Phases

Wardle and Derakhshan also provide an analytic vocabulary for how information disorder moves through the world,
which is distinct from what it is. They identify three elements present in every instance of information disorder:

¢ The agent — who creates, produces, or distributes the content. Agents may be state actors, organized non-state
actors, commercially motivated platforms, ordinary individuals acting in good faith, or automated systems. The
same message can pass through multiple agents with different intentions at each stage.

¢ The message — the content itself: its format (text, image, video, audio), its veracity, and its emotional loading.
Format matters because different formats exploit different cognitive vulnerabilities and flow differently across
channels.

¢ The interpreter — the individual or system that receives, processes, and may re-share the message. The
interpreter's context, attentional state, prior beliefs, and the platform environment in which they encounter the
message all shape whether it is believed and amplified. This element is too often omitted from platform-centric
analyses.

In parallel, they identify three phases through which any instance of information disorder passes, at which the agent,
message, and interpreter interact differently:

¢ Creation — the production of the original false, misleading, or weaponized content. At this phase, intent and
resources are most visible; it is where intelligence-grade analysis can often distinguish manufactured from
organic content.

¢ Production — the transformation of a message into an artifact for distribution: a formatted post, a video, a
headline, a meme. The production phase often involves platform-specific optimization: what format performs on
which channel.

¢ Distribution and reproduction — the propagation of the artifact across networks. Distribution is where scale is
achieved and where the agent-of- origin loses direct control: ordinary users, recommendation algorithms, and
re-sharing dynamics drive reach. Reproduction includes re-creation of the same message in new formats, by new
agents, for new audiences.

This three-phase model is operationally useful for SI because it maps onto three distinct intervention points:
provenance verification (creation phase), format detection (production phase), and network analysis (distribution
phase). No single intervention dominates all three. The chapters in Parts II, III, and IV return to each phase with the
relevant technical and tradecraft methods.

| P.3 The Seven Types of Mis- and Disinformation

Within the misinformation and disinformation categories, Wardle (building on earlier work through First Draft, 2017)
identifies seven distinct content types ranked roughly by severity. Table P.2 defines each in the compact form
appropriate for reference use. ESTABLISHED



racteristic Challenge

Satire / Parody

False Connection

Misleading Content

False Context

Imposter Content

Manipulated Content

Fabricated Content

Content that intends no harm but uses humor,
exaggeration, or irony that may be mistaken for fact
when divorced from context

Headlines, visuals, or captions that do not accurately
represent the content they are attached to (classic
"clickbait")

Truthful information or genuine quotes used in a
misleading framing — accurate facts, deceptive
packaging

Genuine content that has been paired with false
contextual information: real photographs from a different
event, place, or time, captioned as depicting a different
one

Genuine sources are impersonated: fake accounts
mimicking established news outlets, fabricated quotes
attributed to real figures, spoofed URLs

Genuine information or imagery that has been
deliberately edited or distorted to deceive — spliced
video, cropped photographs, altered audio that changes
meaning

Content that is entirely invented and designed to
deceive: fake news articles, synthetic images and video,
artificial audio, fabricated documents

Intent is benign, but
decontextualization by resharing
converts it; "just a joke" defense
shields intent

The body of the article may be
accurate; the harm is in the framing,
which is what most readers consume
and share

Traditional fact-checking tends not to
flag it because the claims are
technically true; this is adjacent to
malinformation

Reverse image search detects it, but
detection requires deliberate effort
most audiences do not invest; images
carry emotional power independent of
their true origin

Borrows legitimacy from the
impersonated source; audiences who
trust the genuine outlet extend that
trust to the impostor

Less computationally demanding than
fabrication; "cheapfake" techniques
(speed changes, selective cropping)
require no Al and remain widely used

Highest potential for harm; most
resource-intensive to produce; but the
threshold is falling rapidly as
generative Al reduces cost and skill
requirements (see Chapters 12 and 18)

Table P.2 — The seven types of mis-/disinformation (Wardle / First Draft, 2017). Ranked by rough severity from least to greatest.

Two observations from this typology carry operational weight. First, the most common types in the wild — false

connection, misleading content, and false context — are not the most dramatic. The viral false headline attached to a

real article; the genuine photograph from last year's conflict recycled as evidence of this year's; the real quote that
loses the sentence that qualified it: these are the everyday texture of information disorder, not the fabricated video.

Second, manipulated and fabricated content are converging as categories as Al-generation tools reduce the cost of the

latter to the level of the former. The distinction remains analytically useful but is no longer a reliable guide to
production resources. Chapter 18 addresses synthetic media forensics in depth.

P.4 Operational Reframes: FIMI, Disinformation Security, and the Deprecated

"Fake News"

Three additional definitional registers appear throughout the report and warrant explicit introduction here.

P.41 FIMI— Foreign Information Manipulation and Interference

The European External Action Service (EEAS) introduced the term FIMI — Foreign Information Manipulation and
Interference — as a policy-operational label for a specific subset of information disorder: intentional and coordinated

activities carried out by state or state-linked actors, aimed at manipulating the information environment in a
deceptive, misleading, or coercive manner with the objective of undermining public trust, weakening democratic
processes, or advancing geopolitical goals (EEAS, 1st FIMI Threat Report, February 2023). DOCTRINE

FIMI is important for three reasons. First, it names the foreign state dimension explicitly, which the broader DMM

trichotomy does not. Second, it is now the operational vocabulary of the EU's Digital Services Act enforcement



apparatus and the backbone of the DISARM framework used in EEAS investigations — making it the likely standard
for any European-market information-verification product. Third, by defining the category as "mostly non-illegal,"
FIMI explicitly acknowledges that the core challenge is not removing criminal content but exposing manipulation —
an analytic task, not a moderation task. The EEAS FIMI threat reporting infrastructure (Threats Reports 1-4, 2023-
2025) is treated as a primary source in Part V.

P.4.2 Disinformation Security

Gartner defines a disinformation attack as the deliberate use of fabricated, manipulated, or strategically selected
information to manipulate the thinking — and, increasingly, the automated decision-making — of human or Al-agent
targets. This security framing is distinct from, and complementary to, the DMM vocabulary: it foregrounds the
targeting of a reasoning system (human or machine), rather than the falseness or intent of any particular piece of
content. EMERGING DISCIPLINE

Gartner has designated "disinformation security" as an emerging technology category — one encompassing brand-
impersonation detection, content-authenticity verification, identity authentication, and manipulation-signal
tracking — and projects that enterprise spending on this category will surpass $30 billion globally by 2028 (Gartner
press release, October 2025). proJecTen The security framing is load-bearing in Part III of this report, where the
manipulation of Al-agent reasoning is treated as a continuous-spectrum threat from human-targeted propaganda to
LLM prompt injection. Chapter 12 develops this parallel in detail.

P.4.3 Why "Fake News" Is Deprecated

This report does not use the term "fake news" except when quoting a source that does. The term is deprecated for
three compounding reasons, all documented by UNESCO's authoritative handbook for journalists and educators
(Ireton & Posetti, eds., Journalism, 'Fake News' & Disinformation, UNESCO, 2018): ESTABLISHED

* Semantic collapse. The phrase bundles together phenomena that have radically different mechanisms and
require different responses — outright fabrication, misleading framing, partisan opinion, and satire all get

labeled "fake news," making analysis impossible.

* Weaponized reversal. The term has been systematically appropriated by political actors to delegitimize accurate,
critical reporting by labeling it "fake" — precisely the malinformation pattern (true information weaponized to

harm). Using "fake news" as an analytic term inadvertently adopts the vocabulary of the actors under study.

* Conflation with news media. "Fake news" implies that the problem is located in, or originates from, the news
media — whereas the empirical evidence (surveyed in Parts I and II) shows that the most significant vectors are
social platforms, messaging networks, and search environments, not the professional press. The framing
misdirects intervention resources.

Throughout this report, the specific term appropriate to the phenomenon under discussion is used: disinformation for
deliberate falsehood, misinformation for unintentional error, malinformation for weaponized truth, propaganda where

the historical and doctrine literature uses it, and influence operations or coordinated inauthentic behavior where specific
platform or intelligence taxonomies apply.

| P.5 The Channel Landscape: An Overview

Information disorder does not float free of medium. Different channels have structurally different properties — who
can publish, at what cost, to what audience, with what amplification dynamics, and with what visibility to
researchers — and these structural properties determine both which types of disorder flourish and what defenses are
available. Table P.3 summarizes the major channel categories before each is developed in the sections that follow.

Principal Challenge to
Counter

Research Access

Channel Category Characteristic Disorder Dynamic

News ecosystem Credibility laundering: low-quality Distinguishing legitimate from Relatively open — sites are
(legacy, partisan, Al- sources mimicking legitimate outlets; imposter outlets; detecting Al public; NewsGuard, DFRLab
generated) Al-generated content farms producing generation at scale track them

volume at near-zero cost

10



Channel Category

Characteristic Disorder Dynamic

Principal Challenge to
Counter

Research Access

Social platforms
(Facebook, X, YouTube,
TikTok, Instagram)

Messaging & closed
networks (WhatsApp,
Telegram, Signal, private
groups)

Search & generative Al
(Google, Bing Al
Overview, ChatGPT,
Perplexity)

Algorithmic amplification of emotionally

arousing content; coordinated
inauthentic behavior; short-video
virality

High-trust forwarding through personal

networks; end-to-end encryption
prevents platform moderation;
broadcast channels reach large
audiences

Data voids exploited to serve

disinformation on low-traffic queries; Al
hallucinations laundering false claims
with authoritative tone; Al-generated

Recommendation dynamics
operating faster than human
review; research access
severely constrained since
API closures 2023-2025

Content not directly visible;
virality invisible to external
monitors; debunking cannot
follow the chain of shares

Users perceive Al-generated
answers as verified
synthesis; no clear
provenance signals;

Degraded — Meta and X have
restricted academic API
access; YouTube partial;
TikTok limited

Severely constrained — E2E
encryption; no platform-level
data sharing

Proprietary — ranking
signals, training data, and
model behavior opaque;
limited external audit

images normalized hallucinations confidently

formatted

Table P.3 — Channel landscape summary. "Research access" reflects the state as of June 2026.

SCALE CAVEAT — BINDING ON ALL CHANNEL CLAIMS

Exposure to information disorder across all channels is uneven and concentrated. A substantial body of
evidence (Budak, Nyhan, Rothschild, Thorson & Watts, 2024, Nature; Altay, Berriche & Acerbi, 2023)
establishes that the majority of exposure is concentrated in a motivated fringe with high prior consumption
of partisan content — the general public encounters far less information disorder than platform-wide volume
figures suggest. This report does not use total-volume figures as a proxy for total-impact claims. The harms
debate is treated in depth in Chapter 4; what follows maps the channels and their structural properties, not a

claim about societal damage.

| P.6 The News Ecosystem

P.6.1 Hyper-Partisan Outlets and the Partisan Media Landscape

The professionalized legacy press is not the main vector of disinformation, and characterizing it as such is the "fake
news" category error described above. Yochai Benkler, Robert Faris, and Hal Roberts' Network Propaganda:
Manipulation, Disinformation, and Radicalization in American Politics (Oxford University Press, 2018) analyzed four
million stories published between 2015 and 2018 and found a fundamental asymmetry in the partisan media
ecosystem: the right-wing media network was structured around outlets willing to publish and amplify unverified
claims, whereas the left-leaning network maintained stronger internal norms against them.

ESTABLISHED — WITH METHoDOLOGY CAVEATS The finding is contested in its scope but robust as a description of a structural
difference; it does not imply that partisan outlets in any direction are immune to misinformation. What Benkler et al.
establish is that network structure — specifically, the density of cross-linking between partisan outlets — is a better
predictor of information disorder propagation than any single outlet's content. This is the network-science insight
that Chapter 7 develops.

P.6.2 "Pink Slime" Local News Networks

A distinct and rapidly growing category of the news ecosystem — given the name "pink slime journalism" by media
critics — consists of networks of partisan outlets deliberately designed to appear as local community news while
publishing algorithmically generated or centrally produced partisan content with minimal disclosure. The Columbia
Journalism Review's Tow Center for Digital Journalism tracked this phenomenon systematically, finding roughly 450
such sites in late 2019 and more than 1,200 by August 2020 as the US presidential election approached — nearly a

tripling in under a year. ESTABLISHED

11



As of early 2024, NewsGuard identified approximately 1,177 pink slime sites in the United States alone, a figure that
rose to roughly 1,265 by August 2025 per updated tracking. Principal operating networks include Metric Media,
Locality Labs (formerly Journatic), Franklin Archer, and Local Government Information Services (LGIS). These
networks share a common structural signature: local-sounding domain names, a thin veneer of community news,
and a high density of content sourced from national partisan talking points. Their significance lies not in their
readership — most are low-traffic — but in their role as citation sources: once a pink slime site publishes a claim,
that claim acquires a URL that can be cited by actors seeking to launder it through the appearance of local

press corroboration.

P.6.3 Al-Generated Content Farms

The most rapidly growing category in the news ecosystem as of 2025-2026 is the Al-generated content farm — news
and information websites that publish large volumes of content produced predominantly by generative A, with
minimal human editorial oversight and without transparently disclosing this practice to readers. NewsGuard's Al
Tracking Center, updated through March 2026, has identified 3,006 such sites spanning 16 languages — a count that
more than doubled over the preceding year, with an estimated 300-500 new sites appearing each month.

EMERGING — COUNT CURRENT AS OF MARCH 2026

These sites — formally designated Unreliable AI-Generated News and Information Sites (UAINs) by NewsGuard — are
analytically distinct from both pink slime (which is politically motivated) and legacy misinformation (which is
human-produced). Their primary motivation appears to be advertising arbitrage: using Al to produce content at near-
zero marginal cost, optimized for search engine traffic, with no quality gate. The consequence for the information
ecosystem is a dramatic increase in the volume of low-quality, frequently inaccurate content available for citation,
sharing, and ingestion by downstream systems — including the retrieval-augmented generation pipelines of AI
assistants. When a chatbot or Al-generated news summary draws on an Al content farm, the hallucinated or
inaccurate claim acquires the appearance of external corroboration. Chapter 12 addresses this laundering dynamic
in the context of LLM knowledge-base poisoning.

SCALE FINDING

NewsGuard's Al Tracking Center has catalogued 3,006 AI content farm sites as of March 2026, spanning 16
languages, growing at an estimated 300-500 new sites per month. The same organization tracks 1,265 pink
slime local-news sites in the United States alone (August 2025). Together, these represent over 4,000 outlets in
the "unreliable-but-structured-as-news" category that an ingestion system like SI News must actively screen.

Source: NewsGuard AI Tracking Center (newsguardtech.com/special-reports/ai-tracking-center/, March 2026); Tow Center /
CJR pink slime tracking (2019-2025).

P.6.4 Trustin News: The Macro Context

The backdrop against which these dynamics play out is a secular decline in public trust in news media, which
provides the demand-side conditions for alternative and unreliable sources to attract audiences. The Reuters
Institute for the Study of Journalism's Digital News Report 2025 — drawing on an online survey of over 95,000 adults
across 47 markets — found that trust in news across all markets has stabilized at 40% but remains well below the
pandemic-era peak and represents a multi-year decline from pre-2015 baselines. ESTABLISHED Trust among 18-24-
year-olds (37%) was nine percentage points below those 55 and over, reflecting a generational shift in media diet
toward social and video platforms. Country variation is dramatic: Finland at 67%, Hungary and Greece at 22%, the
United Kingdom at 35% — down 16 points since 2015.

This trust environment is not simply a background fact; it is a structural feature of the broken market. Low trust in
established journalism does not produce a turn to more rigorous information sources — it produces a turn to
alternative sources that feel more authentic, emotionally resonant, or ideologically aligned. The Reuters Institute data
consistently show that those who distrust mainstream media are more likely to use social media as their primary
news source — precisely the environment in which algorithmic amplification and coordinated inauthentic behavior
operate most effectively.
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| P.7 Social Platforms

P.71 The Major Vectors and Their Dynamics

The five major social platforms — Facebook, X (formerly Twitter), YouTube, TikTok, and Instagram — differ in user
base, content format, recommendation architecture, and research accessibility, but share a common structural
feature: they are engagement-optimized systems in which content that generates attention and emotional response
— regardless of its accuracy — is algorithmically preferred. The relationship between engagement optimization and
information disorder is one of the most contested topics in the field (and is treated in depth in Chapter 4 and Chapter
8); here we note only the established structural properties of each platform.

* Facebook / Meta. As of 2025, Facebook remains the largest social media platform by global monthly active users
(~3.2 billion), with the highest concentration of older demographics and the strongest role in political and local-
community information sharing. Its characteristic disorder dynamics include coordinated inauthentic behavior
through fake pages and groups, cross- posting from low-quality external sites, and — with the integration of
Facebook Groups — the creation of semi-closed spaces where content spreads without external visibility. The
2023 Meta Transparency Reports and academic analyses of the 2020 election cycle (the "Facebook Files" and the
Widely Viewed Content Report) provided the most detailed self-reported view of reach for low-quality content on
any major platform before API access was restricted.

* X /Twitter. Twitter was historically the primary subject of academic misinformation research due to open API
access, which enabled the Vosoughi, Roy & Aral (2018) study and much of the foundational network science in
this area. X's acquisition in late 2022 and the subsequent restriction of academic API access in 2023 effectively
ended much of this research infrastructure. pocurenten The platform's characteristic disorder dynamic is speed:
the short-form format with rapid retweet mechanics was specifically identified by Vosoughi et al. as the
environment in which the false-spreads-faster effect was most pronounced. Its role as a real-time political
commentary venue makes it a primary site for the rapid amplification of false claims about breaking events —
the category where false-context and false-connection disorder dominate.

* YouTube. YouTube's defining characteristic for information disorder is the recommendation engine: the
platform's "up next" algorithm determines what users watch after any given video. The platform has been
associated with radicalization-via-recommendation pathways — though a 2024 study using counterfactual bots
found that on average, YouTube pushes users toward more moderate content, with individual user behavior
playing a larger role than the algorithm. This finding is contested and should not be read as exoneration: the
average effect may conceal a tail of high-engagement pathways toward extreme content for users who actively
seek it. contesten YouTube also hosts a large volume of long-form conspiratorial content and has been identified
as a primary channel for health misinformation, particularly in the COVID-19 period.

¢ TikTok. TikTok's For You Page (FYP) recommendation system is structurally distinct from other platforms: it
surfaces content from accounts a user does not follow, based primarily on watch behavior, creating a more
powerful personalization dynamic than follow-graph-based feeds. A 2025 audit study examining 340,000+ videos
found that TikTok's algorithm served partisan content at different rates to users based on initial engagement
signals. EMERGING - PEER REVIEW PENDING FOR M0ST FINDINGS The platform's dominance in short-video format for
audiences under 30 makes it the primary vector for the format Wardle identified as "false context" — real clips
from other events, reframed with new captions for new audiences. The European Commission issued formal
requests for information to TikTok about recommender system design and its election-safety implications in
October 2024.

¢ Instagram. Instagram is the dominant visual platform and has been a primary vector for the spread of health
misinformation — notably anti-vaccine content — through influencer networks. Its characteristic disorder type is
visual false context: photographs detached from their original event, place, or time, paired with new captions.
The platform's shift toward algorithmic feed (away from chronological) amplifies engagement-optimized content
in a manner structurally similar to TikTok's FYP.

P.7.2 Coordinated Inauthentic Behavior

Across all major social platforms, a distinct category of information disorder operates at the organizational level:
coordinated inauthentic behavior (CIB) — the use of networks of fake or compromised accounts to make content
appear to have more organic support than it does, to manufacture "social proof" that triggers genuine human
amplification. The term was adopted by Facebook/Meta as their operative enforcement category and has been taken
up across the field as the platform-agnostic label for what was previously called "influence operations" or
"information operations." ESTABLISHED
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Graphika, the Stanford Internet Observatory, the Oxford Internet Institute, and DFRLab have collectively
documented coordinated inauthentic behavior by actors from dozens of countries in platform takedown reports
from 2019 through 2025. As of the 2024 reporting cycle, the largest documented single operation — attributed to PRC-
linked actors with high confidence by multiple organizations — involves the Spamouflage / Dragonbridge network,
which META, Google, and Graphika have removed in multiple tranches totaling over 900,000 YouTube videos and tens
of thousands of accounts. The critical counterintuitive finding: despite scale, Dragonbridge achieved near-zero
organic engagement, with 65% of removed YouTube videos having fewer than 100 views. ESTABLISHED Scale of
operation is not a reliable proxy for impact; Chapter 4 develops the implications.

P.7.3 The Research Access Crisis

A structural problem compounding all analysis of social platform dynamics is the sharp deterioration in research
access since 2022. Twitter's API access for academic researchers was effectively ended in 2023; Meta's CrowdTangle
research tool — the primary interface for academic analysis of Facebook and Instagram content — was shut down in
August 2024; TikTok has never provided comparable research access. The European Union's Digital Services Act
imposed data-sharing requirements on very large platforms from July 2023, and the first DSA-mandated data access is
beginning to reach researchers in 2025, but the pipeline is nascent. Much of the peer-reviewed evidence in this report
was produced in the 2017-2022 window of relatively open platform APIs; claims about current dynamics should be

held with correspondingly greater uncertainty. 0NGOING, STRUCTURAL

The research infrastructure that made scientific study of social media
misinformation possible has been substantially dismantled since 2022.
What we know with confidence is largely about a platform environment
that no longer exists in that form.

— Sl analysis of documented API closures, 2022-2024

| P.8 Messaging & Closed Networks

The shift of political and community communication toward encrypted messaging applications — most significantly
WhatsApp, Telegram, and Signal — creates a category of information disorder that is structurally different from

public social media in every dimension that matters for study and intervention.

P.8.1 WhatsApp and the High-Trust Forwarding Problem

WhatsApp, with over 2 billion monthly active users globally, is the dominant messaging platform in India, Brazil,
much of sub-Saharan Africa, and significant portions of Southeast Asia and Latin America. Its relevance to
information disorder derives not from virality in the social-media sense but from high-trust forwarding: content
received through WhatsApp arrives from a personal contact — a family member, a friend, a community group leader
— and carries the implicit endorsement of that relationship. This trust premium makes WhatsApp content
significantly more likely to be believed and acted upon than equivalent content encountered on a public feed,
regardless of its accuracy.

The documented harms are severe. The most extensively studied case is the wave of mob violence in India that began
in May 2017 and intensified through 2018, in which false messages — primarily concerning child abduction and organ
harvesting, customized with locally specific details — circulated through WhatsApp group networks and triggered
killings by mobs in multiple states. An independent study found at least 29 deaths attributable to WhatsApp-
circulated rumors through mid-2018; government officials acknowledged at least 16 separate incidents. The Supreme
Court of India issued binding guidelines in July 2018 (Tehseen Poonawalla v. Union of India) directing state
governments to appoint district-level officers specifically to monitor and respond to mob violence triggered by
messaging-platform rumors. DOCUMENTED — INCIDENT RECORD

The WhatsApp India case illustrates the fundamental difficulty with closed-network misinformation: there is no
intervention point between the message and the receiver. Platform moderation cannot reach encrypted content; fact-
checks cannot follow the share chain; external researchers cannot see what is circulating in any given community.
WhatsApp's forwarding limit (implemented globally in 2020 following the 2018 violence) restricts viral chains but
does not prevent repeated manual resharing or limit distribution through broadcast channels.
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P.8.2 Telegram: Broadcast Channels and the Moderation Gap

Telegram occupies a distinct structural position: it is partly a messaging application and partly a broadcast channel
system, with public channels that can reach millions of subscribers. Unlike WhatsApp, Telegram content in public
channels is indexable and searchable, which gives researchers partial visibility. The platform has been documented
as a primary distribution channel for coordinated influence operations — notably in the Russian-linked
"Doppelganger" campaign documented by EU DisinfoLab (2022) and for the Telegram-originated pipeline by which
state-linked narrative seeding reaches mainstream platforms. The moderation gap is structural: Telegram's operator
has historically interpreted minimal content moderation as a feature, not a limitation, though DSA requirements on
very large platforms are beginning to impose compliance obligations as of 2025.

P.8.3 Signal and the Research Horizon

Signal's end-to-end encryption and minimal metadata retention make it, by design, the most research-opaque major
messaging platform. There are no published large- scale studies of information disorder propagation on Signal, and
the platform's architecture makes such studies effectively impossible without device-level data. Signal is less relevant
as a mass-disorder vector than WhatsApp or Telegram (its user base skews toward high-engagement political and
security-conscious communities rather than general mass use) but is significant as a planning and coordination
channel for actors who wish to organize beyond the reach of platform monitoring.

| P.9 Search and Generative Al

P.9.1 Data Voids: When the Search Index Is Empty

Michael Golebiewski and danah boyd's Data Voids: Where Missing Data Can Easily Be Exploited (Data & Society, May
2018; revised 2019) introduced a critical concept for understanding search as an information-disorder vector.

EsTABLISHED A data void exists when a search query — often a niche term, a newly coined phrase, or a breaking-event
keyword — returns few or no credible results because the legitimate information ecosystem has not yet produced
indexed content for that query. In such voids, even low-volume content from bad actors fills the first page of results
by default.

Golebiewski and boyd identify five types of data void, of which two are most exploitable: breaking news voids (credible
journalism has not yet been indexed for a fast-moving event) and manipulated terms (actors deliberately coin or
repurpose terms for which no counter-narrative content exists). The operational implication is that search is not
primarily a vector for the spread of known false claims — for which counter-narratives typically exist — but for the
seeding of new claims in contexts where search infrastructure defaults to bad-actor content before legitimate
journalism can catch up. For an organization like SI News, the data-void insight defines a category of publication that
is defensively valuable even at relatively low circulation: indexed, credible, early coverage of breaking events denies
the void to adversarial seeding.

P.9.2 Al-Generated Answers and the Laundering Problem

The integration of generative Al into search interfaces — Google's AI Overviews, Bing's Copilot, Perplexity — creates a
new and structurally significant category of information disorder vector. These systems generate synthesized
answers to user queries, drawing on indexed web content (including AI content farms and pink slime outlets) and
presenting the result in an authoritative, citation- bearing format. Three compounding risks are documented:

¢ Hallucination laundering. When an Al assistant fabricates a claim — a documented, structurally predictable
behavior of current language models — it presents that claim in the same fluent, confident prose as accurate
claims. Users who receive Al-generated answers do not experience the source-level signals (outlet name, author,
publication date) that trained readers use to calibrate trust. The hallucinated claim acquires the appearance of
synthesis from multiple sources.

* Garbage-in amplification. Al overviews and retrieval-augmented generation systems are only as reliable as the
content they retrieve. When those systems index Al content farms and pink slime outlets alongside credible
journalism, low-quality and inaccurate content may be cited as corroboration for Al-generated summaries. The
Al system performs a form of credibility laundering: content that would be recognized as unreliable in its
original outlet context acquires a new citation context in the AT answer.
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¢ Al-generated images, audio, and video. Generative Al has dramatically lowered the production cost of visually
convincing false-context and fabricated content. The detailed forensics and detection literature — and its
significant limitations — are developed in Chapter 12 and Chapter 18. Here we note only that the channel exists at
scale: by 2024, multiple documented elections saw the circulation of Al-generated audio and video of real
political figures (the New Hampshire robocall using a fake Biden voice being the most cited US example), and the
2025 Canadian election saw an Al deepfake of Prime Minister Mark Carney reach more than one million social
media views. The Knight First Amendment Institute's nonpartisan study of the 2024 US election found that cheap
fakes (speed changes, simple edits, misleading captions) were used seven times more often than Al-generated
content in documented election-related information disorder — a corrective against the assumption that Al
deepfakes have displaced simpler techniques.
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| P10 Four Documented Instances Across Channels

The following cases are selected to illustrate one well-documented occurrence in each of the four channel categories
described above. Each is presented with the best-available evidence and explicitly confidence-graded; none

is presented as representative of typical impact (Chapter 4 handles that calibration). They function here as

existence proofs — demonstrations that the channel dynamics described above operate at real-world scale with
documented consequences.

EXAMPLE 1 — NEWS ECOSYSTEM: THE COVID-19 INFODEMIC

In January 2020, the World Health Organization coined the term "infodemic" to describe the parallel epidemic
of accurate, inaccurate, and deliberately false information about COVID-19 circulating simultaneously across
news outlets, social media, and messaging applications. DOCUMENTED — WHO PRIMARY DESIGNATION The WHO and
United Nations formally warned that the infodemic constituted a severe threat to public health response —
not merely a communication problem but an operational one: false claims about home remedies, vaccine
safety, and transmission mechanisms demonstrably affected health behaviors in documented studies. A 2020
analysis in The Lancet by Tagliabue et al. identified a specific pattern: false claims about treatment options
(bleach ingestion, unproven antivirals) circulated through Al-amplified news ecosystem channels before
health authorities could publish indexed rebuttals — a data-void dynamic in the news channel. The WHO
launched an explicit anti-infodemic operation, training more than 110,000 health workers in information
disorder response through 2022. The infodemic case is significant not only for its scale but for demonstrating
that information disorder operates across all four channel categories simultaneously, with each reinforcing
the others: false claims originated in fringe news outlets, amplified on social platforms, propagated through
WhatsApp group chains, and — by 2021 — surfaced in early Al-assisted search results.

Source: WHO, "Immunizing the Public Against Misinformation" (who.int, 2020); WHO/UN Joint Statement on the COVID-19
Infodemic (September 2020); Tagliabue et al., The Lancet (2020).
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EXAMPLE 2 — AI CONTENT FARMS: THE NEWSGUARD AI SLOP ECOSYSTEM

NewsGuard's longitudinal tracking of Al-generated news sites provides the most systematically documented
case study of the AI content farm phenomenon. The organization's June 2023 initial report identified 150 sites;
by October 2025 the count had reached 2,089; by March 2026, 3,006 — a twenty-fold increase in under three
years. A subset of these sites was documented producing and publishing false claims at scale, including
specific false narratives about the 2024 US presidential election amplified through social sharing before fact-
check systems could respond. DOCUMENTED — NEWSGUARD PRIMARY DATA The structural significance: each new Al
content farm site added to the web increases the probability that a retrieval-augmented generation system
will index and cite it, and that a search engine's Al overview will surface its content. The harm is not
individual-site readership (most sites have minimal direct traffic) but ecosystem poisoning: the
contamination of the indexed-web substrate from which AI systems draw.

Source: NewsGuard AI Tracking Center (newsguardtech.com/special-reports/ai-tracking-center/, updated March 2026)

EXAMPLE 3 — CLOSED NETWORKS: WHATSAPP RUMOR VIOLENCE, INDIA, 2017-2018

The Indian WhatsApp lynching wave represents the most extensively documented case of closed-network
misinformation producing direct physical harm at scale. Beginning in May 2017 in JTharkhand, false messages
claiming child abductors were active in specific localities circulated through WhatsApp group networks —
customized with local details, local names, local photographs, and in some cases spliced with unrelated
violent video to increase emotional impact. These messages triggered mob violence in multiple states;
independent monitoring counted at least 29 deaths in incidents where government officials acknowledged
WhatsApp circulation as the direct precipitant through mid-2018.

DOCUMENTED — INCIDENT RECORD, SUPREME COURT PROCEEDINGS An analysis of the locations where violence occurred
found that in almost all cases, no child abductions had been recorded in the preceding three months — the
predicate claim was entirely fabricated. The structural lesson: the high-trust forwarding dynamic of
messaging applications means that fabricated content does not need to survive fact-check scrutiny; it only
needs to arrive from a trusted contact before scrutiny can occur. WhatsApp's forwarding limits, introduced in
2019-2020, reduced the speed of chain propagation but did not eliminate manual resharing.

Source: NPR reporting (July 2018); Wikipedia, "Indian WhatsApp lynchings" (citing BBC, Reuters, government
documentation); Washington Post (February 2020); Supreme Court of India, Tehseen Poonawalla v. Union of India (July
2018).

EXAMPLE 4 — ELECTION MISINFORMATION ACROSS CHANNELS: 2024-2025 GLOBAL ELECTIONS

The 2024 global election cycle — covering the US, India, the EU, and more than 70 other countries — provided
the largest real-world test of Al-assisted information disorder to date. The documented pattern was more
nuanced than pre-election forecasts predicted. A Knight First Amendment Institute nonpartisan study of 78
election deepfakes found that cheap fakes were used seven times more often than Al-generated content in
documented election information disorder — a corrective against the assumption that generative AI had
displaced simpler manipulation techniques. ESTABLISHED - 2024 ELECTION cYcLE DATA Nonetheless, specifically
Al-generated incidents were documented: a fake audio recording of President Biden's voice instructing New
Hampshire Democrats not to vote in the primary circulated via robocall in January 2024; in the 2025 Canadian
election, an AI deepfake of Prime Minister Mark Carney reached more than one million social media views
before being widely identified as inauthentic. In India, Al-edited video circulated claiming the ruling party
would end constitutional reservation provisions — a fabricated statement attributed to a real leader. Harvard
Kennedy School's Ash Center 2024 analysis concluded: "AI was everywhere in 2024's elections, but the
apocalypse that wasn't" — Al tools lowered production costs and increased volume, but the causal link from
Al-assisted information disorder to measurable electoral outcome change remains unestablished in any peer-
reviewed study of the 2024 cycle. cAUSAL ELECTORAL IMPACT — CONTESTED

Source: Knight First Amendment Institute, "We Looked at 78 Election Deepfakes" (2024); Harvard Kennedy School Ash

Center (2024); Centre for International Governance Innovation (2025); NPR, "How deepfakes and AI memes affected global
elections in 2024" (December 2024).
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| P.11 Implications for Synthetic Insights

This primer is not merely background reading; it is the operational foundation for every system SI News builds and
every design decision SI's AI ecosystem makes about what to trust. Four implications deserve specific statement.

Channel-aware ingestion is non-negotiable. SI News ingests from the news ecosystem; that ecosystem now includes
more than 3,000 AI content farm sites, 1,265+ pink slime outlets, and an unknown but growing volume of AI-
generated content from nominally legitimate publishers. An ingestion layer that does not distinguish between these
source categories — treating an Al content farm as equivalent to the Associated Press for purposes of clustering,
analysis, or retrieval — will produce contaminated outputs regardless of the quality of downstream reasoning. The
source registry (migration 174 and the current source- class system) is the architectural response; the primer
establishes why it is load-bearing. Chapter 21 develops the ground-truth-as-infrastructure argument that follows
from this.

The seven-type typology defines what the detection layer must find. Fabricated content (the most dramatic type) is
not the primary problem in volume terms; false context and misleading content are more prevalent. An SI News
detection or verification system that optimizes only for "is this claim factually false?" will miss the dominant disorder
types in the wild. The detection layer needs to address context, sourcing, and attribution integrity — not only fact
verification. This typology informs the "Indicators of Manipulation" layer described in Chapters 15 and 21.

Malinformation cannot be fact-checked away — it requires provenance tracing. The single most operationally
important property of the trichotomy for SI's product design is that malinformation — weaponized true information
— is immune to fact-checking because all assertions are factually accurate. The defensive asset is not "is this true?"
but "what is the full, provenance-traceable context?" This directly motivates the multi-source provenance
architecture that is the core differentiator of SI's verification approach.

Closed channels require external-signal methods. WhatsApp, Telegram private groups, and encrypted coordination
channels are, by design, not directly observable. SI News cannot monitor them directly; any attempt to do so would
raise serious privacy and legality concerns, and the product would not be competitive in this space in any case. What
SI can do is track the surface signals of closed-channel activity: narratives appearing on public platforms that bear the
structural signatures of prior closed-channel seeding (unusual timing patterns, coordinated posting, high-novelty-
with-no-visible-origin dynamics). The DISARM and ABCDE frameworks that Part IV adopts as SI's house analytic
standard include the behavioral signatures of closed-channel-origin campaigns. Chapters 9, 10, and 20 apply this
method to live cases.

Calibrated vocabulary is itself a trust signal. An SI News product that uses "fake news" in its interface or reporting is,
from the perspective of an informed reader, signaling conceptual imprecision. The field's shift away from the term —
documented in the UNESCO handbook, adopted across EU policy infrastructure, and embedded in the FIMI
framework — reflects a decade of learning about why the label does more harm than good. SI's adoption of the Wardle
& Derakhshan vocabulary, visible in its published output, its labeling system, and its source-quality disclosures, is
both an epistemic commitment and a brand signal: this is an institution that knows the difference between a false
claim, a true claim used maliciously, and a genuine error — and treats each accordingly.
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PART I - THE BROKEN MARKET FOR TRUTH - §1

The Asymmetry — Why the Information Market Is
Broken

Before disinformation is a technology problem, a politics problem, or a policy problem, it is an economics
problem: falsehood is cheap to produce and expensive to refute, the market that distributes content rewards
emotion and novelty over accuracy, and the attention of the audience is finite. A system built on those three
foundations structurally favors the producer of falsehood over the defender of truth. This chapter establishes
that asymmetry — the foundational claim from which everything else in this report follows.

| 11 The Market Frame: Why Economics, Not Ethics, Explains the Problem

The instinctive response to disinformation is moral: someone is lying, and liars should be stopped. That framing is
not wrong, but it is incomplete in a way that makes it strategically useless. Most of the content that degrades the
information environment is not produced by liars in the strict philosophical sense — people who know the truth and
deliberately state its opposite. It is produced by something more corrosive and more difficult to counter: bullshit.

The distinction is not rhetorical. In 1986, Princeton moral philosopher Harry Frankfurt published an essay in the
Raritan Quarterly Review arguing that bullshit and lying are fundamentally different epistemic acts — and that bullshit
is the more dangerous of the two. The essay was reprinted as a short book by Princeton University Press in 2005 and
became one of the most-cited works in contemporary epistemology. Frankfurt's core argument: the liar, whatever
their sins, is at least engaged with the truth. They know what the truth is; they care about it enough to hide it. The
bullshitter has no such relationship with truth at all. EsTABLISHED

"It is just this lack of connection to a concern with truth — this
indifference to how things really are — that I regard as of the essence of
bullshit."

— Harry Frankfurt, On Bulishit (Princeton UP, 2005, orig. 1986)

This indifference, Frankfurt argues, makes the bullshitter a greater threat to truth than the liar. The liar's world still
has truth at its center — the liar is playing a game whose rules acknowledge that truth exists and matters. The
bullshitter has opted out of that game entirely. Their statements are designed not to convey accurate information but
to produce an impression — of competence, of authority, of moral righteousness, of plausibility. Whether those
statements happen to be true or false is, from the bullshitter's perspective, beside the point.

Why does this matter for how we think about the information ecosystem? Because it explains why fact-checking defeats
itself as a primary defense. Fact-checking is a lie-hunting instrument. It assumes the adversary is playing the truth
game and losing; it identifies the gap between claim and reality and bridges it. But the bullshitter was never playing
the truth game. The gap between claim and reality is not a bug in their operation; it is irrelevant to their objective.
Publishing a correction to a bullshit claim does not embarrass the claim's producer — it does not even register. The
producer has already moved on to the next claim, indifferent to whether the previous one was true. The refuter is
operating at a categorical disadvantage before the first word is checked.

This is the first pillar of the asymmetry. It is philosophical but it has immediate structural consequences, because it
explains why reactive correction strategies — however well-executed — cannot, in principle, win the contest. The
information market is not a truth-seeking mechanism with imperfections. It is a persuasion market in which truth is
one option among many, and usually not the most cost-effective one.

| 1.2 Brandolini's Law: The Production-Refutation Cost Gap

If Frankfurt's argument is philosophical, Alberto Brandolini's contribution is operational. On January 11, 2013,
Brandolini — an Italian software developer — posted a brief observation to his social media feed that was prompted,
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he later noted, by watching former Italian Prime Minister Silvio Berlusconi deploy a cascade of dubious claims on a
political talk show. Brandolini had just finished reading Daniel Kahneman's Thinking, Fast and Slow, and the

juxtaposition clarified something he had been sensing for years. He wrote:

"The amount of energy needed to refute bullshit is an order of magnitude
greater than to produce it."

— Alberto Brandolini, January 11, 2013; presented at XP2014, Pisa, Italy, May 30, 2014

The observation gained wide circulation after Brandolini presented it at the XP2014 agile software conference
in Pisa on May 30, 2014, when a photograph of his slide was shared on Twitter and propagated through
technology and media circles. It is now commonly known as Brandolini's Law or the Bullshit Asymmetry
Principle. ESTABLISHED AS PRINCIPLE

"An order of magnitude" is precise language: approximately a tenfold difference in resource cost. Brandolini was not
citing a controlled experiment; he was articulating a principle derived from observation. But the principle has since
been extensively corroborated through empirical work on the mechanics of correction — work we survey below —
and it captures something that anyone who has spent significant time in professional fact-checking recognizes
immediately. A single false claim can require: verification of the original assertion, investigation of its sourcing,
tracing of how it spread, identification of the specific false element, production of an accurate counter-statement,
publication across channels that reach the same audience, and monitoring of whether the correction propagated.
Each of these steps takes time, expertise, and money. The original false claim required none of them.

The asymmetry is not merely one of effort. It is an asymmetry of initiative. The producer of false or misleading
content chooses the terrain, the timing, the framing, and the volume. The refuter must respond on terrain chosen by
someone else, often after the false claim has already propagated deeply into the audience that matters. The refuter is,
by structural definition, always behind.

Falsehood production is cheap, fast, and initiative-driven. Refutation is expensive, slow, and reactive. No
amount of investment in the refutation process can close a gap that is structural, not operational. The

only move that changes the game is supply-side: make pre-verified truth as cheap and fast to distribute

as falsehood.

The continued-influence effect, documented extensively by Stephan Lewandowsky and colleagues (Lewandowsky et
al., 2012, Psychological Science in the Public Interest; Ecker et al., 2022, Nature Reviews Psychology), compounds the
problem: even when corrections succeed — that is, even when individuals encounter and accept a factual correction
— the original misinformation continues to influence their reasoning, particularly their causal inferences. Effective
debunking requires not merely negating a false claim but supplying an alternative causal narrative that fills the
explanatory slot the misinformation occupied. This is not a task that a simple correction can perform. It is an
editorial and cognitive engineering task. The refutation cost is not just one of production; it is one of persuasive
architecture. ESTABLISHED

And then there is overkill anxiety: the worry, prevalent among communicators and platforms, that repeating a false
claim in the act of correcting it risks amplifying it. This concern has some empirical grounding in the illusory truth
literature — repetition alone, even in the context of labeling something false, can increase perceived plausibility —
which means that thorough refutation must navigate the very mechanism that made the false claim sticky in the first
place. The refuter's task is recursive. ESTABLISHED
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Figure 11— The Refutation Asymmetry
Production cost (left axis, relative units) and refutation cost (right axis) across the lifecycle of a false claim. The asymmetry is structural: it exists at

every stage from creation through sustained correction. The ratio widens as the claim propagates deeper into the network.
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Source: Schematic derived from Brandolini (2013/XP2014); Lewandowsky et al. (2012); Ecker et al. (2022). Not a direct data visualization
— illustrates the structural relationship.

| 1.3 The Speed and Novelty Asymmetry: What the Largest Study Found

If Brandolini established the cost asymmetry, a landmark 2018 study published in Science established the speed and
reach asymmetry with the rigor of large-scale empirical measurement. Soroush Vosoughi, Deb Roy, and Sinan Aral at
MIT analyzed approximately 126,000 Twitter cascades — unbroken chains of retweets originating from a single source
— spanning every major contested news story on the platform from 2006 to 2017. The stories were classified as true or
false using independent judgments from six fact-checking organizations (Snopes, PolitiFact, FactCheck.org, and
others) exhibiting 95 to 98 percent agreement. The result is the largest longitudinal study of the differential spread of
true and false information yet conducted. PEER-REVIEWED

CORE FINDING

Falsehood diffused significantly farther, faster, deeper, and more broadly than truth across all information
categories studied. False news reached 1,500 people approximately six times faster than true news. The top
1% of false news cascades reached between 1,000 and 100,000 people; true news rarely diffused to more than
1,000 people. Falsehoods were 70% more likely to be retweeted than accurate stories. Effects were most
pronounced for false political news.

Source: Vosoughi, Roy & Aral (2018), "The Spread of True and False News Online," Science, 359(6380), 1146-1151.

The study's most counterintuitive finding — and the one most consequential for policy — concerns the role of
automated accounts. Conventional wisdom attributed the spread advantage of false news to bots. The MIT team
tested this directly. When they removed all automated accounts from the dataset and reran their analysis, none of the
main conclusions changed. False news still spread faster and farther; the advantage was unchanged. Humans, not
bots, were the primary vector. ESTABLISHED

This finding has far-reaching implications. Strategies focused on bot detection and removal — while valuable for
other reasons, as we note in Chapter 4 — address a secondary mechanism, not the primary one. The human mind,
operating under its normal cognitive constraints, is structurally more susceptible to novel false information than to
true information. This is not a failure of individual intelligence; it is a property of information processing under
conditions of limited attention and high novelty-seeking.

Why does false news spread faster? Vosoughi and colleagues examined the emotional content of replies to true versus
false stories. False stories inspired higher-intensity emotional responses — particularly surprise and disgust —
compared to the predominantly anticipation and joy that accompanied true stories. Their analysis suggests the key

mechanism is novelty: false information tends to be more novel than true information, and novelty is a powerful
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driver of sharing behavior. True information, by its nature, tends to report on the world as it is — which is often
familiar. False information is unconstrained by the actual state of affairs; it can be as novel, surprising, and
emotionally stimulating as its producer desires. The information market, optimized for engagement, structurally

rewards this. ESTABLISHED

Complementing this picture, Chengcheng Shao and colleagues (Shao et al., 2018, Nature Communications) found that
while humans drive the bulk of false-information spread, bots play a disproportionate role in the seeding phase — the
early moments before a story goes viral. Bots over-amplify low-credibility content at the point of initial distribution
and target high-follower accounts through replies and mentions, manufacturing early "social proof" that human
algorithms and human psychology then amplify. The process is a two-stage system: automated seeding creates the
conditions for human propagation. This division of labor matters for intervention design: removing bots reduces the
seeding advantage but leaves the human novelty-propagation mechanism intact. ESTABLISHED
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| 1.4 The Market: Attention Scarcity and the Structural Incentive for Falsehood

The Vosoughi finding — that human novelty-seeking drives the asymmetry — points directly to the economic
substrate in which information competes. That substrate was identified with unusual precision by Herbert Simon in
1971, more than two decades before the commercial internet existed. In an essay titled "Designing Organizations For
An Information-Rich World," published in a volume edited by Martin Greenberger for Johns Hopkins Press, Simon
articulated the foundational paradox of the information age:

"In an information-rich world, the wealth of information means a
dearth of something else: a scarcity of whatever it is that information
consumes. What information consumes is rather obvious: it consumes the
attention of its recipients. Hence a wealth of information creates a
poverty of attention and a need to allocate that attention efficiently
among the overabundance of information sources that might consume
it."

— Herbert A. Simon, "Designing Organizations For An Information-Rich World," in M. Greenberger (ed.),
Computers, Communications, and the Public Interest (Johns Hopkins Press, 1971)

Simon's framing — attention as the scarce resource in an information-surplus environment — is the economic
foundation of what is now called the attention economy. The implications were not fully visible in 1971, but they are
unambiguous now: any entity seeking to influence human behavior must first win a share of a finite pool of attention.
Truth and falsehood compete in the same market. ESTABLISHED

Tim Wu's 2016 book The Attention Merchants (Knopf) traces the historical development of this market across more
than a century: from Benjamin Day's penny press in 1833, which discovered that news sold at below-cost could
subsidize advertising; through radio and television; to the current digital platforms. Wu's central argument is that the
business model of attention merchants has never fundamentally changed — it is the exchange of free or subsidized
content for the attention of an audience, which is then sold to advertisers. The content is the bait; the audience is the

product. ESTABLISHED
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What has changed is scale, speed, and precision. The digital platforms that mediate contemporary information
consumption do not merely deliver content; they continuously optimize for engagement, using behavioral signals
from hundreds of millions of users to determine which content gets amplified and which gets suppressed. These
optimization functions were not designed to favor falsehood; they were designed to maximize time-on-platform. But
because false information — being unconstrained by the actual state of affairs — can be engineered to maximize
novelty, emotional arousal, and outrage-sharing (all of which are high-engagement signals), the optimization for
engagement structurally advantages false content. The algorithm is not biased toward lies; it is biased toward
engagement, and those two things correlate more often than they should.

THE PLATFORM INCENTIVE STRUCTURE

Advertising-funded platforms monetize attention. Emotional and novel content drives engagement. False
content can be engineered for maximum emotional novelty. Therefore: under advertising-funded platform
economics, misinformation has a structural revenue advantage over accurate reporting. This is not a
conspiracy; it is a predictable outcome of an incentive structure. Correcting it requires changing the incentive
structure, not merely the content.

The interaction between Simon's attention-scarcity insight and Wu's historical analysis yields a clear picture of the
market architecture: consumers of information are simultaneously rationally responding to scarcity (they cannot
read everything, so they allocate attention to the most stimulating content) and being shaped by an industrial
apparatus that has spent a century learning to exploit that allocation. In this market, producing accurate information
is not merely harder than producing false information — it operates under a structural cost disadvantage at every
stage of production, distribution, and consumption. Accuracy requires verification, which costs time and expertise.
Distribution must compete for attention slots against content engineered to maximize arousal. Consumption requires
the sustained cognitive engagement that accurate complex information demands — and which is the one thing that
an attention-poor consumer cannot easily supply.

1.5 Why Fact-Checking Cannot Win the Asymmetry (The Structural
Argument)

The three asymmetries established above — the indifference asymmetry (Frankfurt), the production-refutation cost
asymmetry (Brandolini), and the speed-novelty-attention asymmetry (Simon, Wu, Vosoughi) — combine to produce a
structural verdict on the dominant counter-disinformation strategy of the past decade: reactive fact-checking at the
point of falsehood is necessary but insufficient, and cannot, by itself, reverse the information market's structural tilt
toward falsehood.

The argument runs as follows:

1. The bullshitter is not playing the truth game. Corrections directed at a producer who is indifferent to truth do
not change the producer's behavior; they merely add a rebuttal to the conversation that the producer will ignore.
This is Frankfurt's point.

N

. Corrections are produced after the fact, on terrain chosen by the opponent. By the time a correction exists, the
false claim has propagated to a primary audience. The correction must fight its way into a secondary audience
that has already formed an impression. The continued-influence effect means that even successful corrections
leave residues.

w

. Corrections cost more than claims. At every stage — research, production, distribution — correction is more
expensive than original false production. At scale, a well-funded disinformation operation can produce false
claims faster than any plausible fact-checking operation can refute them. This is not a resourcing problem; it is a
structural cost ratio.

4. Corrections compete for the same finite attention. A correction that reaches the audience must still win a share
of limited attention against all other content competing for that slot. Corrections, by their nature, are less novel
and less emotionally stimulating than the claims they refute. They are structurally disadvantaged in the
engagement market.
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5. The backfire effect is largely a myth, but this does not rescue fact-checking. Research by Wood and Porter (2019,
Political Behavior, 52 issues, 10,100 subjects) found that corrections on factual matters do not, in general, cause
respondents to become more convinced of the false claim. The feared "backfire effect" does not reliably replicate
atscale. ESTABLISHED / BACKFIRE-EFFECT CRITIQUE This is genuinely good news — corrections are not
counterproductive. But it does not mean corrections are sufficient. A correction that does not backfire and does
not cause harm may still fail to propagate to the primary audience, fail to supplant the continued-influence of the
original claim, and fail to prevent the next false claim from succeeding.

The verdict is not that fact-checking is worthless — it is that fact-checking is a symptom-management tool operating
in a market that continuously generates new symptoms faster than they can be managed. It is analogous to bailing
out a boat without repairing the hull.

SEE ALSO

The literature on manufactured doubt — the deliberate industrial production of false uncertainty about
scientific consensus, documented in tobacco, acid rain, ozone, and climate — shows that the asymmetry can
be exploited by adversaries with professional sophistication and long time horizons. This is the agnotology
tradition (Proctor & Schiebinger, 2008; Oreskes & Conway, 2010). It is covered in Chapter 2. The broader
pattern of epistemological corrosion — "Truth Decay" — and the question of how post-truth became a cultural
condition is covered in Chapter 3. The contested empirical record on the actual scale of harm — where the
evidence is weaker than popular narrative suggests — is addressed in Chapter 4.

| 1.6 The Structural Taxonomy: Why This Is a Market Failure

Standard economics identifies several mechanisms by which markets fail to produce optimal outcomes: public goods
(non-rival, non-excludable benefits that are underprovided); externalities (costs or benefits not borne by

the producer); and information asymmetries (sellers knowing more than buyers about product quality, per

Akerlof's seminal 1970 analysis of the used-car market). The information ecosystem exhibits all three failure

modes simultaneously.

Truth as a public good. Accurate information about the state of the world — that a vaccine is safe, that an election
result is legitimate, that a financial instrument is misrepresented — benefits all members of a society, not merely the
individual who first acquires it. It is non-rival (my knowing the truth does not deplete the stock of truth available to
others) and, in the digital environment, largely non-excludable. Public goods are systematically underprovided by
private markets because producers cannot capture the full social value of their output. Verified journalism is a
textbook case: its social value vastly exceeds the revenue a private publisher can extract from it, which is why
institutional journalism has been in structural financial decline as its distribution monopoly eroded.

Negative externalities. The producer of false or misleading content captures the attention revenue, the engagement,
the political influence, or the competitive advantage that false claims can generate — while imposing the costs
(eroded trust, damaged decision-making, degraded public discourse) on the wider society that does not benefit from
the falsehood. These costs are real and measurable; they are simply not borne by the producer. Markets with negative
externalities systematically overproduce the goods that generate them. The information market overproduces
misleading content for the same reason that unregulated factories overproduce pollution.

Information asymmetry and the lemon problem. Consumers of information are often unable to assess the quality
(accuracy) of what they are consuming at the moment of consumption. Like Akerlof's used-car buyers who cannot
distinguish lemons from reliable vehicles before purchase, news consumers cannot reliably distinguish accurate
from inaccurate reporting without investing effort that would itself exceed the value of the information. Under these
conditions, Akerlof's model predicts market collapse toward low quality: sellers of low-quality (false) information
can credibly mimic sellers of high-quality (accurate) information; the market price of credibility is driven

down; high-quality producers are squeezed out. This is, with appropriate modifications, a reasonable

description of the contemporary news environment in markets where legacy credentialing institutions have lost

authority. ESTABLISHED — FRAMEWORK

The triple failure matters because it identifies the correct level at which intervention is required. Correcting
individual false claims is a retail response to a wholesale problem. Content moderation addresses the externality
only partially and at enormous cost. The public-goods and lemon-market failures require structural supply-side
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responses: institutions whose business model is not dependent on engagement optimization, whose outputs are
credentialed in ways consumers can verify, and whose method is transparent enough to sustain trust even when
individual findings are contested.

This is Goldman's insight in Knowledge in a Social World (Oxford, 1999): veritistic social epistemology evaluates
institutions by whether they reliably produce true belief in the populations they serve. A society's information
institutions are not just epistemic tools; they are the infrastructure of collective decision-making. When they fail —
when they produce false belief more reliably than true belief — the failure cascades through every domain of social
life that depends on shared, accurate understanding. ESTABLISHED — FRAMEWORK

| 1.7 The Strategic Conclusion: Supply-Side, Not Reactive

The logic of the market-failure analysis points to a single strategic conclusion, and it is one that the dominant
counter-disinformation industry has been slow to embrace because it is less immediately satisfying than correction
and removal: the structural fix is supply-side. Make verified, credible truth cheap, fast, and widely accessible.
Change the cost structure of accurate information production. Build institutions whose method is transparent and
whose credentialing can be trusted. Deploy verified truth before false claims have propagated, not after.

This is not merely a theoretical preference. It is a logical consequence of the asymmetries established above. If false
claims propagate six times faster than corrections, if corrections cost ten times as much to produce as claims, and if
the market optimizes for engagement rather than accuracy, then a system designed exclusively to correct existing
false claims is permanently, structurally behind. It is, in military terms, fighting a reactive war on ground chosen by
the adversary. The only available offensive move is to shift the ground itself: to make verified truth so abundant, so
accessible, and so credibly produced that it can compete with false information on the dimensions — speed, reach,
credibility — where the asymmetry currently favors falsehood.

The operationalization of this principle requires several things simultaneously:

Dimension of Asymmetry Current Disadvantage for Truth Supply-Side Structural Response

Cost of production Verification is labor-intensive; false claims Intelligence-grade analytic methods + Al-assisted
require no verification verification reduce the marginal cost of producing
credible, sourced analysis

Speed of distribution False news propagates before corrections Pre-verified truth distributed at news speed; multi-
exist source provenance nhative to the production
process, not retrofitted

Credibility signaling Lemon market: consumers cannot Transparent method, explicit sourcing, confidence-
distinguish quality at consumption graded claims — credentialing that survives
independent audit

Attention competition Accurate content competes with emotionally- Analysis that is also well-written, contextually rich,
optimized false content for limited attention and personally relevant — truth that is worth
attending to

Incentive structure Engagement-optimized platforms monetize Business models decoupled from engagement
attention regardless of accuracy optimization; value derived from accuracy and
institutional trust, not virality

The supply-side framing also resolves a tension in the counter-disinformation literature between what researchers
call demand-side and supply-side interventions. Demand-side approaches — media literacy, critical thinking
education, accuracy nudges — are valuable and have measurable effects (Pennycook & Rand, 2019, Cognition;
Roozenbeek & van der Linden, 2019, Palgrave Communications). But they operate at the individual level, on the
audience side of the information exchange. They make individual consumers more resistant to falsehood — they do
not change the volume or velocity of falsehood production. Supply-side intervention changes the production side: it
increases the supply of trustworthy, verified content that competes with false content in the attention market. Both
are necessary; neither is sufficient alone. But of the two, supply-side is the only one that directly addresses the
structural imbalance Brandolini identified. ESTABLISHED — FRAMEWORK

One additional point before the strategic analysis is complete: the supply-side response is only credible if it is honest.
An institution that produces "pre-verified truth" but overclaims — that inflates the certainty of contested findings,
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that presents institutional conclusions as facts when the evidence supports only assessments — reproduces the very
epistemic problem it is attempting to solve. Calibrated honesty is not a hedge; it is a structural requirement. The
institution's credibility depends not on always being right, but on being reliable about when it is uncertain. This theme,
established here, runs through the entire architecture of this report and through every operational decision Synthetic
Insights makes in its editorial practice.

| 1.8 Implications for Synthetic Insights

The asymmetry documented in this chapter is not a background condition that Synthetic Insights operates within. It
is the structural problem that Synthetic Insights was built to address. The three-part mission — produce verified
ground truth (SI News), protect our own Al cognition from manipulation (the Ecosystem), detect and report influence
campaigns — maps precisely onto the three consequences of the broken information market: insufficient supply of
trustworthy information, vulnerability of Al reasoning systems to the same manipulation techniques that work on
humans, and the absence of credible, independent, intelligence-grade analysis of adversarial information operations.

Several specific design implications follow directly from this chapter's analysis:

Pre-verification, not post-correction, is the product. SI News's value proposition is not faster corrections of false
claims; it is verified analysis produced with transparent method at news speed. The production-cost asymmetry is
addressable through the combination of intelligence-grade analytic discipline (see Chapter 8) and Al-assisted
research and analysis — but only if the AI assistance is itself protected from the manipulation techniques discussed in
Part III. The architecture must be designed for verification-native production from the first step, not verification-
retrofitted at the last.

The lemon-market problem requires credentialing infrastructure. Consumers need a way to assess the quality of SI
News output at the point of consumption without investing more effort than the information is worth. This means:
explicit confidence tagging on all material claims, transparent sourcing, named methodology, and a public track
record of accuracy. None of these are decorative. They are the structural response to the information-asymmetry
failure that makes the lemon market collapse toward low quality. Every editorial decision that shortcuts sourcing,
hedges confidence tags, or obscures methodology weakens the one structural advantage that accurate production has
in a low-quality market.

The attention-competition problem requires editorial excellence. SI News does not get to opt out of the attention
market. Verified truth that no one reads does not correct the information market. The supply-side strategy requires
that accurate content compete for attention — not by mimicking the emotional engineering of false content (that path
leads to the same structural pressures that degrade legacy media), but by offering the kind of analysis that is
genuinely worth attending to: contextually rich, well-written, intellectually serious, and honest about what is known
and not known. The economics of the attention market are not the enemy of quality journalism; they are the
condition under which quality journalism must prove its value.

Calibrated honesty is a competitive advantage, not a liability. The temptation, in a market where emotional certainty
travels faster than nuanced truth, is to match the certainty of false claims with equivalent certainty in corrections.
This is the path to credibility loss. The cases where SI's analysis will build lasting institutional trust are precisely the
cases where SI says: "the popular narrative overstates the evidence here" (see Chapter 4 for the contested-harms
register), "we assess this with medium confidence, not high confidence," or "the attribution is assessed by
[organization] at [confidence level] — SI has not independently confirmed it." This posture is simultaneously the
intellectually honest one and the strategically superior one. It is the one thing a bullshit-optimized content market
cannot replicate, because it requires genuine engagement with truth — exactly what the bullshitter has opted out of.

The fundamental asymmetry this chapter has documented — between the ease of producing false or misleading
content and the cost of producing and distributing verified truth — will not be eliminated by any technology, any
regulation, or any educational intervention alone. It is a structural property of the information market. The response
must be structural: a high-veritistic institution, built from its foundations on provenance, transparency, and method,
operating with sufficient scale and speed to compete in the attention market where the asymmetry currently plays
out. That is what this report is about.
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PART I - THE BROKEN MARKET FOR TRUTH - §2

Manufactured Doubt — The Industrial Production
of Uncertainty

Much of what the public experiences as scientific controversy is not a natural outgrowth of genuine
disagreement among experts. It is a product — deliberately manufactured, strategically distributed, and sold
to a public whose epistemic trust makes it a reliable market. Understanding how that industry works is the
prerequisite for defeating it.

| 2.1 Agnotology: The Study of Manufactured Ignorance

The word has a history that tells you something about the problem. For most of recorded intellectual life, the study of
knowledge — epistemology — operated on the assumption that ignorance was simply the absence of its opposite: the
blank page before inquiry, the darkness before the lamp. It was what you had before you learned something. It
required no special explanation.

Robert Proctor, a historian of science at Stanford University, recognized that this assumption was wrong in a way that
mattered enormously. Ignorance, he argued, is not merely the residue of incomplete inquiry. It is sometimes the goal
of inquiry — or rather, the goal of well-funded campaigns that wear inquiry's clothing. In the 2008 volume Agnotology:
The Making and Unmaking of Ignorance, co-edited with Londa Schiebinger, Proctor coined the term agnotology to name
the study of how ignorance is culturally and strategically produced. EsTABLISHED

The etymology is deliberate: agnosis (not-knowing) + -logos (the study of). Agnotology does not simply ask what we do
not know. It asks: who benefits from our not knowing, and how was that state of not-knowing engineered?

The Three Kinds of Ignorance

Proctor's introduction to the volume proposes a taxonomy of ignorance that is analytically load-bearing for
everything that follows in this chapter. He distinguishes three forms:

Type Description Relevant agent

Native state Ignorance as the natural starting point — the blank No agent; the pre-epistemic condition
page before inquiry begins. No one is responsible;
it is simply what we have not yet learned.

Lost realm (passive) Ignorance as the result of what has been forgotten, Neglect, structural under-investment, selective
abandoned, defunded, or structurally overlooked. attention
Knowledge that once existed — or could have been
produced — and was not, because no one was paid
to generate it, or because the institutions that might
have supported it were absent or indifferent.

Actively constructed Ignorance as a deliberate product — manufactured, Industries, PR firms, think tanks, state actors
maintained, and distributed by identifiable actors
for identifiable purposes. Not the absence of
inquiry, but its strategic corruption.

The third type is the subject of this chapter. It is, in Proctor's framing, ignorance "made, maintained, and
manipulated by means of certain arts and sciences." estasLIshED It is ignorance as an industrial product. And the first
industry to develop a systematic playbook for producing it at scale was tobacco.
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Much of what circulates in public discourse as "controversy" or "scientific uncertainty" is not the organic

result of experts disagreeing. It is the output of a documented industrial process — with a written strategy,
a funding apparatus, institutional infrastructure, and identifiable beneficiaries. The problem is not that
people are confused. It is that confusion is being sold.

| 2.2 The Tobacco Playbook: Doubt as Product

By the early 1950s, the scientific evidence linking cigarette smoking to lung cancer had accumulated to the point
where it could not be ignored inside the industry. In 1953, the tobacco executives of the largest American cigarette
companies — American Tobacco, R.J. Reynolds, Philip Morris, Lorillard, and others — gathered at the Plaza Hotel in
New York City. They brought with them Hill & Knowlton, then the world's largest public relations firm, whose
president John W. Hill had already grasped what would become one of the most consequential strategic insights in
the history of corporate manipulation.

Simple denial would not work. The science was too solid, the researchers too credentialed, the findings too
consistent. A direct counter-claim — "cigarettes are safe" — would be tested and refuted. But there was another
option: do not deny. Instead, create the appearance that the science was unsettled. Do not win the argument; instead,
prevent the argument from being concluded.

The result was the Tobacco Industry Research Committee (TIRC), formed in January 1954, housed one floor below
Hill & Knowlton's offices in the Empire State Building, and introduced to the American public through a coordinated
advertisement published in more than 400 newspapers, estimated to have reached approximately 43 million readers.
The advertisement — known ever after as the "Frank Statement" — did not deny that cigarettes might be harmful. It
offered reassurance that the industry took the health of its customers seriously, pledged to fund research to resolve
the scientific questions at issue, and invited the public to wait for the results. ESTABLISHED

There were no scientific questions at issue, at least not among scientists who had reviewed the evidence. The "Frank
Statement" was not a scientific commitment. It was a rhetorical holding action — the manufacture of ambiguity
where the experts had reached consensus.

PRIMARY DOCUMENT

A 1969 internal Brown & Williamson memorandum, unearthed in the tobacco litigation discovery process and
analyzed extensively by Proctor in Golden Holocaust (2011), provides the clearest articulation of the strategy in
the industry's own words: "Doubt is our product since it is the best means of competing with the body of fact
that exists in the mind of the general public. It is also the best means of establishing a controversy. Within the
business we recognize that a controversy exists. However, with the general public the consensus is that
cigarettes are in some way harmful to the health. If we are successful in establishing a controversy at the
public level, then there is an opportunity to put across the real facts about smoking and health."

Source: Brown & Williamson internal memorandum (1969), cited in Proctor, Golden Holocaust (UC Press, 2011); analyzed in
Oreskes & Conway, Merchants of Doubt (2010).

The memo is worth dwelling on. It does not say: "let us mislead the public about our product." It says: manufacture a
controversy. The tactical goal is not to replace one set of facts with another — it is to prevent the facts from being
conclusive in the public mind. The deliverable is not belief in a particular claim; it is the suspension of judgment that

follows when a settled question appears open.
"Doubt is our product since it is the best means of competing with the

body of fact that exists in the mind of the general public."

— Brown & Williamson internal memorandum, 1969
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The Infrastructure of Manufactured Doubt

The TIRC was the operational vehicle, but the strategy required infrastructure — funding, institutions, and personnel
that would be credible to outside observers. This is where Proctor's account in Golden Holocaust (2011) becomes most
analytically valuable, because he was able to draw on the Legacy Tobacco Documents Library — over 14 million pages
of internal industry documents made available as part of the 1998 Master Settlement Agreement — to reconstruct the
actual mechanisms rather than infer them from results alone. ESTABLISHED

The TIRC, later renamed the Council for Tobacco Research (CTR), funded legitimate scientific research through its
Scientific Advisory Board — a procedure that produced real science and built genuine institutional credibility. But it
ran a parallel track: "special projects" selected not by the Scientific Advisory Board but by the industry's

lawyers, specifically for their value in litigation and public controversy management. These special projects

were not designed to answer scientific questions. They were designed to keep the science-shaped appearance of
controversy alive.

The logic was documented in internal communications. A 1972 memo from Tobacco Institute Vice President Fred
Panzer described the industry's strategy as "creating doubt about the health charge without actually denying it." As
documented through subsequent litigation and historical research, the industry's own scientists had by this

point accumulated internal evidence of both the addictive properties of nicotine and the carcinogenic effects of
tobacco smoke — evidence that was suppressed and contradicted by the industry's public posture for another two
decades. ESTABLISHED - FROM LITIGATION DISCOVERY

MECHANISHM

The tobacco playbook operated on four interlocking pillars: (1) fund parallel research institutions with
credentialed scientists to produce the appearance of legitimate scientific activity; (2) selectively publish and
amplify findings that could be read as introducing uncertainty, while suppressing inconvenient internal
findings; (3) maintain a public posture of concerned, open-minded inquiry rather than denial; and (4) exploit
journalistic norms of "balance" to ensure that every news story about the health risks of tobacco included an
industry voice presenting the manufactured controversy as real.

This fourth pillar — the exploitation of journalistic norms — deserves emphasis because it is structural rather than
tactical. A news outlet that believes it has an obligation to "present both sides" of a controversy will faithfully report a
manufactured controversy in exactly the same way it would report a genuine one. The journalist is not deceived
about the facts; they are deceived about the nature of the epistemic landscape. The product the doubt industry
delivers to the journalist is not a lie — it is the appearance of a legitimate debate, which the journalist then amplifies

at no cost to the manufacturer.

| 2.3 The Same Playbook, a Different Subject: Oreskes & Conway

Robert Proctor's account documents the invention of the playbook. Naomi Oreskes and Erik Conway's Merchants of
Doubt: How a Handful of Scientists Obscured the Truth on Issues from Tobacco Smoke to Global Warming (2010) documents
its franchise. Their central empirical contribution — which they demonstrate through exhaustive archival research —
is that the same strategy, and to a striking degree the same network of individuals and institutions, was deployed
across multiple distinct scientific controversies over a span of roughly four decades. ESTABLISHED

The issues they trace are: the health effects of tobacco and secondhand smoke; the science of acid rain and its link to
sulfur dioxide emissions; the science of stratospheric ozone depletion and its link to chlorofluorocarbons; the
strategic defense initiative and its feasibility; and, culminating the sequence, the science of anthropogenic climate
change. In each case, the same core features appear: a scientific consensus that had been reached by the relevant
expert community; an industry or set of interests that stood to lose from policy action based on that consensus; and a
campaign to manufacture the appearance of ongoing scientific controversy. ESTABLISHED

The Network: A Small Circle, a Large Effect

What gives the Oreskes and Conway account particular analytical power is its identification of specific individuals
who appear across multiple campaigns. The most prominent are two physicists: Frederick Seitz, a solid-state
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physicist who had served as president of the U.S. National Academy of Sciences and led the National Research
Council, and S. Fred Singer, a physicist who had made real contributions to Earth observation satellite science.

Seitz directed a program for R. J. Reynolds Tobacco Company from 1979 to 1985, distributing $45 million to scientists
for biomedical research — a program designed explicitly to generate the appearance of legitimate scientific activity
that could be deployed in the tobacco industry's ongoing campaign against health-based regulation. After that
program concluded, Seitz, Singer, and a number of colleagues co-founded the George C. Marshall Institute in 1984,
initially to defend Ronald Reagan's Strategic Defense Initiative against scientific criticism. The Marshall Institute
subsequently became the primary institutional vehicle for challenging the scientific consensus on acid rain, ozone

depletion, and climate change. ESTABLISHED

FINDING — NETWORK CONTINUITY

Oreskes and Conway document that Singer, Seitz, and several colleagues served simultaneously as advisors to
the Advancement of Sound Science Coalition (TASSC), a Philip Morris front group run by the PR firm APCO
Associates, established to challenge the scientific evidence linking secondhand smoke to disease. The same
individuals who had challenged the science of acid rain, ozone, and SDI feasibility were working, often
through the same institutional channels, to defend tobacco from its public health critics. The network was not
a coincidence; it was an infrastructure.

Source: Oreskes & Conway, Merchants of Doubt (Bloomsbury, 2010), chapters 1, 6.

The book's title captures the structural insight: this is not a story about a handful of rogue scientists who happened to
be wrong about several things. It is a story about a professional service — the manufacture of doubt — that certain
scientists were willing to provide, and that industries were willing to purchase, because the strategic logic of the
tobacco playbook had proven so reliably effective.

The Playbook as Template

Oreskes and Conway describe the cross-issue strategy with notable precision. In each controversy, the doubt
manufacturers deployed the same set of moves:

1. Challenge the methodology. Question the quality of the underlying studies — their sample sizes, their statistical
methods, the possibility of confounders — without engaging with the weight of the cumulative evidence.
Individual studies can always be criticized; the goal is to make the audience focus on the tree rather than the
forest.

N

. Fund alternative science. Commission or support research designed to produce findings that can be presented as
contradicting the consensus, even when that research does not actually do so at the level of the relevant scientific
question.

w

. Demand a higher standard of proof. Insist that the science is "not yet settled" and that "more research is needed"
before policy action is warranted — a standard that, applied consistently, would never be met, because the
demand for certainty can always be escalated.

4. Personalize the attack. Target individual scientists — claim bias, ideological motivation, financial interest — in
order to make the dispute appear to be about the credibility of researchers rather than the quality of evidence.

[42]

. Exploit "balance." Ensure a presence in media coverage by positioning the manufactured controversy as a
genuine scientific debate, and rely on journalistic norms to guarantee equal time.

These moves are not empirically engaged with the science. They are rhetorical operations designed to produce a
specific epistemic state in the audience: not belief that the industry's position is correct, but suspension of the belief
that the science is settled. The goal, in Proctor's formulation, is the manufacture of the third type of ignorance —
actively constructed, strategic, and profitable. ESTABLISHED
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| 2.4 The Structural Logic: Why "Balance" Is the Deliverable

The tobacco and climate doubt campaigns succeeded not by convincing the public of a false proposition, but by
preventing a true one from being established in the public mind with the force it deserved. This is a subtle but crucial
distinction, and it illuminates why the standard fact-checking response — "here is the truth to counter the lie" — is
insufficient against a well-run doubt campaign.

A lie asserts a false proposition. You can counter a lie by establishing the truth. But a doubt campaign does not assert
a false proposition — it asserts that the true proposition has not been conclusively established. It creates the
appearance of a live debate. And the mechanism that amplifies and sustains that appearance is the journalistic norm
of balanced coverage.

The professional canon of journalistic fairness requires reporters to "present both sides" of a controversy. This canon
is epistemically sound when applied to genuinely contested questions — matters of value, policy preference, or
empirical questions on which qualified experts actually disagree. It is, as the evidence accumulated by Proctor

and by Oreskes and Conway shows, catastrophically exploitable when applied to questions on which expert
consensus has been reached but where a funded campaign is producing the appearance of ongoing expert
disagreement. ESTABLISHED

EDITORIAL RULE (BINDING)

"Both-sides" coverage of a settled empirical question is not neutrality. It is the specific deliverable that the
doubt industry is manufacturing and for which it is paying. A news organization that gives equal weight to
manufactured scientific dissent and established scientific consensus is not being balanced — it is being used
as distribution infrastructure for a doubt campaign.

Maxwell Boykoff and Jules Boykoff documented this mechanism empirically in a 2004 study published in Global
Environmental Change, analyzing United States prestige press coverage of climate change between 1988 and 2002. They
found that 53% of articles gave "roughly equal attention" to the view that humans are contributing to climate change
and to the view that the science was uncertain or attributable to natural variation — a result that was sharply
inconsistent with the actual distribution of scientific opinion, which by that period overwhelmingly supported the
anthropogenic hypothesis. PEER-REVIEWED

The Boykoff finding is not a finding about journalistic bad faith. It is a finding about the structural vulnerability of a
journalistic norm. Reporters applying the "balance" heuristic in good faith were reliably producing coverage that
served the interests of the doubt campaign — because the doubt campaign had been specifically engineered to exploit
that heuristic. The norm and the strategy were fitted to each other like a lock and key.

False Balance as Epistemic Asymmetry

Oreskes and Conway frame the structural problem with precision: balanced coverage of an unbalanced scientific
question does not produce balance — it produces a systematic distortion of the epistemic landscape available to the
public. If 97% of relevant scientists hold position A and 3% hold position B, a news story that gives equal time to A
and B does not reflect scientific reality; it manufactures the appearance of a 50/50 split. The audience, lacking access
to the underlying distribution of expert opinion, reasonably updates toward the view that the science is contested.
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This is the deliverable. The doubt manufacturer does not need to win the scientific argument — they need only to
produce enough credentialed dissent to trigger the "balance" norm, and the media amplification mechanism does the
rest. The marginal cost of one more dissenting scientist is low; the return in manufactured uncertainty, given the
norm, is high. The economics of the doubt market are favorable to doubt producers. ESTABLISHED

Figure 2.1— The Doubt Amplification Circuit

How manufactured scientific dissent becomes public uncertainty: the funding, credentialing, and media-norm chain that converts a small
investment in contrarian science into mass epistemic confusion.

The Doubt Amplification Circuit

Low-cost contrarian research + journalistic balance norm = high-return manufactured public uncertainty

policy delay - sustained revenue - funds next campaign cycle

Source: Adapted from the analytical framework in Oreskes & Conway (2018); Proctor & Schiebinger (2008); Boykoff & Boykoff (2004).

| 2.5 From Tobacco to the Modern Doubt Industry

The playbook did not remain the exclusive property of tobacco and fossil fuel companies. What Oreskes and Conway
document as a specific historical phenomenon — a small network using a specific strategy across five controversies —
has since been generalized into a transferable methodology that a range of industries and political actors have
adopted, adapted, and in some cases industrialized further.

The institutional infrastructure is now more diverse and more durable. The George Marshall Institute dissolved in
2015, but the network of think tanks that perform analogous functions — the Cato Institute, the Heritage Foundation,
the Heartland Institute, the Competitive Enterprise Institute — continues to produce policy papers, media
appearances, congressional testimony, and op-eds that carry the formal appearance of independent expert analysis
while being funded substantially by the industries whose interests they advance. An analysis published by DeSmog
in 2019 identified 35 think tanks in the United States, United Kingdom, Australia, and New Zealand that had promoted
both tobacco and fossil fuel industry interests — 28 of which had taken direct funding from both industries. EMERGING

PR Firms and the Astroturfing Extension

The PR dimension of the playbook has also evolved. Hill & Knowlton's role in the tobacco campaign was largely one

of institutional design and media strategy. Contemporary campaigns add a layer that tobacco-era operators did not

require at scale: astroturfing — the creation of fake grassroots organizations designed to simulate popular opposition
to regulatory action or popular support for industry positions.

The Advancement of Sound Science Coalition, run by APCO Associates for Philip Morris in the 1990s, was an early
template: an organization with a public-interest name, a board of credentialed advisors, and a stated mission of
"improving the use of science in public policy decisions" — which in practice meant challenging the science linking
secondhand smoke to lung cancer. The tactic has since been replicated across pharmaceutical, agricultural,
chemical, and technology industry disputes, with the sophistication of the apparent grassroots activity calibrated to
the likely scrutiny. ESTABLISHED

Digital infrastructure has lowered the cost and increased the scale of astroturfing considerably. Coordinated
inauthentic networks, explored in detail in later chapters, enable manufactured grassroots opinion at a volume and
geographic distribution that 1990s PR firms could not have achieved. The structural logic remains identical —
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simulate popular controversy where there is expert consensus — but the production costs have dropped and the
distribution reach has expanded. ESTABLISHED

The Think Tank Laundering Problem

A specific variant of the playbook that has become increasingly prominent deserves its own label: think tank
laundering. The mechanism works as follows. An industry funds a think tank. The think tank produces reports,
employs researchers, holds conferences, and generates media appearances that present its conclusions as
independent expert analysis. The funding relationship is disclosed only in footnotes or not at all. The think tank's
analysis is then cited in policy debates as "independent research," providing a layer of institutional distance between
the industry interest and the conclusion it wishes to advance.

The epistemic effect is identical to the tobacco industry's funding of the Council for Tobacco Research: the
appearance of independent scientific activity is used to manufacture the impression of genuine expert disagreement
where the expert community has in fact reached consensus. The difference is institutional complexity — where the
tobacco industry's mechanisms were eventually exposed through litigation discovery, the modern think-tank
network is more diffuse, with funding often routed through donor-advised funds and other intermediaries that make
the ultimate sources harder to trace. ESTABLISHED - METHODOLOGY DEBATES REMAIN ON TRACING FUNDING

ATTRIBUTION DISCIPLINE

The claim that a given think tank or advocacy organization is engaged in doubt-manufacturing, rather than
genuine independent analysis, requires specific evidence of the funding relationship and a demonstrated
pattern of misrepresenting or downplaying scientific consensus in service of funder interests. The existence
of industry funding is a signal that warrants scrutiny; it is not sufficient on its own to establish that the
research is manufactured. SI's analysis applies this standard and flags confidence accordingly.

| 2.6 The Epistemics of the Playbook

Understanding the doubt industry requires distinguishing it clearly from two things it is often confused with:
genuine scientific disagreement, and motivated reasoning by ordinary people.

Genuine scientific disagreement is characterized by researchers with access to the same data and methodology
reaching different conclusions, with those differences expressed in the peer-reviewed literature and adjudicated over
time by the normal processes of replication and evidence accumulation. The doubt campaigns documented by
Proctor and by Oreskes and Conway do not primarily operate in this space. Their output does not typically contribute
to the peer-reviewed scientific literature in ways that shift the expert consensus. It contributes to the public-facing
appearance of a scientific debate — through op-eds, congressional testimony, press releases, and media appearances
— while the underlying expert consensus remains intact. ESTABLISHED

The distinction between manufactured and genuine scientific controversy is not always obvious from the outside —
which is precisely what makes the playbook effective. But there are diagnostic markers. Genuine scientific
controversies tend to feature: disagreement that is expressed in the peer-reviewed literature; competing
methodologies being refined over time; researchers on both sides engaging with each other's data directly; and the
distribution of professional opinion shifting as evidence accumulates. Manufactured controversies tend to feature:
the primary expression of "controversy" occurring in popular media and political testimony rather than scientific
journals; funded organizations with industry connections providing most of the "dissenting" voices; attacks focused
on the credentials or motives of individual scientists rather than the quality of specific evidence; and a persistent
refusal to specify what evidence would, in principle, settle the question.

This last diagnostic — the unfalsifiable controversy — is particularly useful. A genuine scientific skeptic can be asked:
"What would you need to see to change your mind?" and can provide a coherent answer. A doubt manufacturer
cannot, because the goal is not to reach a conclusion but to prevent one from being reached. The demand for "more
research" is always renewable. ESTABLISHED

Motivated Reasoning and Manufactured Doubt: A Necessary Distinction

The second confusion to avoid is between manufactured doubt and the motivated reasoning that ordinary members
of the public engage in. The psychological literature on motivated reasoning — documented in detail in Chapter 3 —
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establishes that people with strong prior commitments on identity-relevant questions tend to process disconfirming
evidence less rigorously than confirming evidence. This is a real phenomenon, and it provides the audience that

manufactured doubt campaigns require.

But it is analytically important not to collapse the two. A climate skeptic who resists the scientific consensus because
it conflicts with their political identity is exhibiting motivated reasoning. The paid consultant who designs the
campaign to give that skeptic something credentialed to point to is manufacturing doubt. The first is a cognitive
phenomenon that social psychologists study; the second is a strategic operation that historians, investigative
journalists, and intelligence analysts document. Conflating them produces a moral equivalence that misattributes the
primary cause of public confusion and obscures the identifiable actors who produce it. ESTABLISHED

| 2.7 Scope and Limits of the Agnotological Frame

The agnotological analysis — the claim that ignorance is sometimes manufactured — is one of the most important
insights in the scholarly literature on disinformation. But it is worth being precise about what the frame explains
well and where its explanatory limits lie.

The frame is strongest when applied to cases where: a well-defined body of expert knowledge exists; an identifiable
set of actors with clear material interests stands to benefit from the public not acting on that knowledge; and there is
documented evidence of deliberate campaigns to produce uncertainty. The tobacco and climate cases meet all three
conditions. The documents exist. The strategies are described in internal communications. The funding flows can be
traced, at least partially. The historians are not speculating; they are reporting from primary sources. ESTABLISHED

The frame is weaker when applied to more diffuse cases of public confusion where: multiple competing interests are
at play rather than a single identifiable doubt-manufacturer; the "consensus" being defended is itself contested at the
methodological level; or where the genuine complexity of a question (political, economic, or ethical dimensions
that do not have single expert-determined answers) is being treated as if it were a case of manufactured scientific
doubt. The agnotological lens is a diagnostic tool with conditions of application — it is not a universal theory of all
public misunderstanding.

This caveat is itself an expression of SI's core posture: calibrated honesty, even about the frameworks we use.
The tobacco and climate cases are robustly documented. Applications of the agnotological frame to other
industries and other controversies vary considerably in the quality of evidence and should be represented
accordingly. SI EDITORIAL STANDARD

| 2.8 Implications for Synthetic Insights

The manufactured-doubt frame has direct and consequential implications for how SI News approaches
coverage, how SI's editorial standards are designed, and how the organization thinks about its own role in the
information ecosystem.

The false-equivalence prohibition is not a political position; it is an epistemically required constraint. If
manufactured scientific controversy is a real phenomenon — and the evidence established by Proctor and by Oreskes
and Conway is that it is — then reporting "both sides" of a manufactured controversy is not journalistic neutrality. It is
complicity in the distribution of the doubt industry's product. SI News's editorial standard is explicit: where there is a
documented expert consensus on an empirical question, coverage must reflect the actual distribution of expert

opinion, not a manufactured appearance of 50/50 disagreement. This is not editorial bias. It is accuracy.

Source provenance is the first-order defense against laundered doubt. Think tank laundering works because the
institutional intermediary provides a layer of apparent independence that makes it difficult for a reader or journalist
to trace the funding interest behind a given claim. A provenance-native news operation — one that tracks and
discloses the institutional and funding relationships behind every claim it reports — is structurally resistant to this
mechanism. When SI reports a claim made by a research institution, the institutional funding posture is part of the
sourcing record, not an afterthought. This is the practical implementation of Proctor's agnotological insight:
manufactured ignorance depends on obscured provenance, so provenance transparency is the systemic antidote.

Evidence grading operationalizes the distinction between genuine and manufactured controversy. SI's use of
confidence tags — Established / Emerging / Contested — and its application of the diagnostic markers for genuine
versus manufactured scientific controversy provide readers with the epistemic orientation that the doubt industry's
product is designed to destroy. A reader who understands that a given claim is "Contested" because of documented
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methodological disputes among scientists is in a different epistemic position from a reader who understands that a
given claim is "Contested" because of a funded campaign. SI's reporting makes that distinction, and the confidence

framework is the mechanism for doing so at scale.

The doubt playbook is also a threat model for AI cognition. The strategic logic of manufactured doubt — feed a
reasoning system curated, credentialed-appearing inputs designed to produce uncertainty about propositions that
should be held with high confidence — applies not only to human audiences but to Al systems that ingest information
from external sources. A large language model whose retrieval layer includes content produced by a doubt-
manufacturing campaign may systematically understate scientific consensus in the same way a journalist applying
the "balance" norm would. The provenance and allowlisting standards SI applies to its Al inference stack are, in part,
a defense against this exact mechanism applied at the level of machine cognition. The connection between
agnotology and Al security is not metaphorical — the structural threat is the same.

SI's independence is load-bearing. The tobacco and fossil fuel campaigns were ultimately exposed not through
market mechanisms, not through platform moderation, and not through government action alone — they were
exposed through the patient documentary work of historians with access to internal records, journalists pursuing
investigative leads, and litigators with subpoena power. In most cases, the exposure came decades after the harm was
already done. An independent, evidence-graded, provenance-native news operation with a genuine commitment to
calibrated honesty is the structural alternative to that latency — one that identifies manufactured controversy while
it is operating, names the diagnostic markers, and gives readers the tools to orient themselves accurately. That is the
moat. That is what ground truth, produced with intelligence-grade discipline and disclosed provenance, is worth.

35



PART I - THE BROKEN MARKET FOR TRUTH - §3

Truth Decay & the Post-Truth Condition

Before a solution to disinformation is possible, the disease must be accurately named. This chapter
diagnoses the macro-condition — the systematic erosion of shared facts as a societal substrate — and
establishes the philosophical foundation for the report's central claim: that verified ground truth is not
merely valuable but genuinely scarce, and that the institution capable of reliably producing it is the only
durable answer.

| 3.1 The Problem Has a Name — and It Is Older Than the Internet

In the winter of 1992, the playwright Steve Tesich published an essay in The Nation titled "A Government of Lies." The
occasion was the aftermath of the Gulf War and the still-undigested legacy of Watergate and Iran-Contra. Tesich's
diagnosis was arresting: Americans had not been deceived so much as they had chosen, as a free people, to be
deceived. The Watergate revelations, he argued, had been so wrenching that the body politic recoiled — not from the
liars who generated them, but from the truth itself. Confronting unwelcome facts had proved too costly. And so a
tacit social compact had formed: leaders would supply comfortable falsehoods; citizens would accept them; and the
press, increasingly, would facilitate the transaction. "In a very fundamental way," Tesich wrote, "we, as a free people,
have freely decided that we want to live in some post-truth world."

That phrase — post-truth — went largely unremarked for more than two decades. Oxford Languages now credits
Tesich with coining it. estasLisien Then, in 2016, it erupted. In the context of the Brexit referendum and the U.S.
presidential election, Oxford Dictionaries selected "post-truth" as its Word of the Year, reporting a usage increase of
approximately 2,000 percent compared with 2015. The concept had moved from a playwright's lonely warning to a
fixture of political commentary — deployed in headlines without gloss or explanation, because readers had come to
know exactly what it meant. ESTABLISHED

What happened in the intervening years is the subject of this chapter. The erosion of shared facts is not a recent
pathology caused by social media algorithms or a particular election cycle. It has structural roots in the economics of
information, in the cognitive architecture of the human mind, and in the deliberate choices of actors who profit from
manufactured confusion. Understanding the condition at this depth is prerequisite to understanding why a solution
demands an institution rather than a content-moderation policy — why the correct answer to Truth Decay is, at its
core, a supply-side intervention in a broken market for knowledge.

Truth Decay is the symptom. The disease is a structurally broken market for knowledge — one in which

falsehood is cheap to produce, costly to refute, and in some conditions actively preferred. The institution

that reliably produces verified ground truth is the only durable correction.

| 3.2 Truth Decay: The RAND Diagnosis

The most rigorously documented account of this macro-condition is Jennifer Kavanagh and Michael D. Rich's Truth
Decay: An Initial Exploration of the Diminishing Role of Facts and Analysis in American Public Life, published by the RAND
Corporation in January 2018. estasLisien The report is notable both for the precision of its taxonomy and for its
historical scope: Kavanagh and Rich identify three prior periods of Truth Decay in American history — the Gilded
Age of the 1880s-1890s, the Roaring Twenties through the 1930s, and the Vietnam era of the late 1960s-early 1970s —
periods that coincide with rapid changes in information infrastructure (the mass-circulation newspaper, radio, and
television, respectively). The current episode, they argue, is the fourth, and it is distinguished from its predecessors
by scale, speed, and the particular properties of digital platforms.

Kavanagh and Rich define Truth Decay as a set of four interrelated trends:
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THE FOUR TRENDS OF TRUTH DECAY

Trend 1 — Increasing disagreement about facts and analytical interpretations of facts and data. This is not
mere disagreement about values or priorities; it is disagreement about empirically resolvable questions — the
size of a crowd, the rate of a phenomenon, the content of a document. The agreed factual substrate of public
deliberation is shrinking.

Trend 2 — Blurring of the line between opinion and fact. Opinion and analysis are increasingly presented in
formats and with authority signals that were previously reserved for factual reporting. The genre markers
that once helped readers calibrate their reception of content are being systematically degraded.

Trend 3 — Increasing relative volume and resulting influence of opinion and personal experience over fact.
Even where facts remain accessible, they are being drowned out. The velocity and emotional salience of
opinion-content consistently outperforms factual correction in the attention economy.

Trend 4 — Declining trust in formerly respected sources of factual information. Trust in institutions —
government, science, journalism, expertise generally — has declined significantly, in many cases irrespective
of the institutions' actual performance. The social mechanisms by which communities have historically
certified reliable knowledge are eroding.

Source: Kavanagh & Rich (2018), Truth Decay, RAND Corporation RR2314.

The four drivers Kavanagh and Rich identify are equally instructive. They locate Truth Decay not in a single villain
but in a confluence: (1) the characteristics of human cognitive processing — the cognitive biases that make us
susceptible to motivated reasoning and emotional appeals; (2) changes in the information system, especially the rise
of social media and the 24-hour news cycle; (3) competing demands on the education system that have reduced time
devoted to media literacy and critical thinking; and (4) political and demographic polarization, which both
accelerates truth erosion and is accelerated by it. This multi-causal analysis matters for the prescriptive implications:
an intervention that addresses only one driver will be circumvented by the others.

The consequences Kavanagh and Rich document are concrete and consequential: the erosion of civil discourse,
political paralysis, alienation and disengagement from civic institutions, and uncertainty and inconsistency in public
policy. Truth Decay is not, on this account, a matter of abstract epistemological concern — it imposes measurable
costs on governance and democratic self-determination.

| 3.3 Post-Truth as Epistemic Coercion

Kavanagh and Rich diagnose the condition with sociological precision. Lee McIntyre, in Post-Truth (MIT Press, 2018),
offers the philosophical indictment — and it is more severe than a mere description of a failing information
ecosystem. ESTABLISHED

For McIntyre, post-truth is not primarily about error or naivety. It is about power. Post-truth, on his account, amounts
to a form of epistemic coercion: the attempt to compel assent to a belief regardless of the evidence for it, as an assertion
of ideological supremacy over the epistemic process itself. The post-truth practitioner is not confused about the facts;
the point is to establish that the facts do not constrain the conclusion. "The post-truth era," McIntyre writes, "is one in
which objective facts are less influential in shaping public opinion than appeals to emotion and personal belief." But
the mechanism is not merely psychological — it is political. If enough power is concentrated in those who refuse the
constraint of evidence, the social epistemology of an entire polity can be reshaped to match their preferred reality.

Post-truth is the notion that feelings are more accurate than facts — but
more fundamentally, it is the assertion of ideological supremacy, the
attempt to compel someone to believe something whether there is good
evidence for it or not. This is a recipe for political domination.

— Lee Mclntyre, Post-Truth (MIT Press, 2018)

Mclntyre traces the genealogy of the post-truth posture through science denial — tobacco, evolution, vaccines,
climate change — where industry and ideological interests first developed and systematized the techniques of
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manufacturing doubt that would later be applied to political reality more broadly. The key insight is that science
denial was not merely an attack on scientific conclusions; it was a prototype for attacking the epistemic process itself.
Once the doctrine was established that expert consensus could be neutralized by funding alternative research,
deploying rhetorical uncertainty, and treating all claims as equally contestable in the public sphere, the template was
available for wider use.

The Oxford definition formalizes the popular understanding: post-truth relates to "circumstances in which objective
facts are less influential in shaping public opinion than appeals to emotion and personal belief." EsTaBLISHED But
McIntyre's analysis makes clear that this definition, while accurate, understates the threat. The post-truth condition
is not a failure of individual rationality that better education could cure. It is a coordinated project of epistemological
destabilization — the systematic discrediting of the institutions and practices through which communities
distinguish true from false.

| 3.4 Tesich's Bargain and the Historical Moment

Tesich's 1992 coinage carries a dimension that later scholarly treatments sometimes underweight: the element of
voluntary complicity. His argument was not that a cynical government had deceived a credulous population. It was
that the population had decided, through a series of tacit accommodations beginning with Watergate, that
confronting certain truths was too costly — emotionally, politically, socially. Comfortable falsehoods were
preferred to uncomfortable realities. The deal was struck not through deception alone but through a kind of
democratic abdication.

This framing connects directly to Stephan Lewandowsky, Ullrich Ecker, and John Cook's 2017 synthesis "Beyond
Misinformation: Understanding and Coping with the Post-Truth Era," published in the Journal of Applied Research in
Memory and Cognition. EsTABLISHED Lewandowsky and colleagues situate the post-truth condition within broader
societal mega-trends: declining social capital, growing economic inequality, increased polarization, and an
increasingly fragmented media landscape. These structural forces do not merely provide the occasion for
misinformation; they erode the social prerequisites for shared epistemic standards — the mutual recognition of
legitimate authorities, the shared commitment to evidence as the arbiter of contested claims, the willingness to
accept unwelcome conclusions.

Their contribution is to insist that the psychology of misinformation cannot be understood in isolation from these

structural conditions. Cognitive biases are relatively stable features of human cognition; the reason they are more

consequential now is that the social and institutional architecture that once counteracted them has weakened. The
problem is systemic, and the solutions must operate at the system level.

| 3.5 Epistemic Dependence: Why Trusted Intermediaries Are Rational

At this point in the analysis, a standard objection arises: if institutions are unreliable, should not individuals simply
verify claims for themselves? This instinct — often expressed as a democratic populism of knowledge, a suspicion of
credentialed expertise — is emotionally appealing and intellectually misguided. The philosopher John Hardwig
demolished its foundations in a 1985 paper, "Epistemic Dependence," published in Journal of Philosophy. ESTABLISHED

Hardwig's argument is deceptively simple. In any domain that requires sustained technical expertise — clinical
medicine, experimental physics, materials science, epidemiology — the individual citizen cannot, even in principle,
access the primary evidence that supports the expert's conclusion. The evidence exists in a form (laboratory results,
instrument readings, specialized inference chains) that requires years of training to evaluate. An intelligent non-
specialist reading a clinical trial cannot verify the statistical analysis; a citizen reading the IPCC reports cannot verify
the ice-core chronologies. The only rational response, Hardwig argues, is not to abandon reliance on expertise but to
become epistemically competent at evaluating experts — at assessing the credentials, track record, independence, and
methodological standards of those on whose testimony we necessarily depend.
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HARDWIG'S CORE FINDING

One can have good reasons for believing a proposition if one has good reasons to believe that others have
good reasons to believe it — even without access to the underlying evidence. Epistemic dependence on
reliably expert intermediaries is not intellectual laziness; it is the only rational policy available to agents
embedded in a complex, specialized world. Refusing to exercise such dependence does not make one more
epistemically autonomous; it makes one less reliably connected to truth.

Source: Hardwig (1985), "Epistemic Dependence," Journal of Philosophy 82(7), pp. 335-349.

The implication for the post-truth analysis is direct: truth decay is not a pathology caused by too much dependence on
intermediaries. It is a pathology caused by the degradation of the intermediaries themselves — by the systematic
discrediting of reliable experts and the proliferation of unreliable ones. The crisis is not that citizens trust too much;
it is that the landscape of trustworthy intermediaries has been deliberately corrupted and the markers that
distinguish reliable from unreliable expertise have been systematically blurred.

Hardwig's second key claim deepens this: when we have good reason to believe that our own judgment on a matter is
inferior to that of a more competent agent, it is rationally advisable not to make up our own minds but to defer. The
epistemic virtue at stake is not independence but calibration — the honest assessment of where one's own knowledge
ends and another's reliably begins. The post-truth condition attacks precisely this calibration: by treating all
knowledge claims as equally contestable, by asserting that expertise is merely credentialed opinion, it destroys the
rational basis for productive epistemic dependence.

| 3.6 Veritistic Social Epistemology: Institutions Judged by Their Truth-Output

If individuals are necessarily dependent on social structures for their knowledge, then the quality of a society's
epistemic life is a function of the quality of its knowledge-producing institutions. This is the foundational insight of
Alvin Goldman's veritistic social epistemology, developed in Knowledge in a Social World (Oxford University Press,
1999). ESTABLISHED

Goldman proposes a simple but powerful evaluative standard: social practices and institutions should be judged by
whether they reliably produce true belief in the population. "Veritistic" value (V-value) attaches to states and
processes that move people from ignorance or error toward true belief, and in higher rather than lower degrees of
justified confidence. Practices that systematically produce false beliefs, or that corrode the epistemic foundations on
which true belief formation depends, have negative V-value regardless of their other merits.

The framework covers the full ecology of knowledge-producing institutions — science, journalism, law, education,
democratic deliberation — and demands that each be evaluated by the same standard: does it reliably connect people
to truth? Goldman explicitly includes gate-keepers of communication (editors, publishers, referees) and
technological and institutional structures in the scope of analysis. The social epistemologist's task is to diagnose
where the ecosystem produces reliable knowledge, where it fails, and what reforms might improve its aggregate
V-value.

Applied to the post-truth condition, Goldman's framework is clarifying. Truth Decay is not a single institutional
failure; it is a widespread decline in the V-value of the information ecosystem taken as a whole. The causes Kavanagh
and Rich identify — cognitive bias, platform incentives, educational deficits, polarization — are precisely the factors
Goldman's framework would predict produce veritistically poor outcomes: they each systematically move the
population away from, rather than toward, true belief. The solution, correspondingly, must be the construction or
strengthening of high-V institutions — ones whose design and incentives are aligned with the production of reliable,
calibrated, evidence-grounded knowledge.
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Figure 3.1— The Truth Decay Cycle

How the four trends reinforce each other and erode institutional epistemic authority over time.

Contested empirical ground

Genre markers degraded

TRUTH DECAY

self-reinforcing

Institutions lose authority

Volume outweighs evidence

Source: Derived from Kavanagh & Rich (2018), RAND RR2314. SI analysis.

| 3.7 Epistemic Security as a Public Good

The Goldman framework establishes how to evaluate epistemic institutions. The Alan Turing Institute's 2020 report,
authored by Elizabeth Seger, Shahar Avin, Gavin Pearson, Mark Briers, Sedn O hEigeartaigh, and Helena Bacon and
titled Tackling Threats to Informed Decision-Making in Democratic Societies: Promoting Epistemic Security in a
Technologically-Advanced World, extends the analysis by framing reliable collective knowledge-formation as a matter
of security — a public infrastructure that can be protected or attacked. ESTABLISHED

Seger and colleagues define epistemic security as "a society's ability to reliably avert threats to the processes by which
reliable information is produced, distributed, and assessed." The concept treats the information ecosystem not
merely as an economic market subject to ordinary failures but as a security-critical infrastructure: attacks on it are
attacks on the capacity for collective decision-making and democratic self-governance, with consequences analogous
to attacks on physical or financial infrastructure.

This framing carries significant analytical weight. First, it legitimizes a protective orientation: just as we accept that
critical physical infrastructure warrants active defense, not merely market correction, the epistemic security frame
justifies active institutional investment in knowledge-production quality. Second, it identifies a class of threat actors
— those who deliberately degrade the epistemic environment for strategic advantage — as adversariesin a
meaningful security sense, not merely as bad-faith participants in a marketplace of ideas. Third, it raises the stakes of
institutional failure: when the institutions that produce reliable knowledge decay, the consequences are not merely
that some individuals hold false beliefs; collective decision-making capacity is degraded at a systemic level.

THE PUBLIC-GOOD PROBLEM

Reliable knowledge is a non-excludable public good: its production benefits everyone, but no individual actor
captures the full return on investment. Private markets systematically underproduce public goods. The
structural implication is that high-veritistic institutions cannot be expected to emerge spontaneously from
market forces — they must be built and sustained by actors who internalize the public benefit as an
organizational value, not merely as a revenue strategy.

The report's scenario-based methodology deserves attention. Seger et al. analyze hypothetical crisis scenarios —
epidemic response, election integrity, infrastructure failure — in which degraded epistemic security directly impairs
collective action. The analysis makes concrete what might otherwise remain abstract: when the processes by which
reliable information is produced and assessed are functioning, communities can coordinate effectively in response to
shared threats; when those processes are compromised, coordination fails even when the underlying physical
capacity exists to respond. Epistemic infrastructure is thus load-bearing for every other form of collective resilience.
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| 3.8 The Infocalypse and Reality Apathy

In February 2018 — the same period that McIntyre's and the RAND report were published — the technologist Aviv

Ovadya gave an interview to BuzzFeed News journalist Charlie Warzel that introduced two concepts into the

conversation that capture dimensions of the post-truth condition not fully addressed by the academic literature.
enereING  Though informal in register, they are analytically precise.

The first concept is the infocalypse — Ovadya's term for the convergence of Al-generated synthetic media, automated
personalization, and adversarial information operations into a state in which the authenticity of any piece of digital
content becomes epistemically unverifiable for the average person. The infocalypse is not a single dramatic event but
a gradual threshold crossing: the point at which the cognitive cost of verifying content exceeds the practical capacity
of normal citizens, and the default response becomes not skepticism but resignation.

The second concept — reality apathy — describes the attitudinal endpoint of prolonged exposure to an infocalyptic
environment. Ovadya defines it as the condition in which people, beset by a torrent of constant misinformation,
simply give up: not merely on verifying specific claims, but on the project of seeking reliable knowledge about the
shared world at all. Reality apathy is not ignorance — it is informed disengagement. The person in a state of reality
apathy knows that the information environment is corrupted; they have concluded that the effort of navigating it
reliably exceeds the benefit. They opt out.

FINDING: REALITY APATHY AS TERMINAL EPISTEMIC DECAY

Reality apathy represents the most severe downstream consequence of Truth Decay: a population that has not
merely been deceived but has abandoned the orientation toward truth as a practical goal. This is categorically
more dangerous than a population holding specific false beliefs — false beliefs can in principle be corrected;
apathy toward truth cannot be addressed by any fact-checking intervention.

Source: Ovadya, via Warzel (2018), "He Predicted The 2016 Fake News Crisis. Now He's Worried About An Information
Apocalypse," BuzzFeed News, February 2018.

The practical implications of reality apathy for democratic self-governance are severe. Democratic theory
presupposes citizens who hold, and seek to refine, beliefs about the shared world — who care, at some level, whether
their factual beliefs are true. An electorate in a state of collective reality apathy is not merely uninformed; it is
epistemically ungovernable in the classical sense. No news cycle, correction, or deliberative process can reach it,
because it has withdrawn from the premise that such processes matter.

Ovadya's concern, importantly, was not primarily about the content of the false beliefs being propagated but about
the structural effect on the epistemic environment itself. Any individual piece of disinformation is recoverable; a
population conditioned to disbelieve all information as equally suspect is not. This connects directly to the Hardwig
analysis: reality apathy is the destruction of the rational basis for any form of epistemic dependence. If no institution
can be trusted to be more reliable than random noise, Hardwig's condition for rational deference — good reasons to
believe that another agent has better reasons — can never be met.

| 3.9 The Condition in Aggregate: What We Now Know

Drawing these sources together, a clear picture of the post-truth condition emerges. Its dimensions are empirical,
philosophical, structural, and attitudinal.

Dimension Manifestation Primary Evidence Severity

Empirical Growing disagreement about Kavanagh & Rich (2018), RAND — High and worsening
verifiable facts; blurring of four trends documented across
opinion/fact genres multiple institutional domains

Philosophical Post-truth as epistemic Mclintyre (2018), MIT Press; Tesich Structural; predates
coercion — ideology asserted (1992), The Nation platforms

as superior to evidence
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Dimension Manifestation Primary Evidence Severity

Psychological Cognitive biases exploited Lewandowsky, Ecker & Cook (2017), Established, stable
under conditions of high JARMAC; multiple replicated findings mechanism
information volume and low (see Ch. 4)
trust

Structural Declining V-value of Goldman (1999); Seger et al. (2020), Critical; public-good
institutional knowledge Alan Turing Institute dynamics prevent self-
ecosystem; epistemic correction

infrastructure under attack

Attitudinal Reality apathy — Ovadya / Warzel (2018), BuzzFeed Terminal endpoint of
disengagement from the goal News unaddressed decay
of reliable knowledge

The Lewandowsky, Ecker, and Cook synthesis is particularly useful as a bridge between the macro-sociological and
the psychological dimensions. Their argument that the post-truth world emerged from structural societal forces —
declining social capital, economic inequality, polarization, media fragmentation — rather than from any specific
malign actor's campaign means that no campaign-level counter-operation can adequately address it. The fix must
operate at the level of institutional design and social infrastructure, not at the level of individual false claims.

2,000% 4x 1992 4+4

USAGE SURGE PRIOR EPISODES FIRST COINAGE TRENDS + DRIVERS
"Post-truth" usage increase RAND identifies four Truth Tesich's "A Government of RAND's framework: four
in 2016 vs. 2015 (Oxford Decay periods in U.S. Lies" in The Nation — 24 interacting trends; four
Languages) history; the current is the years before Oxford's structural drivers — no
fourth WOTY single-cause fix available

| 310 Why a Fact-Check Feed Cannot Win

The framework assembled across the preceding sections yields a clear analytical conclusion about the architecture of
any effective response to Truth Decay — one that has profound implications for how we evaluate proposed solutions.

A fact-checking service, however accurate and diligent, operates on the demand side of the market for knowledge. It
attempts to reduce the prevalence of specific false beliefs in the population by correcting them after they have
propagated. This approach is inadequate in multiple, compounding ways.

First, it is structurally outpaced by the refutation asymmetry. Brandolini's Law observes — with empirical support
across the misinformation literature — that the amount of energy needed to refute a false claim is an order of
magnitude greater than the energy required to produce and propagate it. EsTABLISHED A fact-checker is always
fighting on the adversary's chosen terrain, at the adversary's chosen tempo, and in the adversary's preferred modality
(emotional engagement vs. careful correction).

Second, the most fundamental consequence of Truth Decay identified by both Kavanagh and Rich and by Seger et al.
is not the prevalence of specific false beliefs but the degradation of trust in the institutions capable of correcting them. A
fact-check from an institution that the target audience does not trust is not a correction; it is additional confirmation,
in the audience's interpretive frame, that the institution is part of the problem. The corrections that matter most are
those from sources to which the audience already grants veritistic authority — and those sources are precisely what
Truth Decay erodes.

Third, and most fundamentally: the post-truth condition, as McIntyre analyzes it, is not primarily a problem of false
beliefs but of the posture toward evidence itself. The epistemic coercive project is not to make people believe specific
false things; it is to make people doubt that the distinction between true and false is tractable, principled, or worth
caring about. Against this project, any intervention that operates within the existing epistemic framework — "here is
the evidence; here is the false claim; here is why the evidence refutes the claim" — is addressing the wrong level of
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the problem. It assumes an audience that accepts the evidentiary framework as authoritative, when the point of the
attack was to destroy that acceptance.

The fourth failure mode is attitudinal: a population in a state of reality apathy is not reached by any form of factual
correction. The apathetic citizen has not made a specific inferential error about a specific claim; they have
disengaged from the epistemic project entirely. No correction addresses disengagement; only the establishment of a
trustworthy institution that demonstrates, over time, that reliable knowledge is available and worth attending to can
re-engage the epistemically withdrawn.

The conclusion follows: the effective response to Truth Decay is a supply-side intervention. Not "here is a correction
to this false claim" but "here is an institution whose design, method, incentives, and track record reliably produce
accurate knowledge, and here is the transparent evidence of how it works." The win condition is an institution, not a
product. This is Goldman's veritistic social epistemology applied at the system level: construct the kind of institution
that, judged by whether it reliably moves people toward rather than away from truth, achieves high V-value and
maintains it.

THE PRESCRIPTIVE FLOOR

Any intervention that operates at the claim level — fact-checking, content labeling, flagging — is necessary
but insufficient. The post-truth condition is a failure at the institutional level: a degradation of the social
structures through which reliable knowledge is produced and certified. The only adequate response is
institutional: the construction of a high-veritistic organization whose method, transparency, and track record
constitute a durable, self-evident answer to the question "how do we know?"

| 311 Implications for Synthetic Insights

The analysis in this chapter establishes the intellectual ground on which the report's thesis rests. Several
implications bear directly on how SI understands its own purpose and design constraints.

The institutional mandate is load-bearing, not aspirational. Goldman's veritistic social epistemology is not a
marketing frame; it is a design criterion. The standard against which SI News must be evaluated is not "does it
produce good content?" but "does it reliably move its audience toward true belief?" These are not equivalent
questions. The former can be satisfied by engaging, well-written journalism that nonetheless produces miscalibrated
beliefs in its audience. The latter requires transparent method, explicit uncertainty quantification, honest
acknowledgment of contested findings, and a disciplined separation of evidence from interpretation. Calibrated
honesty — including the willingness to state where the evidence is weaker than the popular narrative — is not a
hedge; it is the mechanism by which veritistic value is produced and the credibility moat is built.

The Trust Decay dynamic must be understood as the operating environment, not as the background condition. SI
operates in a world where trust in informational institutions has been systematically degraded. Kavanagh and Rich's
Trend 4 — declining trust in authoritative sources — means that SI cannot simply declare itself authoritative and
expect to be credited as such. Trust must be earned through demonstrated methodology, transparent sourcing,
explicit uncertainty, and over-time track record. The institution must be legible — its inner workings visible enough
that a skeptical but rational audience can make Hardwig's inference: "I have good reasons to believe that SI has good
reasons for its conclusions."

The Ovadya warning sets the urgency threshold. Reality apathy is the destination of an unaddressed infocalypse —
and it is a one-way door. Once a population has broadly disengaged from the epistemic project, it is not recoverable
through ordinary journalistic intervention. SI operates in the period before that threshold is crossed — or, more
precisely, at a moment when the threshold is close enough to be visible. The institution-building work has time value:
it is worth more today than it will be in ten years, because today it is still possible to re-anchor part of the audience to
a high-V epistemic source, before the apathy becomes total. This urgency is not panic; it is a calibrated assessment of
where the secular trend is heading and what the window for effective institutional response looks like.

The win condition is not a product; it is an institution. This is the foundational claim that the succeeding parts of this
report will elaborate. The epistemic security literature (Seger et al.) establishes that reliable knowledge-production is
a public good requiring active construction and defense. The veritistic framework (Goldman) establishes the design
criterion. Hardwig establishes why the audience's rational response to a sufficiently well-built institution will be
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appropriate epistemic deference. The post-truth analysis (McIntyre, Tesich) establishes what is being recovered from:
not specific false beliefs but the epistemological posture that makes reliable belief-formation possible at all. And the
infocalypse/reality-apathy analysis (Ovadya) establishes the stakes of failure. Chapter 21 will present the argument
that SI is positioned to be that institution — to be, in Goldman's terms, a high-veritistic organization in a low-veritistic
information environment. The present chapter has established why such an institution is needed, and why nothing
less ambitious will adequately address the condition.
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PART I - THE BROKEN MARKET FOR TRUTH - §4

What's Actually True About the Threat— A
Calibrated Model

A credible analysis earns its authority by saying where the evidence is weaker than the headlines. On
disinformation, the gap between the popular narrative and the peer-reviewed data is large — and naming it
precisely is the most valuable, and most defensible, thing this report does.

Chapters 1 through 3 established the structural case: producing falsehood is cheap and instant, refuting it is costly
(Brandolini), much "controversy" is a manufactured industrial product (agnotology), and the result is a broken
market for truth. That case is robust. But a broken market is not the same claim as a society under siege, and this is
precisely where most of the vendor literature, much advocacy, and a good deal of journalism overreach. They take
the genuine structural problem and inflate it into an existential, everywhere-at-once, algorithm-driven catastrophe.
That inflation is not merely sloppy; it is strategically dangerous for any organization that wants to be believed about the
cases that genuinely matter, and — as Chapter 19 develops — it is a direct legal and reputational liability.

This chapter does the unglamorous work of separation. We sort the evidence into three registers — robustly true,
contested or overstated, and genuinely uncertain — and we give the revisionist, "the harms are overstated" school its
strongest possible hearing, because that school is largely correct on the specific claims it makes, and pretending
otherwise would forfeit our own credibility. The payoff is a calibrated threat model: evidence-graded, free of panic,
and focused on the tails — the documented, high-consumption, real-world-harm incidents where the evidence is
strongest and the stakes are highest. That model is what licenses Synthetic Insights to claim an authority the alarmist
vendors structurally cannot.

The market is saturated with vendors and institutions selling . Alarm is cheap to produce and
impossible to falsify — which makes it, ironically, a species of the same bullshit the report indicts. SI's

differentiator is the opposite: , including the parts that cut against

our own commercial interest. An institution that will say "this particular claim is overstated" is the only
kind that can be trusted when it says "this particular campaign is real."

| 41 The Vocabulary, Used as a Tool — Not the Frame

Before sorting the evidence, we need shared terms. The field's standard taxonomy comes from Claire Wardle and
Hossein Derakhshan's Information Disorder: Toward an Interdisciplinary Framework (Council of Europe, 2017), which
separates the phenomenon along two axes — falseness and intent to harm:

¢ Misinformation — false information shared without intent to harm. The well-meaning relative forwarding a
debunked health claim. The error, not the lie.

¢ Disinformation — false information created and shared deliberately to deceive or harm. The category that maps to
influence operations, fraud, and propaganda.

¢ Malinformation — genuine information weaponized: authentic leaks released to maximize damage, true facts
ripped from context, private material exposed to harass. Everything in it is true.

We adopt this trichotomy as precise vocabulary, not as the report's organizing frame. estasLisien The distinction
earns its keep in one place above all: malinformation is the category fact-checking cannot touch. Because every
assertion in a malinformation campaign is factually true, there is nothing to "debunk" — the manipulation lives
entirely in selection, framing, timing, and juxtaposition. A genuine document released the week before an election; a
real but unrepresentative statistic; an authentic quote stripped of the sentence that qualified it. This is why a

verification institution cannot be merely a fact-checker. The defensible asset is not "is this claim true?" but "what is
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the full, provenance-traceable context?" — a point that recurs through Parts IV and V, and one that the DMM
taxonomy makes visible precisely by isolating the case that breaks the naive model.

WHY THE FRAME MATTERS

Treating the DMM trichotomy as the frame — the move much of the field makes — quietly smuggles in an
assumption that the problem is fundamentally about content veracity, solvable by labeling content true or
false. Malinformation refutes that assumption. The frame this report uses instead is the broken market: an
economic and epistemic structure, not a content-classification task. Vocabulary serves the frame; it is not
the frame.

| 4.2 What the Science Robustly Supports

Three findings have survived replication, hostile scrutiny, and the field's recent revisionist turn. We state them as
established, and we will defend them — including against the one serious challenge to the third.

4.21 Repetition breeds belief — even when you know better

The illusory-truth effect is among the most robust findings in cognitive psychology: a statement encountered more
than once is processed more fluently, and that fluency is misread as truth. Its disturbing edge comes from Lisa Fazio
and colleagues' aptly titled Knowledge Does Not Protect Against Illusory Truth (Fazio, Brashier, Payne & Marsh, 2015,
Journal of Experimental Psychology: General, vol. 144, pp. 993-1002). Across their experiments, repetition raised the
perceived truth of statements even when participants possessed the correct knowledge to contradict them — a phenomenon
they term "knowledge neglect," the failure to consult stored knowledge in the face of a fluent processing experience.

ESTABLISHED - REPLICATED Pennycook, Cannon & Rand (2018, JEP:G) extended this directly to the threat: a single prior
exposure to a fabricated headline raised its later perceived accuracy — and the boost persisted even when the
headline carried a "disputed" warning label.

The product implication is sharp and runs against the dominant policy instinct. Because exposure itself moves belief,
labeling a falsehood as disputed is a structurally weak defense — non-amplification is stronger. A verification
institution that re-circulates a false claim in order to debunk it has already paid the illusory-truth tax. (The
psychology underwriting this — fluency, dual-process reasoning, the continued-influence effect — is treated in depth
in Chapters 5 and 6; here it functions only as a load-bearing premise of the threat model.)

4.2.2 Susceptibility is mostly inattention, not partisan bias

The intuitive model — people fall for falsehoods that flatter their politics, and reasoning only makes committed
partisans better at rationalizing — is largely wrong as a general account. Gordon Pennycook and David Rand's Lazy,
Not Biased (2019, Cognition; reprised in 2021, Trends in Cognitive Sciences) tested 3,446 participants and found that
performance on the Cognitive Reflection Test — a measure of the disposition to stop and think analytically —
predicted the ability to discriminate true from false headlines across the political spectrum, and that this
relationship was unrelated to how well a headline aligned with the participant's own ideology. EstasLisien The failure
mode is not motivated reasoning so much as the absence of reasoning: people share content they could have
identified as false had they paused to consider it.

This is genuinely good news for the design of defenses — it implies that prompts to deliberate, and technique-level
"prebunking," can help a broad population rather than only the already-converted. It also carries an honest boundary
condition. Motivated reasoning is real; it is simply concentrated in high-identity, high-engagement contexts (Kunda
1990; Taber & Lodge 2006) rather than being the universal driver the popular account assumes. We will return to the
defenses themselves — inoculation, accuracy prompts, and their modest-but-real effect sizes — in Chapter 6.

4.2.3 Falsehood spreads farther and faster — and humans, not bots, are the engine

The foundational network result is Soroush Vosoughi, Deb Roy and Sinan Aral's The Spread of True and False News
Online (2018, Science, vol. 359, pp. 1146-1151), an analysis of roughly 126,000 rumor cascades tweeted by about 3
million people over 4.5 million times between 2006 and 2017, with veracity adjudicated by six independent fact-
checking organizations. Falsehood diffused significantly farther, faster, deeper, and more broadly than the truth
across every category, with the gap most pronounced for political news; the top 1% of false cascades reached
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between 1,000 and 100,000 people, while true cascades rarely exceeded 1,000. estasLisHED Two further findings
matter for the threat model. First, the mechanism appears to be novelty: false stories were measurably more novel
than true ones, and novelty is what humans preferentially share. Second — and decisively — when the authors used
bot-detection algorithms to strip automated accounts from the data, the gap persisted. Humans, not bots, were the
primary spreaders of falsehood.

This last point reframes the entire problem away from the comforting story that disinformation is something done to
us by foreign server farms. It is, in large part, something we do to each other. Bots matter — but as we detail in
Chapter 7, their documented role is concentrated at the seed: over-representing themselves among the first sharers of
low-credibility content to manufacture early "social proof" that then triggers organic human amplification (Shao et
al. 2018).

AN HONEST CAVEAT ON OUR OWN ESTABLISHED CLAIM

Intellectual honesty requires us to flag that even 4.2.3 is not unanimous. Altay, Berriche & Acerbi (2023) argue
the "falsehood spreads faster" result is an artifact of how falsehood is operationalized — Vosoughi's sample is
restricted to claims that fact-checkers chose to investigate, which over-selects viral, contested material. The
finding is robust within its data and has not been overturned, but its generalization to "the internet is awash in
fast-spreading lies" outruns the evidence. We retain the claim as established for cascades of the type studied,
and explicitly decline to inflate it. This is the measurement-validity problem (§4.5) operating on a finding we
ourselves rely on.

| 4.3 Whatls Contested or Overstated — Given Its Strongest Form

Here the analysis parts company with the panic narrative. Each of the following popular claims is either contested by
strong evidence or has substantially failed to replicate. We present each in the form its proponents would recognize,
then state what the data actually support. The discipline of this section is the product: an institution that performs
this sorting in public is performing the very function the broken market lacks.

4.31 The "backfire effect": the cautionary tale of the field

No finding better illustrates why calibration matters than the rise and fall of the backfire effect — the claim that
correcting a false belief can make people hold it more strongly. It originates in Brendan Nyhan and Jason Reifler's
influential When Corrections Fail (2010, Political Behavior), in which conservatives shown a correction to the claim that
Iraq possessed weapons of mass destruction became, in that experiment, more likely to believe Iraq had them.

orIGINAL FINDING The result was elegant, counterintuitive, and catastrophically influential: it spread through
journalism and platform-policy circles as settled fact, underwriting a fatalistic conclusion that fact-checking is futile
or counterproductive.

It did not hold. Thomas Wood and Ethan Porter's The Elusive Backfire Effect: Mass Attitudes' Steadfast Factual Adherence
(2019, Political Behavior, vol. 41, pp. 135-163) ran five experiments enrolling more than 10,100 subjects across 52
contested issues — chosen precisely as the polarized terrain where backfire should appear. They found no issue
capable of triggering a general backfire. On the contrary: "by and large, citizens heed factual information, even
when such information challenges their ideological commitments." LARGELY FAILED To REPLICATE Subsequent work,
including by Nyhan himself, converged on the same conclusion — corrections generally reduce factual
misperceptions, even if they do not always change downstream attitudes or votes.

The lesson is double. Substantively: corrections work on facts, and the fatalism the backfire effect licensed was
unwarranted. Methodologically: a single striking study, amplified beyond its evidentiary weight, became
conventional wisdom for nearly a decade before larger replications corrected the record. SI must assume that several
of today's confidently-asserted disinformation findings will travel the same arc — which is an argument for
confidence tags, not for paralysis.

4.3.2 The "echo chamber": real segregation, contested causation

The dominant popular model holds that recommendation algorithms trap users in self-reinforcing echo chambers
that mechanically drive polarization. The behavioral evidence supports a far more qualified picture, and getting the
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qualification exactly right is a test of analytic discipline — because the naive debunk ("echo chambers don't exist") is
also overstated.

On media diets: Andrew Guess's (Almost) Everything in Moderation (2021, American Journal of Political Science) used
large-scale behavioral data on Americans' actual web browsing and found that most people, across the spectrum,
have moderate media diets dominated by mainstream outlets — with roughly 65% overlap between Democrats'
and Republicans' diets in 2015 and about 50% in 2016. The genuine echo chamber, he found, is the reality of a
small group of heavy partisans who drive disproportionate traffic to slanted sites — a fringe, not the median
user. CONTESTED NARRATIVE

On cross-exposure as a cure: the comforting corollary — that exposing people to the other side will moderate them —
is contradicted by Christopher Bail and colleagues' field experiment (2018, PNAS), in which Twitter users paid to
follow a bot retweeting opposing-party content for a month became more entrenched: Republicans shifted
substantially more conservative, and Democrats trended (non-significantly) more liberal. conTesten Forced cross-
cutting exposure can backfire. (Bail's own caveat is instructive and we honor it: the sample is thrice-weekly Twitter
users, who are not the general public.)

On the algorithm itself: the most decisive evidence is the Meta-2020 collaboration — independent academic
researchers granted unprecedented access to Facebook and Instagram during the 2020 U.S. election. Nyhan et al.
(2023, Nature, "Like-minded sources on Facebook are prevalent but not polarizing") ran a multi-wave field experiment
on 23,377 users, reducing exposure to like-minded sources by about a third for three months. The headline result: no
measurable effect on affective or issue polarization. contesten Its companion, Gonzalez-Baildn et al. (2023, Science,
"Asymmetric ideological segregation..."), analyzed exposure across 208 million U.S. Facebook users and found the
honest other half of the story: ideological segregation is high and increases from potential exposure to actual exposure
to engagement, it is asymmetric (a substantial slice of the news ecosystem is consumed almost exclusively by
conservatives, with no liberal equivalent), and most fact-checked misinformation lives in that homogeneous
conservative corner.

THE PRECISE CLAIM — DO NOT CONFLATE THREE THINGS

Segregation is real and asymmetric. That is not the same claim as "segregation causes polarization," which is
not the same claim as "reducing like-minded content reduces polarization" — which the Meta-2020
experiments found it does not. The popular narrative collapses all three into one. So does the lazy debunk. SI's
posture holds all three distinct, and states the limits of the Meta studies plainly: a three-month window
during one polarized election, on already-formed adults, conducted under platform "break-glass" measures
already in effect — they cannot rule out longer-horizon or developmental effects. The honest verdict is
contested causation atop real segregation, not "myth busted."

4.3.3 "Misinformation is everywhere and catastrophic": low and concentrated

The strongest and most consequential revision comes from the centerpiece of the revisionist literature: Ceren Budak,
Brendan Nyhan, David Rothschild, Emily Thorson and Duncan Watts, Misunderstanding the Harms of Online
Misinformation (2024, Nature, vol. 630, pp. 45-53). Reviewing the behavioral-science evidence, the authors identify
three widespread misperceptions:

¢ that average exposure to false and inflammatory content is high;
¢ that algorithms are largely responsible for that exposure; and

¢ that social media is a primary cause of broad social problems such as polarization.

Against each, the evidence documents "a pattern of low exposure to false and inflammatory content that is
concentrated among a narrow fringe with strong motivations to seek out such information." False and radical
content reaches only a small fraction of people; it is personal preference, not algorithmic force-feeding, that routes
them to it. EstasLIsHED crITIQUE In short: demand exceeds supply. The bottleneck is not a shortage of lies but the
small number of people who want them. Altay, Berriche & Acerbi (2023, Social Media + Society) reach concordant
conclusions, cataloguing six misconceptions and arguing that the web is rife not with political misinformation but
with memes and entertainment, and that researchers fixate on social media chiefly because it is methodologically
convenient to study.
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This is the case the report must give full weight — and we do. But the most important sentence in the Budak paper is
the one alarmists and dismissers both ignore, and it is the hinge of this entire chapter.

FINDING — READ TO THE END OF THE ARGUMENT

Budak et al. do not conclude misinformation is harmless. They conclude its harms are misunderstood —
concentrated rather than diffuse — and they call for platform accountability precisely "for facilitating
exposure to false and extreme content in the tails of the distribution, where consumption is highest and the
risk of real-world harm is greatest." They further note that harms "may be more severe" outside the USA and
Western Europe, where data are scarce — a caution against globalizing Western-sample reassurance.

Source: Budak, Nyhan, Rothschild, Thorson & Watts (2024), Nature 630:45-53.

The strongest version of "the harms are overstated," taken to its own conclusion, does not deflate the threat model —

it redirects it. It says: stop claiming diffuse, society-wide, algorithm-driven catastrophe, and concentrate on the tails,
where consumption and real-world harm actually live. That is not an argument against a verification institution. It is
a specification for one.

4.3.4 "The biggest networks are winning": scale is not impact

The final overstatement conflates the volume of a covert operation with its effect. The instructive case is the largest
known Chinese influence network — variously tracked as Spamouflage / Dragonbridge — which floods YouTube,
Blogger, X and other platforms with pro-Beijing content at enormous scale. In its 2022 year-in-review, Google's Threat
Analysis Group reported disrupting over 50,000 instances of Dragonbridge activity — and then quantified its reach:
the majority of its YouTube channels had zero subscribers at takedown, and over 65% of its videos had fewer than
100 views (Google TAG, 2023 year-in-review). In the rare cases of apparent engagement, the interactions came

overwhelmingly from other Dragonbridge accounts — manufactured, not organic. ESTABLISHED

Massive production, negligible persuasion. This does not mean the network is harmless — sustained presence can
shape search results, seed narratives that authentic actors later carry, and impose real defensive cost — but it
decisively refutes the inference from "we found a huge network" to "a huge network changed minds." The distinction
between reach and impact is one SI must enforce in its own campaign reporting; we return to it as a methodological
rule in Chapter 16, and the worked attribution cases in Chapter 18 are graded on exactly this axis.

| 4.4 The Calibrated Model, in One Table

The following table is the chapter's analytic core: each popular claim, the evidence-based verdict, and a confidence
tag. It is meant to be SI's standing reference — the answer to "what do we actually believe about the threat?" — and the
antidote to whichever direction the conversation is being pulled, alarmist or dismissive.

The popular claim What the evidence actually supports Verdict
"Knowing the facts protects you Repetition raises perceived truth even when you possess contradicting FALSE — OVERTURNED
from falsehood." knowledge ("knowledge neglect"); a single exposure boosts a fake

headline's perceived accuracy, even when labeled disputed (Fazio et al.
2015; Pennycook, Cannon & Rand 2018). Implication: non-amplification
beats labeling.

"People fall for lies mainly Susceptibility is driven more by inattention than by motivated reasoning; INATTENTION > BIAS
because of partisan bias." analytic thinking predicts discernment across the spectrum, independent

of ideological alignment (Pennycook & Rand 2019/2021, n=3,446). Bias

is real but concentrated in high-identity contexts.

"Bots are the main spreaders of Across ~126,000 cascades, falsehood spread farther/faster/deeper than HUMANS, NOT BOTS
fake news." truth, and the gap persisted after bots were removed — humans are the

primary engine; novelty is the mechanism. Bots concentrate at the seed

(Vosoughi et al. 2018; Shao et al. 2018).

"Corrections backfire and make The strong backfire effect largely failed to replicate across 52 issues LARGELY REFUTED
beliefs stronger." and 10,100+ subjects; corrections generally reduce factual
misperceptions (Wood & Porter 2019, contra Nyhan & Reifler 2010).

49



The popular claim What the evidence actually supports Verdict

"Algorithms trap everyone in Most media diets are moderate (Guess 2021); forced cross-exposure CONTESTED CAUSATION
polarizing echo chambers." can increase polarization (Bail et al. 2018); reducing like-minded content

did not reduce polarization in the Meta-2020 RCT (Nyhan et al. 2023,

n=23,377). Yet segregation is genuinely high and asymmetric,

concentrating misinformation in a conservative corner (Gonzalez-Bailon

et al. 2023, 208M users).

"Misinformation is everywhere Exposure is low and concentrated in a small motivated fringe; demand OVERSTATED, NOT ABSENT
and catastrophic for society." exceeds supply; algorithmic responsibility is overstated (Budak et al.

2024; Altay et al. 2023). But the same authors locate real harm in the

tails and outside the West — a redirection, not a dismissal.

"The biggest covert networks Scale # impact. The largest known Chinese network (Dragonbridge) REACH # IMPACT
are winning the information achieves near-zero organic reach — most channels with zero
war." subscribers, ~65% of videos under 100 views, engagement mostly

inauthentic (Google TAG 2023).

"True facts can't be a weapon." Malinformation — authentic leaks, true facts decontextualized, real TRUE & UNDER-APPRECIATED
material timed for damage — is genuine information weaponized, and
cannot be fact-checked away. The defense is context and provenance,
not veracity-labeling (Wardle & Derakhshan 2017).

Read the verdict column as a whole and a pattern emerges that is more interesting than either pole of the debate. The
findings that survive are about mechanism — how belief forms (fluency), why people share (novelty, inattention),
what cannot be debunked (malinformation). The claims that collapse are about magnitude and locus — that the harm
is everywhere, that algorithms drive it, that scale equals influence. The threat is mechanistically real and quantitatively
bounded. That is precisely the shape of problem an evidence-disciplined institution is built to address, and precisely
the shape that alarm-merchants and reflexive skeptics both get wrong.

| 4.5 The Measurement-Validity Problem — Why the Numbers Disagree

Beneath the substantive disputes sits a methodological one that an honest model must name: how "misinformation"
is defined largely determines what any study finds. Altay and colleagues make this their central point, and it
generalizes. Define misinformation narrowly — only claims that professional fact-checkers have rated false — and
prevalence looks tiny, because fact-checkers investigate a sliver of all content (this is also why Gonzalez-Bailén's
"most misinformation is in the conservative corner" is a statement about fact-checked items, not all falsehood). Define
it broadly — anything "misleading," "low-quality," or "hyper-partisan" — and prevalence balloons, because the
category now absorbs ordinary opinion and contested-but-arguable claims. The "fringe consumes most of it" finding
and the "it's a five-alarm fire" finding can be generated from the same raw data by moving the definitional boundary.

How you define misinformation does not merely color the answer; it
largely is the answer.

— Sl analysis of Altay, Berriche & Acerbi (2023)

Three consequences follow that are binding on SI's method. First, source-of-truth discipline: any claim about the
scale of misinformation must travel attached to its operational definition, or it is uninterpretable — a rule we encode
directly into how SI News and the reporting layer state findings. Second, the unit of analysis is the incident, not the
abstraction: "misinformation is rising" is nearly unfalsifiable; "this specific claim reached this specific audience and
produced this specific documented harm" is verifiable, and is the only kind of statement SI should stake authority on.
Third, definitional power is political power. Whoever defines "misinformation" decides what gets suppressed —
which is the bridge to the most serious risk of overclaiming, and the deepest reason calibration is not optional for an
institution like ours.
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| 4.6 The Cost of Overclaiming — Censorship Capture and the Liar's Dividend

Calibration is not only an epistemic virtue; it is a defense against two concrete, already-realized harms that flow from
inflating the threat.

The first is censorship weaponization. Once "misinformation" is framed as an existential, society-wide emergency,
the framing licenses sweeping content-control powers — and hands the definitional pen to whoever holds authority.
The institutional toll is not hypothetical: in the United States, the recent contraction of counter-disinformation
capacity (the State Department's Global Engagement Center closed in December 2024; CISA's mis/disinformation
work was rolled back in early 2025; the Stanford Internet Observatory was wound down in 2024) and the unresolved
"jawboning" question in Murthy v. Missouri (2024) together show the backlash that overreach — real or perceived —
invites against any body seen as a truth arbiter. recent - pocurenTED An institution that overclaims the threat to justify
broad intervention is building on ground that is already collapsing. An institution that under-claims — that reports
only what the evidence supports, at graded confidence, on documented incidents — is far harder to characterize as a
censor, and far harder to dismiss.

The second is the liar's dividend (Chesney & Citron 2019): in a climate saturated with warnings that "nothing online
can be trusted," bad actors gain a new power — to dismiss authentic, damaging evidence as fake. Every overstated
alarm about ubiquitous fabrication is a deposit into that account. The more loudly the ecosystem insists everything
might be fabricated, the easier it becomes for the genuinely guilty to wave away real proof. Calibrated, provenance-
led reporting — "here is the chain of custody for this evidence" — is the only posture that spends down the liar's
dividend rather than funding it. (Synthetic-media forensics, watermark-removal, and the empirical evidence for the
liar's dividend are treated in Chapter 14; here the point is that overclaiming actively arms the adversary.)

| 4.7 sI's Calibrated Posture

The model that emerges is not a split-the-difference compromise between alarm and dismissal. It is a third position
the evidence actually supports, with four commitments.

¢ Evidence-graded, never alarmist. Every threat claim carries a confidence tag and an operational definition. We
state established findings as established, contested ones as contested, and we let the strongest version of the
skeptical case stand where it is right.

¢ Mechanism is real; magnitude is bounded. We hold the robust cognitive and network mechanisms (illusory
truth, inattention, human-driven novelty-spread, the irreducibility of malinformation) while refusing the
inflated claims about diffuse, algorithm-driven, society-wide catastrophe.

¢ Focus on the tails. Following Budak et al.'s own redirection, SI concentrates on documented, high-consumption,
real-world-harm incidents — the distribution's tails, where both consumption and harm are highest, and where
the evidence is strongest. This is where a verifier adds value the aggregate statistics cannot.

e Calibration is the firewall. The same restraint that makes the analysis honest makes it legally and reputationally
defensible — it pre-empts the censorship-capture critique and refuses to fund the liar's dividend. Honesty and
defensibility are, for an institution like this, the same property.

52 65% 0% Tails

ISSUES, © DRAGONBRIDGE POLARIZATION WHERE THE HARM
BACKFIRES VIDEOS <100 VIEWS EFFECT LIVES
Wood & Porter (2019), (2023) Meta-2020 RCT Budak et al. (2024): low,
10,700+ subjects — the Google TAG (2022) — the (n=23,377): cutting like- concentrated exposure —
backfire effect largely failed largest Chinese network, minded content did not real harm in the tails, not
to replicate. near-zero organic reach. reduce polarization (Nyhan the average.

Scale # impact. etal. 2023).

| 4.8 Implications for Synthetic Insights

This chapter is the credibility move of the entire report, and its implications run through all three of SI's surfaces.
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For producing ground truth (SI News): the calibrated model becomes house editorial doctrine. Every claim about the
scale of a phenomenon travels with its operational definition; the unit of authoritative analysis is the documented
incident, not the unfalsifiable abstraction; and reach is never reported as impact. The "analysis, not synthesis" rule
and the multi-source provenance standard are the operational expression of this discipline — they are what stop SI
from becoming another vendor of alarm. Practically, this means SI deliberately under-covers the diffuse
"misinformation is everywhere" story and over-invests in the tails: the high-consumption, real-harm incidents the
evidence actually supports.

For defending machine cognition (the Ecosystem and myAria): the same calibration applies to manipulation
directed at SI's own Al We will not treat every anomalous input as a confirmed attack, nor dismiss the category
because most inputs are benign — we grade and instrument it, exactly as we grade the human threat model. The
robust mechanism most directly portable to machines is illusory truth: a model, like a person, can have a falsehood
rendered "fluent" through repetition in training or context. That continuity — developed in Part ITII — is why the
discipline that produces calibrated ground truth for humans is the discipline that protects machines.

For reporting campaigns (the detection surface): the reach-versus- impact distinction and the measurement-validity
rule become binding constraints on every SI investigation. A campaign is reported at the confidence the evidence
supports, decomposed by documented behavior rather than asserted intent, and never inflated from "large" to
"influential" without engagement evidence. This is what Chapter 19 develops into SI's legal and reputational firewall:
the discipline that makes us right is the same discipline that makes us defensible. In a market that has mistaken
volume for veracity and alarm for analysis, the calibrated model is not a hedge — it is the moat.
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PART II - HOW MANIPULATION WORKS - 85

The Machinery of Belief — Why the Mind Is
Vuilnerable

Disinformation does not overpower the mind — it exploits the mind's own shortcuts. Understanding exactly
which cognitive and behavioral mechanisms it hijacks, and how robustly those mechanisms have been
established by peer-reviewed science, is a prerequisite for building any credible defense against it.

The cognitive vulnerabilities that disinformation exploits are not pathologies of the credulous or the
ignorant. They are features of normal, efficient cognition — the same shortcuts that allow a healthy mind to
function at scale. The six mechanisms covered in this chapter are empirically established, operate across

partisan lines, and interact in ways that compound their individual effects. Effective information defense

must be designed for the mind as it actually works, not as we wish it worked.

| 5.1 The lllusory Truth Effect: Repetition Manufactures Credibility

The most foundational mechanism in the psychology of belief manipulation is also among the most replicated
findings in cognitive psychology: repeated exposure to a statement — regardless of its truth value — systematically
increases the perceived likelihood that the statement is true. This effect, known as the illusory truth effect, was first
documented by Hasher, Goldstein, and Toppino in 1977, and its implications for disinformation have only grown
more alarming with subsequent investigation. ESTABLISHED

ORIGIN STUDY

Hasher, Goldstein, & Toppino (1977) asked participants at Villanova and Temple Universities to rate the
validity of a series of trivia statements. On three separate occasions separated by two-week intervals,
participants encountered both novel statements and statements they had seen before. The core finding:
participants rated previously seen statements as more valid than new ones, even when both were objectively
false. The mechanism, as Hasher and colleagues theorized, was one of processing fluency — repeated
exposure renders a statement easier to retrieve and evaluate, and the mind mistakes that ease of processing
for evidence of truth.

Source: Hasher, L., Goldstein, D., & Toppino, T. (1977). Frequency and the conference of referential validity. Journal
of Verbal Learning and Verbal Behavior, 16(1), 107-112.

5.11 Processing Fluency: The Deeper Mechanism

The theoretical explanation underlying illusory truth is processing fluency — the subjective ease with which
information is processed. Reber and Schwarz (1999) demonstrated that this mechanism operates even without prior
exposure to a statement's content: when trivia statements of the form "Osorno is in Chile" were presented in colors
that made them perceptually easy or difficult to read against a white background, the more legible (high-contrast)
statements were judged as true significantly more often than their hard-to-read counterparts. ESTABLISHED

The implication is remarkable: the mind does not cleanly separate "how easily I can read this" from "how likely this is
to be true." Presentation aesthetics — font clarity, visual contrast, familiarity of format — contribute to perceived
credibility. Disinformation producers who optimize the visual design of false content are not merely making it more
shareable; they are directly manipulating the cognitive signal the brain uses to estimate truth.
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PERCEPTUAL FLUENCY STUDY

Reber & Schwarz (1999) manipulated the contrast between statement text and background color. Moderately
visible statements were judged as true at chance level; highly visible (high-contrast) statements were judged
true significantly above chance. This is processing fluency induced purely through perceptual ease, with no
repetition required — the most minimal possible manipulation.

Source: Reber, R., & Schwarz, N. (1999). Effects of perceptual fluency on judgments of truth. Consciousness and
Cognition, 8(3), 338-342.

5.1.2 Knowledge Does Not Protect

Perhaps the most consequential finding in the illusory truth literature is that prior knowledge does not reliably
protect against the effect. The intuitive assumption — that a person who knows a statement is false will not

be influenced by repeated exposure to it — was directly tested and disproven by Fazio, Brashier, Payne, and
Marsh (2015), whose study title, "Knowledge Does Not Protect Against Illusory Truth," makes the finding
unmistakable. ESTABLISHED

CRITICAL FINDING: KNOWLEDGE NEGLECT

Fazio et al. (2015) presented participants with statements that contradicted both well-known facts (e.g., falsely
attributing the theory of relativity to Newton) and obscure facts, then had them rate the truthfulness of these
and novel statements. A final knowledge check confirmed which specific facts each participant actually knew.
Repetition inflated ratings of false claims regardless of whether the claims contradicted stored knowledge —
including claims where the participant demonstrably knew the correct answer. The authors termed this
"knowledge neglect": under conditions of fluent processing, the brain can suppress accessible correct
knowledge and substitute the felt ease of retrieval as a truth signal.

Source: Fazio, L. K., Brashier, N. M., Payne, B. K., & Marsh, E. J. (2015). Knowledge does not protect against illusory
truth. Journal of Experimental Psychology: General, 144(5), 993-1002.

Pennycook, Cannon, and Rand (2018) extended this finding directly into the domain of contemporary
misinformation. Using actual fake news headlines from social media — presented exactly as they appeared on
Facebook — across multiple experiments involving over three thousand online participants, they found that even a
single prior exposure increased subsequent accuracy ratings for those headlines. The effect persisted across a week-
long delay. Crucially, it occurred even when the stories had been labeled as "disputed" by fact-checkers. EsTABLISHED

FAKE NEWS & ILLUSORY TRUTH

Pennycook, Cannon, & Rand (2018) demonstrated that a single prior exposure to a fake news headline — even
one labeled disputed — raises its subsequent perceived accuracy. The effect persists over a one-week interval.
Participants rated stories on a four-point accuracy scale (not at all accurate — very accurate); prior-exposure
stories consistently rated higher. This is the experimental equivalent of "seeing it on my feed before":
exposure normalizes, and normalization manufactures credibility.

Source: Pennycook, G., Cannon, T. D., & Rand, D. G. (2018). Prior exposure increases perceived accuracy of fake news
Journal of Experimental Psychology: General, 147(12), 1865-1880.

BINDING IMPLICATION FOR SI

Label-and-show does not neutralize illusory truth — it amplifies the underlying exposure. A platform that
surfaces misinformation with a warning label is performing better than no label, but it is still providing the
repetition that the illusory truth mechanism exploits. Non-amplification beats label-and-show. For SI News,
the editorial standard is not "add a fact-check notice and publish" — it is "if the story does not meet the
evidentiary bar, do not amplify."
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| 5.2 Dual-Process Theory and the "Lazy, Not Biased" Model

A second major research thread concerns how people decide whether information is true — and, specifically, what
role conscious analytical reasoning plays in that judgment. The conventional wisdom in science communication for
decades was that misinformation belief was primarily a product of partisan identity: people believe what aligns with
their tribe. The empirical evidence now suggests the picture is more complicated, and more tractable. ESTABLISHED

5.21 The Dual-Process Framework

Dual-process theories of cognition distinguish between autonomous, intuitive processing (System 1 — fast, effortless,
associative) and deliberate, analytic processing (System 2 — slow, effortful, rule-governed). The question for
misinformation research is which system predominates when people evaluate the accuracy of a contested headline.
If System 1 dominates — and particularly if that intuitive processing is shaped by partisan affect — then belief in
misinformation is primarily a motivated, tribal phenomenon. If System 2 engagement is what predicts accurate

discernment, then the primary driver is not bias but cognitive effort.

Pennycook and Rand (2019) tested these competing accounts directly, using the Cognitive Reflection Test (CRT) — a
validated measure of the tendency to engage in analytic rather than intuitive reasoning — as the key predictor
variable. Across two studies with a combined total of 3,446 participants recruited via Amazon Mechanical Turk, they
found that higher CRT scores were associated with better ability to distinguish real from fake news headlines, and
this relationship was statistically independent of partisan alignment. ESTABLISHED

THE LAZY, NOT BIASED STUDY

Pennycook & Rand (2019) administered the CRT to N = 3,446 participants and measured perceived accuracy of
pro-attitudinal vs. counter-attitudinal real and fake news headlines. Key result: CRT predicted discernment —
distinguishing real from fake — across partisan lines. There was no positive correlation between analytic
ability and belief in ideologically consistent fake news. People who think more analytically were better at
identifying false headlines regardless of whether those headlines favored their political side. The dominant
failure mode is not engaging the analytic system at all — hence, lazy rather than biased.

Source: Pennycook, G., & Rand, D. G. (2019). Lazy, not biased: Susceptibility to partisan fake news is better explained
by lack of reasoning than by motivated reasoning. Cognition, 188, 39-50.

5.2.2 The Believe/Share Gap and the Role of Inattention

Pennycook and Rand (2021) further developed the dual-process model in a review article in Trends in Cognitive
Sciences, introducing a distinction that has significant practical implications: there is a substantial gap between what
people believe and what they share on social media, and this gap is largely driven by inattention rather than deliberate
deception. ESTABLISHED

The mechanism is that social media feeds prime engagement, not accuracy. When a user's attention is drawn to a
piece of content because it is funny, outrageous, or emotionally resonant, their cognitive focus is on the sharing
decision — not on accuracy assessment. People share misinformation not primarily because they believe it, but
because accuracy was not salient in their mind at the moment of sharing. This finding has a direct policy implication:
accuracy prompts, which shift attention to truth at the moment of sharing, can improve sharing decisions even
without changing underlying beliefs.

3,446 52 ~7,000 17

PARTICIPANTS ISSUES TESTED NYT ARTICLES EXPERIMENTS
Pennycook & Rand (2019) Wood & Porter (2019) Berger & Milkman (2012) Pratkanis et al. (1988) ran 17
across two studies tested corrections across analyzed all New York experiments establishing
demonstrating analytic 52 political issues — finding Times articles over three the differential-decay
thinking predicts no backfire effect in any. months for emotional mechanism behind the
discernment. drivers of virality. sleeper effect.
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| 5.3 Motivated Reasoning: Real but Bounded

The dual-process findings described above do not render motivated reasoning — the tendency to reason toward a
preferred conclusion — irrelevant. They do, however, significantly circumscribe where that mechanism operates and
how strongly. Understanding the actual boundaries of motivated reasoning is essential for SI's calibrated threat
model: a framework that overstates motivated reasoning will misdesign its interventions. ESTABLISHED

5.3.1 The Theoretical Foundation

Kunda's 1990 review in Psychological Bulletin — with over 9,000 subsequent citations — remains the canonical
theoretical treatment of motivated reasoning. Kunda distinguished two fundamental types: accuracy-motivated
reasoning (where the goal is an accurate conclusion and the reasoner expends effort and scrutinizes evidence
carefully) and directionally-motivated reasoning (where a desired conclusion shapes the entire process — which
evidence is accessed, how it is interpreted, and which counterarguments are elaborated). The crucial insight is that
motivated reasoning does not operate by simply ignoring contrary evidence; it operates through selective
deployment of cognitive strategies that systematically arrive at the desired conclusion while maintaining the
subjective sense of being rational.

People do not just accept any conclusion they are motivated to reach;
rather, they search for a justification of the desired conclusion, and if they
find one, they stop.

— Ziva Kunda, "The Case for Motivated Reasoning," Psychological Bulletin, 108(3), 1990

5.3.2 Motivated Skepticism in Political Judgment

Taber and Lodge (2006) tested motivated reasoning in a specifically political and high-stakes context, finding strong
support for what they termed motivated skepticism. In two experimental studies involving participants who
evaluated counter-attitudinal arguments about affirmative action and gun control, Taber and Lodge found a
systematic disconfirmation bias — participants were more likely to counterargue information that opposed their
existing views, and to uncritically accept confirmatory evidence. Critically, these biases were strongest among
participants with the highest levels of prior knowledge and political sophistication. ESTABLISHED

MOTIVATED SKEPTICISM STUDY

Taber & Lodge (2006) found that in domains of high prior attitudinal commitment, attitudinally congruent
arguments were rated as significantly stronger than incongruent ones. When participants could self-select
argument sources, they showed a confirmation bias — actively seeking supporting evidence. Both effects
produced attitude polarization over time, strengthening prior beliefs rather than updating them. Crucially,
sophistication amplified these effects: knowing more about the issue made participants better at generating
counterarguments to incongruent information, not better at updating rationally.

Source: Taber, C. S., & Lodge, M. (2006). Motivated skepticism in the evaluation of political beliefs. American Journal
of Political Science, 50(3), 755-769.

Taken together, the Kunda and Taber-Lodge findings establish motivated reasoning as a real and potent mechanism,
but one that operates most strongly at the intersection of high issue involvement, strong prior attitudes, and political
sophistication. This is the population profile of the highly engaged partisan — not the average news consumer who,
per the Pennycook-Rand model, is more likely to fail accuracy judgment through inattention than through
ideological resistance. The two models are complementary, not contradictory: inattention is the predominant failure
mode at the population level, but motivated reasoning is the predominant failure mode among the engaged and
politically identified minority who disproportionately drive amplification and commentary.
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CALIBRATION NOTE

Neither motivated reasoning nor inattention is the whole story. The practical implication is that different
audiences at different levels of issue engagement require different interventions. Accuracy prompts may be
effective for the inattentive majority; prebunking and inoculation may be more effective for the engaged
partisan minority. SI's product design must be calibrated to the audience segment being targeted, notto a
single caricature of "the credulous user."

| 5.4 The Continued-Influence Effect: Why Corrections Fail

Even when misinformation is corrected — clearly, unambiguously, and acknowledged by the recipient — it continues
to shape subsequent reasoning. This continued-influence effect (CIE) is one of the most studied and most practically
consequential findings in misinformation research. Its systematic documentation spans from laboratory paradigms

developed in the 1990s through large-scale applied reviews in the 2020s. ESTABLISHED

5.4.1 The Original Laboratory Paradigm

Johnson and Seifert (1994) established the foundational laboratory paradigm: participants read a story about a
warehouse fire that was initially attributed to negligently stored volatile materials. A later correction indicated the
storage claim was false — there were no volatile materials. When participants were subsequently asked to reason
about the event, they continued to reference the retracted information in their causal explanations, even though they
explicitly acknowledged having received and remembered the correction. The mechanism Johnson and Seifert
identified was one of mental model coherence: the correction removed a piece of causal structure from the
participant's mental model of the event but left a gap. Without an alternative explanation to fill that gap, participants'
minds defaulted to the misinformation because it provided a more complete and coherent account.

MENTAL MODEL GAP FINDING

Johnson & Seifert (1994) found that participants who received a retraction alone continued to reference the
misinformation. Participants who received a retraction accompanied by an alternative causal explanation
showed substantially reduced continued influence. The provision of a plausible alternative — "there were no
volatile materials, but investigators believe the fire started from a faulty electrical circuit" — filled the causal
gap and allowed the mental model to be updated. This became the foundational principle for all subsequent
correction research: a retraction without an alternative is not a replacement; it is merely a negation that
leaves the underlying cognitive structure intact.

Source: Johnson, H. M., & Seifert, C. M. (1994). Sources of the continued influence effect: When misinformation in
memory affects later inferences. Journal of Experimental Psychology: Learning, Memory, and Cognition, 20(6), 1420-1436.

5.4.2 The Comprehensive Review and Its Practical Guidance

Lewandowsky, Ecker, Seifert, Schwarz, and Cook (2012) published the most influential systematic review of
misinformation and its correction in Psychological Science in the Public Interest. The review synthesized decades of
experimental evidence on the continued-influence effect and provided the clearest articulation of its cognitive
underpinnings. ESTABLISHED

Lewandowsky et al. documented that the CIE occurs across a wide range of topics and populations, and that it is nota
trivial residue — people demonstrably use retracted information in their downstream reasoning, draw inferences
from it, and arrive at conclusions they would not have reached had they never encountered the misinformation. The
review identified three candidate mechanisms: the selective-retrieval account (correct and incorrect information are
stored simultaneously; misinformation is activated because it was processed more deeply or emotionally); the
source-confusion account (the misinformation is remembered, but the context of its retraction is forgotten); and the
mental model account, which they assessed as the most powerful explanation — corrections fail primarily because
they create a gap in a coherent narrative structure that the mind prefers to fill with available information rather than
leave empty.
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Figure 5.1— The Continued-Influence Mechanism

A simplified rendering of why retraction alone is insufficient. The misinformation fills a causal slot in the mental model (M); the retraction creates a
gap (M=) without replacing the slot; continued influence occurs because an incomplete model is cognitively costly. An alternative explanation (M+)
fills the slot and enables genuine updating.

retractio

® Misinformation @ Afterjﬁetraction @ With Alternative

mind re-fills with misinformation (continued influence)

Source: Adapted from Johnson & Seifert (1994); Lewandowsky et al. (2012); Ecker et al. (2022).

5.4.3 The 2022 Synthesis and the Revision of "Backfire"

Ecker, Lewandowsky, Cook, Schmid, Fazio, Brashier, Kendeou, Vraga, and Amazeen (2022) published a
comprehensive synthesis in Nature Reviews Psychology that updated the evidentiary picture on several fronts. Most
importantly for the calibrated threat model, the 2022 review provided a systematic assessment of "backfire effects" —
the alarming hypothesis that corrections can sometimes strengthen misinformation beliefs rather than reduce them.
The review found that while three types of backfire had been proposed (worldview, familiarity, and overkill), the
empirical support for each was far weaker than the popular narrative had suggested. ESTABLISHED

Wood and Porter (2019) had already tested corrections across 52 political issues with more than 10,100 subjects and
found no corrections capable of triggering backfire — corrections generally worked to reduce false belief across all
ideological groups. The Ecker et al. review endorsed this conclusion: debunking is generally effective; the "overkill
backfire" — the concern that providing too many counterarguments would overwhelm recipients and produce
reactance — is not supported by the available evidence, with the one study investigating it finding that more relevant
counterarguments produced more, not less, correction. ESTABLISHED

The practical revision is consequential: professionals working in fact-checking, journalism, and misinformation
response who had been advised to avoid detailed corrections for fear of triggering backfire can relax that constraint.
The correction techniques do not typically produce boomerang effects. What they do produce is only partial updating
— the continued-influence effect persists even after effective correction, underscoring the superior value of

prevention over remediation.

THE BACKFIRE REVISION

Wood & Porter (2019), across five experiments and 10,100+ subjects testing 52 political issues (immigration,
economics, social policy), found no evidence of backfire. Corrections reduced false belief in all cases. Ecker et
al. (2022) reviewed the full literature and concluded that backfire effects are "far more elusive than previously
assumed" and should not discourage debunking efforts. The evidence-based guidance: correct assertively,
provide alternative explanations, and do not fear the boomerang.

Sources: Wood, T., & Porter, E. (2019). The elusive backfire effect. Political Behavior, 41(1), 135-163; Ecker, U. K
H., et al. (2022). The psychological drivers of misinformation belief. Nature Reviews Psychology, 1(1), 13-29.

| 5.5 Emotion and Arousal: The Sharing Engine

The mechanisms described above explain how false information gains credibility once encountered. A separate but
interacting mechanism explains why false information reaches so many people in the first place: the emotional
architecture of sharing. Berger and Milkman (2012) conducted the first large-scale empirical analysis of what
predicts whether content propagates, using a dataset of nearly 7,000 New York Times articles published over a three-
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month period. Their findings fundamentally reframed the question from "what content is true" to "what content is
arousing." ESTABLISHED

EMOTION AND VIRALITY STUDY

Berger & Milkman (2012) analyzed approximately 7,000 NYT articles for emotional content (valence and
arousal) and virality (placement on the "most emailed" list). Key finding: virality is driven not by valence
(positive vs. negative) but by arousal level. High-arousal positive emotions (awe, excitement) and high-
arousal negative emotions (anger, anxiety) predicted greater virality. Low-arousal negative emotions
(sadness) were associated with reduced sharing. Results held after controlling for surprise, practical utility,
and editorial prominence.

Source: Berger, J., & Milkman, K. L. (2012). What makes online content viral? Journal of Marketing Research, 49(2),
192-205.

The Berger-Milkman finding has a direct implication for disinformation design: content engineered to provoke anger
or anxiety does not merely produce an emotional reaction — it activates the sharing mechanism. Content that makes
the audience frightened or furious spreads further than content that makes them sad, even if the "sad" version is
equally false and equally well produced. Disinformation campaigns that specialize in threat narratives, outrage
framings, and anxiety-inducing content are not merely being rhetorically sophisticated; they are exploiting a
documented virality architecture.

Vosoughi, Roy, and Aral's landmark 2018 Science study on information diffusion across Twitter reinforced this picture
from a different angle. Analyzing approximately 126,000 rumor cascades over eleven years, they found that false
news spread farther, faster, deeper, and more broadly than true news — and that this differential was driven
primarily by human behavior, not bots. The human preference for novelty explained much of the gap: false news was
more novel (it didn't match existing representations of the world) and provoked higher-surprise, higher-disgust, and
higher-fear reactions than accurate news. ESTABLISHED

KEY INTEGRATION

Ilusory truth and emotional arousal interact. A piece of content that has been encountered before (illusory
truth exposure) and that provokes high arousal (anger or anxiety) is doubly weaponized: familiarity signals
truth to the recipient, and arousal drives them to share before analytic thinking can engage. This is the
architecture of a disinformation campaign — not a single lie, but a sustained pattern of emotionally arousing
repetition that overwhelms both the knowledge-checking and the deliberative-reasoning defenses.

5.6 The Sleeper Effect: Source Credibility Decays Faster Than Message
Content

A final mechanism deserves systematic treatment because of its specific relevance to disinformation from initially
low-credibility sources. The sleeper effect in persuasion research describes the paradox in which a message
delivered by a low-credibility source initially produces limited attitude change — but over time, produces more
attitude change than was observed immediately after exposure. The source's negative credibility signal decays faster
than the persuasive content of the message itself. ESTABLISHED

Pratkanis, Greenwald, Leippe, and Baumgardner (1988) conducted a series of 17 experiments to systematically
establish the conditions under which this effect occurs reliably, publishing their findings in the Journal of Personality
and Social Psychology. Their differential decay model proposed that the "discounting cue" — the negative source tag
(e.g., "this was reported by a disreputable outlet") — is highly salient at the time of exposure but is subject to

rapid forgetting, because it is processed less elaborately than the substantive message arguments. Strong, well-
structured message arguments are processed more deeply and maintain their attitudinal influence over a longer
retention interval.
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SLEEPER EFFECT: DIFFERENTIAL DECAY

Pratkanis et al. (1988) found across 17 experiments that reliable sleeper effects occurred when: (1) recipients
were induced to attend carefully to message content, (2) the discounting cue came after the message rather
than before it, and (3) source credibility was rated immediately after receiving the message. The key
mechanism is differential forgetting rates: the source tag (low credibility) fades at a faster rate than the
message arguments themselves, producing a temporal gap in which residual message influence exceeds the
discounted initial effect.

Source: Pratkanis, A. R., Greenwald, A. G., Leippe, M. R., & Baumgardner, M. H. (1988). In search of reliable

persuasion effects: III. The sleeper effect is dead. Long live the sleeper effect. Journal of Personality and Social
Psychology, 54(2), 203-218.

The disinformation application is direct. At time zero, a story published by a source the recipient recognizes as low-
credibility (a disreputable website, a known state-sponsored outlet) may be consciously dismissed. Over days or
weeks, the source association fades from memory while the narrative content persists. The recipient is later left with
the claim, shorn of its discrediting provenance, at elevated perceived credibility. This mechanism helps explain why
source provenance must be embedded within the message content itself — in the style of attribution journalism
rather than metadata — rather than signaled only through a link or a label that is more easily forgotten than the claim

it was meant to qualify.

| 5.7 The Mechanism Table: A Consolidated Reference

The six mechanisms reviewed in this chapter are summarized below with their primary sources, the specific
exploitation pathway each enables, and our assessment of evidentiary robustness. The table is intended as a working
reference for editorial and product teams at SI.

Mechanism Primary Source(s) How Disinformation Exploits It Robustness
lllusory Truth Hasher et al. (1977); Fazio Sustained repetition of a claim — even one ESTABLISHED — replicated
et al. (2015); Pennycook et labeled as disputed — inflates perceived across five decades, across
al. (2018) truth. Campaigns use this deliberately (the knowledge levels, across
"firehose" model). Labeling without disputed-label conditions.

suppression amplifies the effect.

Processing Fluency Reber & Schwarz (1999) Visually polished, high-contrast, ESTABLISHED — effect
aesthetically optimized false content is demonstrated with only
judged more credible than its shabby perceptual manipulation; no
counterpart. Design is a truth signal. repetition required.

Inattention / Lazy Pennycook & Rand (2019, Social media engagement primes are not ESTABLISHED — CRT-

Processing 2021) accuracy primes. Users share discernment link replicated;
misinformation because they were not believe/share gap
thinking about accuracy at the moment of documented; accuracy-prime
sharing — not because they evaluated the interventions work.

claim and agreed with it.

Motivated Reasoning Kunda (1990); Taber & Highly engaged, politically identified ESTABLISHED in high-
Lodge (2006) audiences rationalize congruent false engagement contexts.
beliefs and counterargue incongruent EMERGING evidence that
corrections. Sophistication amplifies the effect is smaller in low-
bias. Campaigns targeting high- engagement populations —
engagement partisans exploit this Pennycook & Rand findings
differential. suggest boundary conditions.
Continued Influence Johnson & Seifert (1994); Retracted claims persist in causal reasoning ESTABLISHED — CIE
Lewandowsky et al. (2012); unless replaced by an alternative replicated extensively; backfire
Ecker et al. (2022) explanation. A fact-check that only says effects largely failed to
"this is false" leaves a mental model gap replicate (Wood & Porter 2019;

the mind re-fills with the falsehood. Planting Ecker et al. 2022).
complex false causal narratives is more
resilient than planting simple factual errors.
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Mechanism Primary Source(s) How Disinformation Exploits It Robustness

Emotional Arousal & Berger & Milkman (2012); Anger- and anxiety-inducing content ESTABLISHED — virality-

Sharing Vosoughi et al. (2018) spreads further and faster than neutral or arousal link held across ~7,000
sad content, independent of truth value. NYT articles and independent
Campaigns that adopt outrage framing or replication in the 2018 Science
threat narratives are exploiting this spread analysis.
architecture, not merely being rhetorically
vivid.

Sleeper Effect Pratkanis et al. (1988) Source discreditation fades faster than ESTABLISHED — differential
message content. Content from initially- decay confirmed across 17
dismissed sources gains persuasive experiments; conditions for
traction over time as the source tag loses reliable occurrence specified.

salience. Citations to disreputable sources
can later function as anonymous
assertions.

| 5.8 Interaction Effects: How the Mechanisms Compound

The six mechanisms described above do not operate in isolation. A sophisticated disinformation operation —
whether state-sponsored or commercially motivated — will tend to exploit multiple mechanisms simultaneously,
producing compounding effects that are more resilient than any single mechanism would predict. Understanding
how they interact is essential for designing countermeasures that address the composite rather than the components.

Repetition x arousal. The most potent compound is sustained repetition of emotionally arousing content. Repetition
builds illusory truth through processing fluency; arousal drives sharing, producing more repetition; and the cycle
reinforces itself across the social network. The "firehose of falsehood" doctrine (Paul & Matthews, RAND, 2016) is the
deliberate application of this compound: volume x emotional intensity, repeated without commitment to
consistency, creating a sense of overwhelming evidence for claims that have no evidentiary basis.

Motivated reasoning x continued influence. In high-engagement partisan audiences, motivated reasoning ensures
that corrections are scrutinized more harshly than confirmatory claims, and the continued-influence effect ensures
that even successfully processed corrections leave residual false belief in the causal structure of the mental model.
This combination makes highly engaged partisan audiences the hardest populations to correct after initial exposure
— a finding that argues for prebunking (inoculation) over debunking as the primary strategy for that audience
segment. (Inoculation and prebunking are treated fully in Chapter 6.)

Processing fluency x sleeper effect. A well-designed false narrative — polished visual design, readable prose,
coherent causal structure — will generate higher initial credibility signals through fluency, and those signals persist
over time via the sleeper mechanism as the source tag fades. A false story from a disreputable outlet that is well
written and visually polished is more dangerous than a true story from the same outlet that is poorly formatted,
because the fluency advantage persists after the source discount decays.

Inattention x sharing. The believe/share gap documented by Pennycook and Rand (2021) means that much of the
network amplification of misinformation is not driven by believers but by people who have not stopped to evaluate
the claim at all. This effectively decouples spreading from believing, and means that even audiences who would
reject a claim if asked to evaluate it may be complicit in its propagation through inattentive sharing. Thisis a
structural feature of social media architecture as much as a cognitive feature of individual users.

| 5.9 The Boundary Conditions: What the Research Does Not Show

Intellectual honesty requires a chapter on cognitive vulnerability to state what the evidence does not establish, as
clearly as what it does. Several popular narratives about disinformation psychology overstate the evidence, and a
calibrated threat model must name them.

Backfire effects are not a general concern. The original Nyhan-Reifler "backfire effect" — corrections strengthening
false beliefs — has not replicated at scale. Wood and Porter's 52-issue, 10,100-subject dataset found no backfire
conditions. Ecker et al's 2022 review confirmed this revision. Fact-checkers and journalists should

not withhold factual corrections for fear of producing reactance in the general population. The effect

61



may exist in narrow, laboratory-specific conditions, but it is not a design constraint for evidence-based
communication. CONTESTED - LARGELY REFUTED AT SCALE

Echo chambers do not straightforwardly cause polarization. The structural argument that algorithmic sorting into
ideologically homogeneous information environments causes polarization is contested by behavioral evidence. The
Meta-2020 studies (Nyhan et al., 2023, Nature; Gonzalez-Bailén et al., 2023, Science) found that reducing like-minded
content exposure did not reduce political polarization — a direct test of the structural hypothesis that yielded a

null result. This does not mean algorithmic curation raises no concerns, but it does mean the causal pathway from
"echo chamber" to "radicalization via misinformation" is more complex and less direct than the popular narrative

implies. CONTESTED

Susceptibility is not uniform. The Budak, Nyhan, Rothschild, Thorson, and Watts (2024) review in Nature found that
exposure to misinformation is low and highly concentrated: a small minority of high-consumption, high-engagement
users accounts for the vast majority of misinformation exposure in the population. The cognitive mechanisms
documented in this chapter operate on a population-wide basis, but their practical salience in any given individual
depends heavily on how much misinformation they actually consume — and most people consume very little.

These qualifications do not undermine the chapter's core claims. The mechanisms are real and well established. They
do argue, however, for a threat model focused on documented high-exposure, high-harm incidents at the tails of the
distribution rather than a diffuse claim of societal-scale cognitive manipulation. That is the calibrated, evidence-
grounded posture SI News is designed to adopt.

| 5.10 Implications for Synthetic Insights

The cognitive mechanisms documented in this chapter have direct and specific implications for how SI must design
its editorial practice, its product architecture, and its internal AI defenses. They are not background theory — they
are actionable constraints.

Non-amplification as the editorial prior. The illusory truth effect means that repeating a false claim — even with a
correction label attached — provides the repetition the mechanism needs to build credibility. SI News's default
editorial stance must be non-amplification: if a claim does not clear the evidentiary bar, it should not appear in SI
News output at all, regardless of how prominent it has become elsewhere. The decision to cover a piece of
misinformation must be made with full awareness that coverage constitutes an exposure event, and multiple
exposures compound the effect.

Alternative explanations are mandatory in corrections. The continued-influence effect research (Johnson & Seifert
1994; Lewandowsky et al. 2012) establishes that effective corrections require an alternative causal narrative. SI's fact-
checking and correction practice must embed this as a structural requirement: "that claim is false" is not a complete
correction. "That claim is false, and here is what actually explains the event" is the minimum viable correction.

The alternative explanation does not need to be exhaustive — it needs to fill the causal gap in the recipient's

mental model.

Calibrate product design to the audience's engagement level. The dual-process evidence establishes that the
inattentive majority and the engaged partisan minority require different approaches. For the inattentive majority —
most news readers — the design priority is salience of accuracy at the moment of decision: accuracy prompts at share
points, provenance signals in article metadata, and friction at high-uncertainty moments. For the engaged, high-
identity minority — the most likely target of coordinated influence operations — prebunking and inoculation

at the technique level (not the claim level) is the more robust intervention. These are complementary tracks,

not alternatives.

Design defensively against the sleeper effect. SI's reporting must embed source provenance within the body of the
text, not only in metadata, links, or labels. A reader who encounters an SI story about claims originating from a low-
credibility source must be left with the source quality woven into the claim itself — "the assertion, which originated
with [assessed-low-credibility outlet] and has not been independently verified..." — not merely with a linked
attribution that will be forgotten before the claim is.

The same mechanisms apply to SI's AL The continued-influence effect, illusory truth, and processing fluency operate
on any reasoner that depends on prior input for its judgments — including large language models. An LLM that has
been repeatedly exposed to a false claim in its training data or context window will exhibit the same fluency-based
credibility inflation as a human subject. This is the cognitive-science grounding for SI's Indicators of Manipulation
layer (treated in depth in Chapter 6 and Part III): the epistemic vulnerabilities documented in humans are not
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uniquely human, and the same architectural principles that protect a human news editor from manipulation —
provenance-first, alternative-explanation-required, non-amplification — must be implemented as engineered

constraints in SI's AI systems.

The mechanisms described in this chapter are not theoretical liabilities to be noted and filed. They are the
adversary's actual tools, documented to the standard of peer-reviewed replication, with known operating conditions
and known points of failure. Building an information institution that takes them seriously is not overcorrection — it
is the minimum viable epistemic architecture.

63



PART II - HOW MANIPULATION WORKS - 86

The Defenses That Work — Inoculation,
Prebunking & Accuracy

Chapter 5 mapped the vulnerabilities — the cognitive machinery that makes us susceptible to manipulation.
This chapter maps the repairs: the interventions that the experimental literature has tested at scale, the
effect sizes they actually deliver, and what that means for how Synthetic Insights builds.

| 6.1 Why the Standard Toolkit Fails

The instinct to fight misinformation by correcting it is deeply human and almost right. When someone states a
falsehood, the natural counter-move is to produce the truth. Democracies have institutionalized this instinct:
professional fact-checking organizations proliferated through the 2010s, platform labels appeared on disputed
content, and media-literacy curricula spread through school systems. These efforts are not worthless. But the honest
accounting of the evidence reveals persistent structural weaknesses that cannot be patched by doing them harder.

The first structural problem is timing. Misinformation spreads; correction chases. Vosoughi, Roy, and Aral's
landmark 2018 Science study demonstrated that false news reaches audiences six times faster than accurate news, and
at greater breadth and depth (Vosoughi, Roy & Aral 2018). By the time a professional fact-check is published —
typically hours to days after viral spread — the claim has already been encountered, encoded, and in many cases
shared by the audiences most likely to act on it. The correction is structurally downstream.

The second problem is the continued-influence effect: misinformation does not release its grip on reasoning simply
because a correction is delivered and accepted. Johnson and Seifert (1994) established the basic phenomenon;
Lewandowsky, Ecker, and colleagues formalized it across a decade of subsequent work (Lewandowsky et al. 2012,
Psychological Science in the Public Interest; Ecker et al. 2022, Nature Reviews Psychology). Even people who correctly recall
that a claim was corrected continue to use the original misinformation as evidence in downstream inferences —
because the misinformation filled a causal role in a mental model, and a bare retraction leaves that slot empty. The
correction must supply an alternative explanation, or the old explanation persists. This is not pathologys; it is
ordinary cognitive architecture.

The third problem is reach asymmetry. Fact-checks tend to be read by people who already distrust the content being
checked; the audiences most exposed to misinformation — those whose social networks circulate it densely — are the
least likely to encounter, seek out, or accept a correction (Pennycook & Rand 2019, Cognition). Studies of media-
literacy interventions show similar reach limitations: an intervention that improved discernment by 17% in an
educated online sample in India did not produce a statistically significant effect in a representative rural sample in
the same country, where social media use and the assumed educational scaffolding differed substantially.

The fourth problem — often the most counterintuitive — is that repeated exposure to a false claim, even in the context
of labeling it as false, can strengthen the claim's apparent credibility through the illusory truth effect. Hasher,
Goldstein, and Toppino (1977) documented the original phenomenon; Fazio et al. (2015, Journal of Experimental
Psychology: General) showed that knowledge does not reliably protect against it; Pennycook, Cannon, and Rand (2018,
JEP:G) demonstrated that a single prior exposure raises perceived accuracy of fake headlines even when participants
had been told the claim was disputed. The platform-labeling paradigm — show the false claim prominently with a
label below — thus carries an inherent structural tension: the label may not fully neutralize the familiarity boost
from the exposure.

THE LIMITS OF LABEL-AND-SHOW

Displaying a false claim — even with a "disputed" or "false" label — can raise the claim's perceived credibility
through the illusory truth effect. The safest correction architecture: lead with the fact, minimize repetition of
the myth, and supply an alternative causal explanation. "Label-and-show" is not a neutral act.
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None of this means corrections should be abandoned. The evidence reviewed in §6.4 below shows that well-designed
corrections — those that follow best-practice architecture — genuinely reduce belief in false content (Ecker et al.
2022). The "backfire effect," in which corrections paradoxically strengthen the original belief, has largely failed to
replicate at scale; Wood and Porter (2019, Political Behavior) exposed 10,100 subjects to corrections across 52 contested
political issues and found corrections reliably moved beliefs in the right direction, even for identity-congruent
claims. Corrections work. The problem is that they are not enough, and they arrive too late to be the primary line

of defense.

The evidence points toward a different architecture: build resistance before the attack lands. This is the logic

of inoculation.

| 6.2 Inoculation Theory: Origin and Mechanism

The analogy between medical immunization and attitudinal resistance predates the disinformation era by six
decades. William J. McGuire introduced inoculation theory in the early 1960s and formalized it in a landmark 1964
chapter, drawing on a precisely calibrated medical metaphor: just as a weakened pathogen stimulates the immune
system to build antibodies against a later, stronger infection, a weakened persuasive attack — presented alongside a
refutation — stimulates cognitive defenses against a later, stronger manipulation attempt.

The mechanism has two essential components. The first is threat: the preemptive warning that the person's beliefs or
judgment may be targeted by manipulation. This motivates defensive cognition — it creates the psychological
motivation to resist, rather than passively process, what follows. The second is refutational preemption: specific
counterarguments are raised and refuted in advance, so the person has pre-loaded rebuttals available when the
attack arrives. Together, these components build what the literature calls attitudinal resistance — a raised threshold for
manipulation that persists after the inoculation treatment is no longer present. ESTABLISHED

McGuire's original work was conducted in what he called the "cultural truism" domain — statements so widely
accepted (e.g., "you should brush your teeth after every meal") that they had never needed defending and had
developed no natural resistance to attack. His insight was that uncontested beliefs are the most vulnerable: they are
held with high confidence but supported by no practiced defense. The more consequential modern application is in
the domain of manipulation techniques: rather than inoculating against specific false claims (which are infinite and
unpredictable), the technique-level approach inoculates against the logical and rhetorical structures that produce
false claims across many domains. ESTABLISHED

This distinction — technique-level versus claim-level inoculation — is the central intellectual contribution of the
modern prebunking literature, and it resolves a core scalability problem. Debunking individual false claims

is a Sisyphean task; inoculating against emotional manipulation, false dichotomies, ad hominem attacks, and
scapegoating as cognitive patterns builds transferable resistance to new claims the inoculated person has never
seen before.

| 6.3 The Prebunking Evidence: From Lab to Platform Scale

The Bad News Game (Roozenbeek & van der Linden, 2019)

The first major evidence for gamified, technique-level inoculation at scale came from the Bad News game, developed
at the University of Cambridge and described in Roozenbeek and van der Linden (2019, Palgrave Communications). The
game inverts the usual epistemic posture: rather than identifying false content from the outside, players assume the
role of a disinformation producer, learning — and therefore recognizing — the six manipulation techniques that
underlie most political misinformation: impersonation, emotional manipulation, conspiracy, discrediting
opponents, trolling, and polarization.

In a pre-post design with approximately 15,000 self-selected participants, gameplay significantly reduced rated
reliability of fake news headlines and increased confidence in assessing news credibility. The effect was largest for
participants who entered the study most susceptible to misinformation — precisely the group intervention is most
needed for. Critically, the game improved judgment on fake headlines the participants had never seen during
gameplay, providing evidence of transferable resistance — the defining advantage of technique-level over claim-level
inoculation. ESTABLISHED

65



FINDING

Players of Bad News rated fake news headlines as significantly less reliable post-game than pre-game, with
the largest improvements among those initially most susceptible. Crucially, the improved discernment
transferred to headlines not encountered during gameplay — evidence that technique recognition, not claim
recall, is the active mechanism.

Source: Roozenbeek & van der Linden (2019), Palgrave Communications. N = 15,000, pre-post design

A limitation of the 2019 study is the self-selected sample: participants who choose to play a news-literacy game are
not a representative cross-section of information consumers. The study's pre-post design also cannot rule out order
effects or regression to the mean. Subsequent work addressed both concerns.

The YouTube Field Trial (Roozenbeek, van der Linden, Goldberg, Rathje & Lewandowsky, 2022)

The central evidence for prebunking at platform scale is a randomized field experiment published in Science Advances
in August 2022 — the largest study of its kind, and the first to test psychological inoculation as a paid advertising
campaign on a major social media platform. Jon Roozenbeek, Sander van der Linden, Beth Goldberg, Steve Rathje,
and Stephan Lewandowsky partnered with YouTube to deploy short prebunking videos as advertisements targeted at

U.S. consumers of political news.

Five videos were produced, each addressing a distinct manipulation technique: emotionally manipulative language,
incoherence, false dichotomies, scapegoating, and ad hominem attacks. The videos were short (under two
minutes), entertaining, and did not engage any specific political claim — they taught people to recognize the
pattern, not the content. The campaign reached approximately five million people. Roughly one million watched the
videos. ESTABLISHED

FIELD EVIDENCE

Post-exposure surveys conducted approximately 18 hours after viewing showed that users who watched the
prebunking videos correctly identified manipulative content at significantly higher rates than controls. The
intervention improved users' ability to recognize manipulation at a cost of at most US$0.05 per view —
comparable to or cheaper than many digital public-health campaigns. The effect persisted through the 18-
hour follow-up window, indicating durable resistance, not a flash of attention that immediately dissipated.

Source: Roozenbeek, van der Linden, Goldberg, Rathje & Lewandowsky (2022), Science Advances, Vol. 8, Issue 34
(ab06254). N = 5.4 million exposed; ~1 million viewers; randomized field design on YouTube.

5.4M <$0.05 ~18 hrs 5

USERS REACHED COST PER VIEW EFFECT PERSISTENCE TECHNIQUE CLASSES

YouTube advertising Competitive with digital Durable discrimination Emotional manipulation,

campaign, U.S. political public-health advertising. improvement at post- incoherence, false

news consumers. exposure follow-up. dichotomies, scapegoating,
ad hominem.

The significance of this study is not just its scale. It is the first demonstration that technique-based inoculation
transfers out of the lab, survives real-world deployment conditions (where attention is low, motivation is absent, and
content competes with everything else in a social media feed), and can be delivered at a unit cost that makes societal-

scale rollout economically feasible.

The 2025 Signal Detection Meta-Analysis

The cumulative evidence for inoculation has now been formally synthesized using a more rigorous analytical
framework than earlier meta-analyses allowed. Simchon, Zipori, Teitelbaum, Lewandowsky, and van der Linden
(2025, Current Opinion in Psychology) re-analyzed 33 inoculation experiments (combined N = 37,075) using Signal
Detection Theory (SDT) within a hierarchical Bayesian framework.
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The SDT approach is methodologically important: it separates discrimination ability (the capacity to distinguish true
from false content) from response bias (a general tendency to rate more content as false, regardless of actual
veracity). This distinction matters for the generalized-distrust critique — the argument that prebunking interventions
might "work" by making people broadly suspicious rather than genuinely more discerning. If inoculation raised
discrimination ability but also raised response bias, the net effect would be a population that correctly rejected more
falsehoods but also incorrectly rejected more truths — a poor social epistemic outcome even if the measured
"accuracy" metric looked positive.

The meta-analysis found that inoculation interventions — both gamified and video-based — consistently improved
discrimination ability without significantly increasing response bias. In other words: prebunked participants got
better at telling true from false, not just more skeptical of everything. This finding directly addresses the most
credible critique of large-scale inoculation programs — that they risk eroding appropriate trust in legitimate

institutions alongside corrosive distrust in propaganda. The evidence says they do not. ESTABLISHED

Analytical honesty requires noting a competing 2025 meta-analysis (IPD network meta-analysis, 30 independent
experiments) that reached a different conclusion: prebunking interventions showed no significant improvement in
discrimination ability but produced a stricter discrimination criterion — making individuals more likely to judge
information as false overall. This second analysis and the Simchon et al. analysis diverge in methodology and their
included study sets; the field has not yet resolved this disagreement. We assess with moderate confidence that the
balance of evidence favors the discrimination-improvement interpretation, particularly given the convergence with
the YouTube field-trial results, but the contested-meta-analysis picture warrants tracking as the literature develops.
CONTESTED — TWO COMPETING 2025 META-ANALYSES

Prebunking outperforms debunking on the structural metrics that matter most: it acts before spread
occurs; it confers transferable resistance across claim domains; it improves discrimination without
generalized distrust; and at platform scale it costs roughly $0.05 per person. Debunking can correct beliefs

in a person already exposed — but it cannot recover the social epistemic ground lost during the spread
window. A defense posture that relies primarily on correction is structurally downstream of the threat.

| 6.4 Accuracy Prompts: The Attention-Nudge Evidence

A separate but complementary body of work asks a narrower question: what happens if you simply remind people to
think about accuracy before they share? The insight comes from the "lazy, not biased" model of misinformation
susceptibility developed by Gordon Pennycook and David Rand (2019, Cognition; 2021, Trends in Cognitive Sciences).
Their central finding is that the dominant driver of false-news sharing is not partisan identity but inattention: people
share things without engaging reflective cognition, and when the accuracy question is made salient, sharing quality

improves across partisan lines.

The landmark field experiment is Pennycook, Epstein, Mosleh, Arechar, Eckles, and Rand (2021, Nature). In a study
combining surveys and a live Twitter intervention, the researchers asked a sample of users to rate the accuracy of a
single, politically neutral headline. This one-time prompt — with no follow-up, no instruction to share or not share,
no content about misinformation — subsequently improved the quality of content those users shared: they were
more likely to share true headlines and less likely to share false ones. The effect manifested not because accuracy-
primed users shared more true content, but primarily because they shared less false content — a 10-15% reduction in
false-news sharing intentions in survey conditions.
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FIELD EXPERIMENT

A single unsolicited accuracy question — asking one Twitter user to rate the accuracy of one unrelated
headline — improved the accuracy of subsequent sharing in a randomized field design. The intervention
required no instruction to change behavior, no persuasion, and no content about misinformation itself. It
functioned by making an accuracy norm salient at a moment when the platform's default environment does
not invoke it.

Source: Pennycook, Epstein, Mosleh, Arechar, Eckles & Rand (2021), Nature, 592(7855), pp. 590-595.

Pennycook and Rand (2022, Nature Communications) subsequently meta-analyzed 20 experiments using the accuracy-
prompt paradigm (total N = 26,863, collected 2017-2020). The meta-analysis confirmed that accuracy prompts
increased sharing discernment — the relative tendency to share true over false headlines — primarily by reducing
false-news sharing by approximately 10% relative to control. The effect did not significantly differ by political content
versus COVID-19 content, and it did not significantly decay across successive trials within a session.

ESTABLISHED — 20-EXPERIMENT META-ANALYSIS

The replication caveat. This evidence base warrants honest qualification. Roozenbeek, Freeman, and van der Linden
(2021, Psychological Science) conducted a preregistered direct replication of the earlier Pennycook et al. (2020) study.
The first stage of their replication (n = 701) did not produce a significant effect (p = .67). After collecting a second wave
of data (n = 882, pooled N =1,583), a significant but substantially attenuated effect emerged (treatment effect
approximately half the size of the original). The replication authors concluded that the accuracy-nudge effect is real
but smaller and less reliable than the early headline findings suggested — and that the mechanism (accuracy-salience
moderating sharing intentions through perceived headline accuracy) requires more precise elucidation.

Separately, a 2022 letter meta-analysis argued that accuracy nudges have little to no effect for U.S. conservatives
specifically, suggesting the effect may be heterogeneous across partisan identity in ways the original
studies underweighted.

The SI posture on accuracy prompts, then: the effect is real; it is modest; it generalizes across headline topics and
participant demographics in the full Pennycook-Rand meta-analysis; but it is sensitive to implementation and the
replication landscape is more mixed than the Nature headline implies. It is a genuine tool, not a panacea, and its main
practical value is its low cost: it requires no education, no game, no sustained engagement — just a well-placed
question at the moment of a sharing decision. ESTABLISHED - CAVEAT ON EFFECT MAGNITUDE

| 6.5 Correction Best Practice: The Architecture of Effective Debunking

Even with a prebunking-first posture, corrections remain necessary. Not every false claim can be anticipated; some
will spread before any preemptive intervention reaches the relevant audience; and there will always be a population
that was not inoculated in advance. The Debunking Handbook 2020 — authored by Lewandowsky, Ecker, Cook, and
seventeen co-authors — represents the field's consensus distillation of effective correction practice, built from two
decades of experimental and observational evidence. Its core prescriptions are as follows.

Lead with the fact, not the myth

The single most consistent finding in the correction literature is that leading with the misinformation — "The claim
that vaccines cause autism is false" — amplifies the myth through the exact familiarity mechanism described in §6.1.
The misinformation becomes the first and most prominent piece of information processed. Best practice: state the
accurate information first, prominently and memorably, before even acknowledging the false claim exists. If the
myth must be named, name it briefly, clearly flag it as false, and then return to the fact. The Handbook's
recommendation is unambiguous: the core truth should be the headline; the myth, if referenced at all, is the

footnote. ESTABLISHED

Supply an alternative explanation

This prescription follows directly from the continued-influence effect. Misinformation persists because it fills a
causal role in a mental model: it explains why something happened, who was responsible, what the mechanism was.
A bare retraction — "that claim was false" — removes the explanation without replacing it, leaving a cognitive gap that
the original misinformation re-occupies because it is the only available causal story. The correction must provide a
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plausible alternative: if the claim that substance X caused outcome Y is false, the correction should supply what
actually caused Y, or at minimum why the X-causes-Y story is structurally implausible. Without this, the correction
fails not because the person doesn't believe it, but because they have no coherent mental model to hold in its
place. ESTABLISHED

The "overkill backfire" warning did not replicate

An earlier version of correction theory — prominent in the original 2011 Debunking Handbook — warned of an
"overkill backfire effect": the concern that too much corrective information might overwhelm the reader,
paradoxically reinforcing the myth. This warning has not replicated in large-scale studies. Wood and Porter (2019),
across 52 contested political issues and 10,100 subjects, found no evidence that more detailed corrections were less
effective than brief ones. The Debunking Handbook 2020 revised this advice accordingly. The practical implication:
do not omit evidence or argument from a correction out of fear of cognitive overload; thorough and well-organized
corrections are preferable to sparse ones. ESTABLISHED (REVERSAL OF PRIOR CONCERN)

Simplicity, clarity, and tone

The Handbook's remaining prescriptions are less theoretically novel but practically load-bearing: use plain language;
avoid jargon; use concrete examples rather than abstract assertions; keep sentences short; use visuals where they
clarify rather than decorate; avoid condescending or adversarial framing, which activates identity-protective
cognition and reduces receptivity. Where the correction is aimed at an audience with strong prior beliefs in the
misinformation, framing the correction in terms of shared values or goals (rather than as an assault on the
misinformed belief) increases uptake.

A note on fact-checkers specifically: the evidence does not support the intuitive concern that fact-checker labels are
distrusted by partisans who oppose the outlet doing the checking. Experiments have found that warning labels from
fact-checkers reduce belief in and sharing of false posts even among those who highly distrust fact-checkers —
though the effect size is smaller for high-distrust individuals. The structure of the correction (what it says and how it
is formatted) appears to matter more than the source label alone.

| 6.6 WhatDoes Not Reliably Work

Honest accounting requires stating plainly what the evidence does not support, even where the intuition is powerful
and the political will is present.

Intervention Evidence problem Status

Label-and-show warning systems The "disputed" label is widely used but experimentally CONTESTED
weak — it can paradoxically legitimize unlabeled
content via the "implied truth effect" (Pennycook et al.
2020: unlabeled false headlines rated as more
credible when other headlines are labeled). Explicit
"FALSE" labels are stronger, but the labeling-rate
asymmetry problem persists.

Generic media-literacy curricula Effects are modest, slow to produce, sensitive to WEAK EVIDENCE
educational infrastructure, and show significant decay
over time without reinforcement. Effects generalize
poorly to populations not already motivated to
engage. No evidence of durable population-level
impact at the scale of the problem.

Reactive fact-checking for Corrections move beliefs in the right direction, but WORKS — STRUCTURAL LIMITS ON IMPACT
already-spread claims timing means most spread has occurred before the

fact-check publishes. Audience-reach asymmetry

means the correction most often reaches people who

already doubt the claim.
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Intervention Evidence problem Status

Reducing algorithmic amplification The 2023 Meta studies (Nyhan et al., Gonzélez-Bailon DOES NOT RELIABLY REDUCE BELIEF
alone et al.) showed that reducing algorithmically

recommended like-minded content did not reduce

polarization. Content-supply interventions do not

reliably change the beliefs people hold.

The backfire effect as correction The fear that corrections would strengthen false MOSTLY REFUTED
risk beliefs has not replicated. Corrections generally work.

Practitioners can correct without fear of rebound —

though identity-protective framing still warrants

attention.

The pattern across the non-working interventions is instructive: they tend to act on content (labeling, removing,
reducing reach) rather than on cognitive architecture (building discrimination, redirecting attention). Content-level
interventions are caught in Brandolini's asymmetry — the supply of manipulative content vastly exceeds the capacity
to address it case by case. Cognitive-level interventions scale differently: once a person's discrimination ability is
improved, it applies to all future content at zero marginal cost per encounter.

| 6.7 Inoculating the Al Stack

The mechanisms in this chapter are framed as human-cognitive interventions, but their logic extends to any reasoner
whose inputs can be curated. Chapter 14 addresses machine-side defenses in full; one connection warrants noting

here because it links the human and machine architectures at the level of principle.

Technique-level inoculation works for humans because it builds a prior that certain rhetorical patterns are
manipulation signals, enabling the reasoner to notice and flag the technique before evaluating the claim. The analogy in
Al systems is a detection layer that recognizes the structural fingerprints of manipulation — emotional escalation,
false dichotomy, scapegoating, agent impersonation — in retrieved content or prompt inputs, and tags them before
downstream reasoning treats them as reliable inputs. The human doesn't need to know the specific claim is false;
they need to recognize the technique. The Al system doesn't need a claim-level truth database; it needs a technique-
level indicator layer. One capability, two implementations. The full technical architecture belongs to Chapter 14; the
point here is that the science of human prebunking and the engineering of manipulation-resistant AI systems share a

deep structural premise.

| 6.8 Implications for Synthetic Insights

The evidence in this chapter is not merely descriptive — it is a product specification. The interventions that work are
the mechanics SI can embed natively into its editorial and product architecture. Four concrete implications follow.

Technique-labeling as editorial framing. SI News articles that cover manipulative content should name the
technique in use, not just the claim. Calling a narrative an instance of scapegoating, false dichotomy, or emotionally
manufactured urgency is not editorializing — it is technique-level inoculation applied to news framing. This is
distinct from claim-level fact-checking; it is analytic labeling of the rhetorical architecture. It builds reader resistance
that transfers to the next encounter with that technique, from any source. It also fulfills the SI "analysis, not
synthesis" mandate: we describe how the manipulation works; the reader applies the judgment. The Bad News game,
the YouTube RCT, and the Simchon meta-analysis all confirm that this transfer of technique recognition is the active
mechanism. SI News should build it in as a native layer.

Accuracy-prompt as a native reading behavior. The Pennycook-Rand effect operates by making the accuracy norm
salient at the moment of engagement. SI's reading interface can build this in without a separate feature: a question
asked at the start of reading ("How accurate do you think news about [topic] typically is?"), or at the moment of
sharing, installs the cognitive orientation that the experiment showed improves subsequent information quality. The
effect is modest — a 10% reduction in false-sharing intentions, not a dramatic overhaul — but it costs nothing and
requires no change in the reader's beliefs or media literacy. It is architecture, not persuasion.

Alternative-explanation rule for every correction. SI's correction practice — whether in published fact-checks, editor
notes, or Al-generated summaries — must include an alternative causal explanation whenever it removes a false one.
"The claim that X caused Y is unsupported" leaves a cognitive gap. "The claim that X caused Y is unsupported; the best
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available evidence attributes Y to Z, because [brief mechanism]" closes it. This is not a length requirement; it is a
structural requirement. Every correction should answer not just "what is false" but "what fills the explanatory role

the false claim occupied."

Inoculating the AI stack against technique classes. As §6.7 previews and Chapter 14 develops: the same logic of
technique recognition that builds human prebunking resistance should be implemented as a detection layer in SI's AI
pipeline. Retrieved documents, ingested news, and user-provided context should be screened for manipulation-
technique fingerprints before being routed into the reasoning context of the coordinating agent, the
editorial/research agent, or any other SI agent. Inoculation theory tells us why this is the right architecture: pre-
exposure to the technique structure, with a refutation or flag, creates resistance that applies broadly rather than
requiring claim-by-claim detection. A technique-classifier applied at the RAG boundary is the machine-cognition
homolog of a prebunking video delivered before the targeted content arrives.

THE SI DESIGN PRINCIPLE

Prebunking scales; debunking chases. The evidence supports a defense architecture that acts before
manipulation lands — in readers through technique-labeling and accuracy-norm installation, in the AI stack
through technique-level filtering at context boundaries. The corrections capability remains necessary but
should be understood as the second line, not the first.

The cumulative reading of this chapter's evidence is demanding but clarifying. There is no single high-efficacy
intervention that solves the human side of the manipulation problem at scale. Inoculation is the best-evidenced
primary defense, with real-world validation at the $0.05-per-person cost point. Accuracy prompts are a reliable
secondary mechanism with modest but reproducible effects. Correction remains necessary and generally works
when properly constructed. The defenses that fail are almost uniformly those that try to act on manipulative content
case by case, arriving after spread, without building the discriminative capacity that allows a reader — or an Al
system — to recognize the next attack before it is encountered in the wild. That capacity, not any given corrective act,
is the moat.
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PART II - HOW MANIPULATION WORKS - 87

Diffusion at Scale — The Network Science of
Spread

False information does not simply exist in the world; it travels — farther, faster, and deeper than truth,
propelled not by machines but by the curiosity and emotion of ordinary people. Understanding the
mechanics of that journey is the precondition for any credible defense.

The propagation of false content through social networks is governed by identifiable structural laws:
novelty and high-arousal emotion drive human sharing; bots manufacture the early social proof that seeds
algorithmic amplification; homophily clusters audiences into pre-receptive communities; and weak ties
carry novel falsehood across those clusters before any correction can follow. These are not accidents of

platform design — they are properties of information diffusion that organized actors exploit at industrial

scale. Defending against manipulation requires understanding this machinery at the level of mechanism,
not metaphor.

| 71 The Empirical Record: What the Data Actually Show

The most consequential single study of online misinformation diffusion is Vosoughi, Roy, and Aral's 2018
investigation published in Science, covering 126,000 verified rumor cascades spread by approximately three million
people on Twitter across an eleven-year period from 2006 to 2017. esTasLIsHED The study's findings are stark and hold
after controlling for the age of accounts, network structure, and activity level of users involved.

FINDING

False news cascades reached 1,500 people approximately six times faster than true news cascades. The top
one percent of false news diffused to between 1,000 and 100,000 people, while true news rarely diffused
beyond 1,000 people. False political news was the most virulent category: it reached more than 20,000 people
nearly three times faster than all other categories of false news reached 10,000 people. False news was
retweeted approximately 70 percent more than true news across the full dataset.

Source: Vosoughi, Roy & Aral (2018), Science 359:1146-1151.

The most counterintuitive — and policy-consequential — finding concerns causation. Vosoughi and colleagues
explicitly tested whether automated accounts (bots) drove the differential spread. They did not. After removing all
identified bot activity from the dataset, false news still spread significantly farther and faster than truth. The authors
conclude that the information quality differential is not a bot artifact; it is a human behavior artifact. The mechanism
they identify is novelty: false news, on average, was measurably more novel than true news (as measured by
information similarity to prior tweets a user had seen), and novelty is a reliable predictor of sharing. ESTABLISHED

The emotional texture of false news reinforces the novelty effect. Reply analysis showed that false stories generated
significantly higher rates of surprise, fear, and disgust in audience responses, while true stories generated more
anticipation, sadness, joy, and trust. High-arousal negative emotions are well-documented drivers of sharing
behavior (Berger & Milkman 2012), and the emotional profile of false content is structurally better adapted to the
sharing environment than the emotional profile of true content. This is not a conspiracy; it is a fitness advantage that
emerges from the architecture of attention economics.
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Falsehood diffused significantly farther, faster, deeper, and more broadly
than the truth in all categories of information, and the effects were more
pronounced for false political news than for false news about terrorism,
natural disasters, science, urban legends, or financial information.

— Vosoughi, Roy & Aral (2018), Science

The Lazer et al. (2018) Science review, co-authored by sixteen researchers across computational social science,
political science, and communication, situates this finding within a broader research agenda and calls for systematic
study of the institutional, cognitive, and technological conditions that enable fake news. estasLIsHED That review's
most important framing contribution is the recognition that the problem is not discrete — it is structural: the same
information environment that enables rapid true-information diffusion enables rapid false-information diffusion,
and interventions that suppress one risk suppressing the other.

6x

FASTER REACH

False news reached 1,500
users six times faster than
true news in the Vosoughi
et al. dataset.

70%

RETWEET PREMIUM

False news was retweeted
approximately 70% more
than true content across
126,000 cascades.

8l

COUNTRIES AFFECTED

Organized social media
manipulation campaigns
documented in 81 countries
by the Oxford Oll 2020
inventory.

Early

BOT OVER-
REPRESENTATION

Shao et al. (2018) found
bots heavily over-
represented among the first
sharers of low-credibility

content — before human
amplification takes over. No
precise multiplier is stated
in the paper.

| 7.2 The Bot's Role: Seeding, Not Driving

If humans are the primary drivers of false-content spread by volume, what role do automated accounts actually play?
Shao, Ciampaglia, Varol, Yang, Flammini, and Menczer (2018), published in Nature Communications, provide the most
rigorous answer to this question. Their analysis covered 14 million messages spreading 400,000 articles on Twitter
across ten months in 2016 and 2017, using the Hoaxy platform to track article-level diffusion and the Botometer
classifier to distinguish automated from human accounts. ESTABLISHED

FINDING

Bots were heavily over-represented among the first sharers of low-credibility content — appearing in the early
diffusion chain at rates disproportionate to their overall presence in the network. They also
disproportionately targeted high-follower users through replies and mentions, accelerating exposure among
the most connected nodes. Critically, the study found that human users subsequently reshared content that
had been seeded by bots, suggesting that bots manufacture the early "social proof" — the appearance of
organic interest — that triggers algorithmic promotion and human engagement.

Source: Shao, Ciampaglia, Varol, Yang, Flammini & Menczer (2018), Nature Communications 9:4787.

The Shao et al. finding reframes the analytical question. Rather than asking "do bots spread misinformation?" —a
question whose answer is a qualified yes — the more precise question is: at what point in the diffusion process do
bots intervene, and how does that intervention shape the subsequent human response? The answer is: bots
intervene earliest, when content is most malleable to social signals. They supply a false prior. A human seeing a piece
of content that has already been shared hundreds of times processes it differently than a human seeing the same
content with zero shares. The bot's contribution is not the retransmission — it is the manufactured signal of
credibility that precedes human judgment.

This mechanism has important implications for platform design and for detection. Algorithmically amplified content
is surfaced to more users in part based on early engagement signals. If bots systematically bias those early signals
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toward low-credibility content, the algorithm becomes an unwitting amplifier — not because its logic is wrong, but
because its input data is poisoned. The downstream amplification is, in structural terms, a form of indirect
manipulation: the manipulation target is not the end user but the recommendation engine that mediates between
content and user.

ANALYTIC PRECISION REQUIRED

The Vosoughi and Shao findings are frequently cited as evidence of opposite claims — one that humans drive
spread, one that bots do. Both are correct at their respective levels of analysis. Bots disproportionately seed
low-credibility content in the critical early window; humans disproportionately sustain and amplify it
thereafter. Conflating the two phases misassigns both responsibility and the appropriate intervention.
Platform-level bot-suppression is necessary but not sufficient; it addresses the seeding problem without
addressing the human novelty-and-emotion dynamic that sustains diffusion.

7.3 Structural Preconditions: Homophily, Weak Ties, and the Topology of
Susceptibility

The differential spread of false content does not happen in a structurally neutral network. It happens in a network
shaped by decades of social forces that create both the clusters into which false content first diffuses and the
channels by which it crosses between them. Two foundational structural insights from sociology are load-
bearing here.

Homophily: The Clustering Precondition

McPherson, Smith-Lovin, and Cook's (2001) landmark review in the Annual Review of Sociology — "Birds of a Feather:
Homophily in Social Networks" — documents that social networks are not random. People connect preferentially
with others who share characteristics: race and ethnicity create the strongest divides, with age, religion, education,
occupation, and gender following in roughly that order. EstaLISHED Personal networks are systematically
homogeneous with respect to sociodemographic and attitudinal characteristics. Ties between dissimilar individuals
dissolve at higher rates, reinforcing clustering over time. The mechanism is not necessarily conscious: geographic
proximity, shared institutions, and isomorphic social positions all create structural conditions in which homophilous
ties preferentially form.

For information diffusion, homophily has a specific consequence: it creates audiences pre-sorted by prior belief,
identity, and information diet. A false claim that is congruent with the worldview of a homophilous cluster faces
lower threshold resistance within that cluster than the same claim would face in a heterogeneous audience. This is
not because cluster members are less intelligent or more credulous — it is because motivated reasoning is a normal
response to identity-threat, and homophily organizes people into communities where identity-congruent false claims
are more likely to appear. estasLIsHED (Kunda 1990; Taber & Lodge 2006)

STRUCTURAL INSIGHT

Homophily does not cause susceptibility to misinformation by making people more partisan. It causes
susceptibility by concentrating the population of likely sharers. A false claim optimized for a specific
community's priors will find a dense, highly connected cluster of potential first-movers before it
encounters the first skeptic. Clustering precedes diffusion; the map of social similarity is the map of
propagation potential.

Weak Ties: The Cross-Cluster Bridge

If homophily creates clusters, it would also seem to contain information within them — a claim resonant in one
community might never reach another. Mark Granovetter's (1973) foundational paper in the American Journal of
Sociology, "The Strength of Weak Ties," resolves this apparent paradox. EsTasLIsHED Granovetter demonstrated that
the weak ties connecting acquaintances and loose social contacts — rather than the strong ties binding close friends
and family — are the primary channels by which novel information crosses between otherwise disconnected
clusters. Strong ties connect people who already share networks; weak ties bridge people who do not.
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The implication for misinformation diffusion is direct. A false claim that saturates one homophilous cluster still
requires a bridge to reach the next. That bridge is built from weak ties: the acquaintance who bridges two social
worlds, the cross-cutting follower relationship, the shared institutional affiliation that connects otherwise separate
communities. False news that achieves critical mass in one cluster and then bridges into adjacent clusters through
weak-tie networks can achieve the cascade structure Vosoughi et al. observed — reaching diverse audiences in waves
rather than all at once. The novelty of the content to each new cluster as the cascade propagates helps explain why
false news retains sharing momentum across the diffusion trajectory: each new audience encounters it fresh.

Diffusion S-Curves and the Role of Opinion Leaders

Everett Rogers' Diffusion of Innovations framework, first developed in 1962 and refined through five editions, provides
the macro-level structure. Adoption of a new idea — or a new falsehood — follows a characteristic S-curve: initial slow
uptake among innovators and early adopters, accelerating adoption as early majority networks engage, then
deceleration as saturation approaches. estasLisien The critical structural insight for manipulation is the role of
opinion leaders — the approximately 13.5 percent of a social system whom Rogers identifies as early adopters who are
also well-integrated into the social network and whom subsequent majority adopters consult for cues. Effective
diffusion campaigns target opinion leaders early, because their endorsement is the signal that triggers majority
adoption. In the context of disinformation, this is the equivalent of the "high-follower user" targeting that Shao et al.
documented for bot activity: the goal is not to reach everyone directly but to reach the nodes whose endorsement
triggers cascading adoption by the majority.

The S-curve also explains the timing asymmetry that gives false news its structural advantage over corrections.
Corrections tend to arrive after the false content has already completed most of its diffusion trajectory — after the
false claim has crossed from early adopters into the early majority. At that point, the correction faces the continued-
influence effect (Lewandowsky et al. 2012; Ecker et al. 2022 — see Ch. 6): the false claim has already been encoded,
and corrective information must overcome that prior encoding rather than simply providing information into a
neutral space. The diffusion clock favors the first mover.

| 7.4 Participatory Disinformation: The Co-Production Problem

A persistent framing error in public discourse treats information operations as entirely exogenous: a foreign
government or bad actor broadcasts falsehoods, and a passive population receives them. The empirical record is
more complex and, in some ways, more troubling. Starbird, Arif, and Wilson's (2019) CSCW paper, "Disinformation as
Collaborative Work: Surfacing the Participatory Nature of Strategic Information Operations," documents a
phenomenon they call participatory disinformation. ESTABLISHED

Through three case studies of online information operations, analyzed through a sociotechnical lens drawing on
CSCW theories and methods, Starbird and colleagues show that information operations do not function through top-
down broadcast from a coordinated center to a passive periphery. Instead, they propagate through and with online
crowds — including users who have no knowledge of, or connection to, the original coordinating actors. Ordinary
users, motivated by their own interests, identities, grievances, and curiosity, become co-producers of campaigns.
They amplify, remix, and lend local credibility to narratives that may have originated in state-sponsored or
commercially operated information factories.

FINDING

Starbird et al. argue that the focus on "bots" and "trolls" as the primary actors in disinformation misassigns
the causal weight of the operation. The crowd's participation is not incidental to the campaign — it is
structurally necessary. Organic amplification by non-coordinated users provides the local social proof,

the contextual authenticity, and the volume of transmission that coordinated actors alone cannot

supply. The campaign does not target the crowd as its audience so much as it cultivates the crowd as a
distribution workforce.

Source: Starbird, Arif & Wilson (2019), Proceedings of the ACM on Human-Computer Interaction, CSCW, 3:127:1-26.

The participatory model has significant analytical implications. It means that detecting an information operation
solely by identifying coordinated inauthentic behavior will systematically undercount the true scope of the
campaign. The coordinated actors may be a small fraction of the total propagation chain. It also means that
interventions targeting only the coordinated actors — platform takedowns of bot networks, attribution of state-
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sponsored content — leave the bulk of the diffusion infrastructure untouched: the genuine users who have become,
without awareness, the campaign's field agents.

The participatory model does not assign moral equivalence between the coordinating actors and the ordinary
sharers. Intent matters, and the ordinary user who shares content congruent with their existing beliefs is not
performing the same act as the operator who designed the campaign to exploit that tendency. But it does mean that
any complete account of how information operations work must incorporate the crowd as an active, not passive,
component — and any intervention strategy that addresses only the top of the diffusion chain will be incomplete.

| 7.5 Industrial Scale: The Oxford Inventory and Organized Manipulation

The foregoing structural mechanisms — novelty advantage, bot seeding, homophilous clustering, weak-tie bridging,
participatory co-production — are the physics of information diffusion. Bradshaw and Howard's annual Global
Inventory of Organised Social Media Manipulation, produced by Oxford's Computational Propaganda Project at the
Oxford Internet Institute, documents the extent to which organized actors have built industrial operations to exploit
them. ESTABLISHED

The 2019 Inventory — "The Global Disinformation Order" — found evidence of organized social media manipulation
in 70 countries, up from 48 countries in 2018 and 28 countries in 2017. The 2020 Inventory, "Industrialized
Disinformation," found manipulation in 81 countries — every country surveyed. In all 70 countries documented in
2019, either the government or political parties had hired cyber troops tasked with manipulating public opinion
online. In 45 democracies, politicians and political parties had used computational propaganda tools including fake
followers and manipulated media to garner voter support. ESTABLISHED

Countries with documented organized

) . Key development
manipulation

2017 28 First systematic cross-national inventory;
primarily state actors

2018 48 Growth primarily in electoral contexts;
commercial firms entering the market

2019 70 Government or party cyber troops
documented in every case; democratic
nations prominently included

2020 81 Private strategic communication firms
running campaigns on behalf of
governments; manipulation present in all
surveyed countries

The OII Inventory identifies several categories of organized actor: government agencies and ministries of
information (or their functional equivalents), political parties and campaigns, private strategic communication firms
operating for government or party clients, and what the inventory terms "civil society organizations" — sometimes
genuine grassroots actors, sometimes astroturf operations. The tactics documented include political bots to amplify
content, data harvesting and micro-targeting to identify susceptible audiences, troll armies to suppress dissenting
speech, and the creation of fake accounts operating as sock puppets to manufacture the appearance of organic
opinion. ESTABLISHED

The 2020 report notes a structural development: the increasing professionalization and commercialization of
manipulation services. Private firms now operate in a market offering manipulation-as-a-service: a client —
government, political party, or commercial entity — contracts with a firm that provides the accounts, the content, the
targeting, and the amplification. This development has the effect of separating the ideological motivation (the client)
from the technical execution (the firm), complicating attribution and creating plausible deniability for the principal.
It also means that the techniques developed in high-resource state programs are now available to actors with smaller
budgets and shorter time horizons.
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| 7.6 Network Propaganda and Structural Asymmetry

Benkler, Faris, and Roberts' (2018) Network Propaganda: Manipulation, Disinformation, and Radicalization in American
Politics, published by Oxford University Press, extends the analysis from the global to the specifically American
media ecosystem. Their study analyzed millions of news stories and social media posts from 2015 to 2018,
constructing a network map of the most-cited media sources during and after the 2016 election cycle.

ESTABLISHED, WITH METHODOLOGY DEBATE NOTED

Benkler and colleagues identify what they term "asymmetric polarization" in the American media ecosystem: left-
leaning media outlets cluster close to the centrist mainstream, while right-wing media has migrated further from
that center, creating a distinct and more insular ecosystem. Critically, they argue that none of the putative external
drivers — Russian interference, fake news entrepreneurs, Cambridge Analytica, algorithmic amplification — are the
primary causes of the disinformation environment. Instead, structural features of the right-wing media ecosystem —
an audience with high trust in within-ecosystem sources and low trust in cross-ecosystem sources, the presence of
prominent partisan outlets willing to amplify unverified claims, and the relative absence of a center-right corrective
anchor — create conditions in which false narratives can circulate and grow without effective correction.

METHODOLOGY DEBATE — CALIBRATED HONESTY

The Benkler et al. findings carry known methodological limitations that SI must acknowledge explicitly. The
study's claim of asymmetric disinformation — that comparable left-anchored false narratives did not achieve
equivalent sustained circulation — is disputed by researchers who argue the study's network-centrality
methodology may itself exhibit sampling bias, underweighting social media-native left-leaning
disinformation. Critics including Guess, Lyons, and Reifler (2020) have documented partisan symmetry in
some low-credibility news sharing. The asymmetry finding is significant and well-documented within the
study's scope; it should not be extended to a general claim of across-the-board partisan asymmetry without
the methodological caveat. conTEsTED

The network propaganda framing makes a contribution independent of the partisan asymmetry question: it reframes
disinformation not as an imported artifact (Russian interference, foreign-funded accounts) but as a product of
domestic structural dynamics — audience capture, partisan media feedback loops, and the weakening of norms
against factual inaccuracy in media production. This framing has direct implications for countermeasures:
interventions aimed primarily at external actors leave the structural conditions that enable domestic

propaganda intact.

| 7.7 The Diffusion Ecosystem: A Structural Summary

Taken together, the research reviewed in this chapter enables a structural account of how false content achieves
large-scale propagation. The account has five interdependent components, each operating at a different layer of
the ecosystem.

Layer Mechanism Primary evidence

Content False content is structurally more novel and Vosoughi, Roy & Aral (2018)
emotionally arousing than true content, making it a
better fit for sharing behavior regardless of
accuracy

Seeding Automated accounts over-represent in the early Shao et al. (2018)
sharing window, manufacturing social proof and
targeting high-follower nodes to trigger algorithmic
promotion

Clustering Homophilous networks pre-sort audiences into McPherson, Smith-Lovin & Cook (2001)
communities of shared belief, lowering the
threshold for within-cluster sharing of identity-
congruent false content
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Layer Mechanism Primary evidence

Bridging Weak ties carry novel false content across cluster Granovetter (1973)
boundaries, enabling cascades that reach
structurally diverse audiences before corrections
can form and spread

Co-production Ordinary users with no connection to coordinating Starbird, Arif & Wilson (2019)
actors amplify and authenticate content, providing
the organic spread that pure bot activity cannot
supply and that platforms cannot suppress without
restricting genuine user expression

This structural account makes a critical prediction: diffusion of false content is not primarily a problem of bad actors
successfully broadcasting to passive audiences. It is a problem of structural resonance — a content ecosystem with
systematic fitness advantages for false content, a network topology that facilitates cluster-to-cluster transmission,
and a human cognitive environment in which novelty and emotional arousal reliably suppress accuracy evaluation at
the moment of sharing. Organized actors exploit this structure, but they did not create it. Any intervention strategy
that focuses exclusively on actor suppression without addressing the structural fitness advantages of false content is
likely to be persistently insufficient.

| 7.8 What Diffusion Science Does Not Resolve: A Calibration Note

The confidence of the findings reviewed above should not be extended uniformly. Several important adjacent
questions remain genuinely contested, and intellectual honesty requires stating them plainly.

The echo-chamber question — whether homophilous clustering causally produces belief polarization, rather than
merely reflecting pre-existing polarization —is contesten at the level of causal mechanism and will be treated in
detail in Chapter 8. The clustering findings reviewed here are not in dispute; what is disputed is whether reducing
like-minded exposure would reduce polarization. The Meta-2020 studies (Nyhan et al. 2023, Nature; Gonzalez-Bailéon
et al. 2023, Science) found that segregation is real but that reducing algorithmically amplified like-minded content did
not produce measurable reductions in polarization on their primary outcome measures. This does not undermine the
diffusion findings — it complicates the remediation logic.

The harm magnitude question is also live. Budak, Nyhan, Rothschild, Thorson, and Watts (2024, Nature) argue that
exposure to misinformation is low and concentrated in a motivated fringe; that algorithmic responsibility is
systematically overstated; and that demand for false content drives supply more than the reverse. This finding does
not negate the diffusion science — false content demonstrably spreads more than true content — but it does
complicate the causal chain from diffusion to harm. contesTen SI's analytic standard requires that claims about
harm be grounded in measurement-specific evidence traceable to concrete incidents, not inferred from diffusion
metrics alone.

Detection and attribution of coordinated campaigns — the applied question that follows naturally from the diffusion
science — are deferred to Chapters 16 and 17, which address the methodological toolkit for identifying coordination,
inauthenticity, and network-level signals of manipulation.

| 7.9 Implications for Synthetic Insights

The diffusion science reviewed in this chapter has several direct operational implications for SI's three mission
surfaces: producing ground truth, protecting SI's Al ecosystem, and detecting and reporting campaigns.

For SI News — ingestion monitoring. The structural fingerprint of a manipulation campaign is distinguishable from
organic viral content, though the distinction is probabilistic rather than deterministic. Bot over-representation in
early sharing, coordinated timing patterns, anomalously high engagement on content from otherwise-low-
engagement sources, and content novelty profiles that are inconsistent with the apparent source's organic audience
all represent computable signals. The Shao et al. finding — that bots target high-follower users through replies and
mentions in the early window — suggests that monitoring the amplification network of a story (who shared it, when,
and from where in the network) provides more signal than monitoring the content alone. SI's ingestion firehose
should treat engagement topology as a first-class signal, not merely a relevance proxy.
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For campaign detection. The Starbird et al. participatory framing implies that the relevant detection target is not
individual inauthentic accounts but coordination patterns across accounts: synchronized posting, anomalous
account age relative to posting volume, hashtag injection timing, network clustering that exceeds what organic
diffusion would predict. These are the indicators of manipulation that distinguish a genuine viral event from an
engineered one. The key analytic question is not "is this content false?" but "is this diffusion pattern consistent with
organic spread?" — a structural question that requires network-level data, not just content-level analysis.

For SI's provenance architecture. The Rogers diffusion model highlights the critical leverage point of opinion
leaders. For SI News, this means that seeding verified, well-sourced content early to high-trust, high-reach nodes —
both human journalists and algorithmically prominent sources — can exploit the same structural leverage that bad
actors exploit for false content. The S-curve physics work for truth as well as falsehood; they simply do not provide
truth with the same content-level fitness advantage that novelty and high-arousal emotion provide falsehood.
Provenance-marked, credibility-signaled content cannot correct for the novelty gap, but it can reduce the friction
cost for opinion leaders who might otherwise not engage with a story that requires verification effort they do not
have time to invest.

For the Indicators of Manipulation layer. SI's IoM capability (see Ch. 17 and the Synthetic Insights Doctrine, Part V)
should incorporate the diffusion-level signals identified here: early-sharer bot concentration, high-follower targeting
patterns, anomalous cluster saturation before cross-cluster bridge events, content novelty scores inconsistent with
authentic editorial production, and timing coordination signatures. These are not content signals — they are network
and behavioral signals that operationalize the diffusion science into a computable indicator layer. The framework is
Shao et al. applied as a detection primitive, not a post-hoc description.

False content travels farther and faster not because audiences are irrational but because the content is
structurally better adapted to the sharing environment. Bots provide the first-mover social proof;
homophily provides the receptive cluster; weak ties provide the cross-cluster bridge; ordinary users
provide the authentic amplification; and organized actors provide the coordination that makes all of these
mechanisms work at industrial scale. SI News must monitor the topology of spread — not only what is being
shared but how, when, and through what network structure — as the primary signal distinguishing organic

virality from engineered manipulation.
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PART II - HOW MANIPULATION WORKS - 88

The Echo Chamber, Reconsidered

One of the most load-bearing popular beliefs in the disinformation discourse — that algorithms trap users in
self-reinforcing ideological bubbles, driving polarization — turns out to be substantially more complicated
than the popular narrative allows. The large-N behavioral evidence neither confirms the strong form of the
thesis nor dismisses the underlying concern; it demands precision. That precision is the analytic work of
this chapter.

| 8.1 The Popular Thesis and Why It Became Load-Bearing

In 2011, Eli Pariser gave the concern a name and a mechanism. In The Filter Bubble: What the Internet Is Hiding from
You, he argued that algorithmic personalization was placing each user inside a unique information universe — a
"filter bubble" — in which content selected on the basis of prior behavior would systematically exclude challenging or
cross-cutting material. The organizing image was pointed: two friends performing identical Google searches for "BP"
around the time of the Deepwater Horizon disaster received entirely different results — one saw investment
opportunities, the other an environmental catastrophe. The conclusion Pariser drew was structural: when platforms
optimize for engagement, they optimize for comfort, and the cost is epistemic diversity.

Cass Sunstein extended the argument into a democratic theory. In #Republic: Divided Democracy in the Age of Social
Media (Princeton University Press, 2017), he contended that social media companies were "sorting us ever more
efficiently into groups of the like-minded," producing what he called cybercascades — self-reinforcing information
spirals that amplify existing views, exploit confirmation bias, and assist "polarization entrepreneurs." Drawing on
deliberative-democracy theory, Sunstein argued that the framers of American democracy understood heterogeneity
as a creative force for public deliberation — and that algorithmic fragmentation was dismantling precisely the shared
informational commons that makes self-governance possible. ESTABLISHED — POPULAR THESIS

By 2016, the thesis had migrated from scholarly argument to axiomatic assumption. Brexit, the U.S. presidential
election, and a cascade of platform whistleblower accounts combined to make "echo chamber" the standard
explanation for why democratic electorates seemed to be inhabiting different factual realities. Policymakers and
platform critics treated the thesis as established. It is in that elevated, operationalized form — algorithms trap people in
filter bubbles, and filter bubbles cause polarization — that the behavioral evidence needs to be examined.

Segregation exists # segregation causes polarization # reducing like-minded content reduces polarization.

These three propositions are empirically separable, and the evidence supports them to very different

degrees. Conflating them is the source of most analytic error in this domain.

8.2 Bakshy, Messing & Adamic (2015): The Algorithm Is Not the Primary
Villain

The first major empirical challenge to the strong filter-bubble thesis came from inside Facebook itself. Eytan Bakshy,
Solomon Messing, and Lada Adamic published a study of 10.1 million U.S. Facebook users in Science (2015, vol. 348,
pp. 1130-1132) that directly measured how much ideologically diverse news users were exposed to, and — critically —
decomposed that exposure into what was attributable to the algorithm versus what was attributable to individual
choice. PEER-REVIEWED

The findings were more nuanced than either the pro-bubble or anti-bubble camps acknowledged. The algorithm did
reduce cross-cutting content: users encountered roughly 15% less ideologically diverse material in their News Feeds
as aresult of algorithmic ranking. That finding provides some empirical floor for the filter-bubble concern. But the
study's more important finding was directional: individual choice reduced cross-cutting exposure more than the
algorithm did. Users clicked through to only about 30% of the cross-cutting content that the algorithm did show them
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— meaning they exercised a 70% personal discount on material that challenged their existing views. When Bakshy
and colleagues decomposed the sources of ideological homogeneity in users' information environments, the
algorithm was a secondary contributor; the primary driver was the self-selection of users choosing not to engage
with content that crossed their ideological grain.

FINDING

Among 10.1 million U.S. Facebook users, the News Feed algorithm reduced exposure to cross-cutting content
by approximately 15%. Individual users' choices to not click on cross-cutting content they were shown
reduced their effective exposure by approximately 70%. The study concluded that individual choice played a
stronger role than algorithmic ranking in limiting ideological diversity.

Source: Bakshy, Messing & Adamic (2015), Science, vol. 348, pp. 1130-1132

The study was contested on methodological grounds — most prominently because the researchers were Facebook
employees with access to proprietary data, and because the study's design could not fully disentangle the algorithm
from the social-network environment in which it operated. Critics also argued that a 15% reduction is not negligible,
particularly at Facebook's scale, and that the study's framing shifted moral responsibility from platform to user in
ways that served institutional interests. These critiques are partially valid. What the Bakshy findings do not support,
however, is the claim that algorithmic filtering is the primary mechanism of ideological isolation. The evidence
places individual preference and social-network homophily — the tendency to befriend like-minded people
documented extensively by McPherson, Smith-Lovin & Cook (2001) — ahead of algorithmic curation as the operative
constraint on information diversity.

| 8.3 Bail et al. (2018): Cross-Cutting Exposure Can Increase Polarization

The second major complication came from Christopher Bail and colleagues, whose 2018 PNAS study (115:9216-9221)
produced a finding that disturbed both sides of the debate. If filter bubbles cause polarization by reducing exposure
to opposing views, the implication is that increasing cross-cutting exposure should reduce polarization. Bail's field

experiment tested this directly — and found the opposite. PEER-REVIEWED

The study recruited 1,239 self-identified Democrats (n = 697) and Republicans (n = 542) who used Twitter at least three
times per week, randomly assigning a subset to follow bots that retweeted messages from elected officials and
opinion leaders of the opposing political party for one month. Pre- and post-survey measures tracked changes in
ideological placement. The results were striking: Republicans who were exposed to a steady diet of liberal Twitter
content became measurably more conservative after the intervention. Democrats who followed conservative content

became slightly more liberal, though this effect was not statistically significant.

FINDING

In a pre-registered field experiment, Republicans who followed a liberal Twitter bot for one month showed a
statistically significant increase in conservative attitudes relative to controls. Democrats showed a non-
significant liberal shift after following a conservative bot. The study concluded that cross-cutting exposure, at
least in the adversarial form delivered by a bot firehose, can activate identity-protective cognition and
entrench rather than moderate existing views.

Source: Bail, Argyle, Brown, Bumpus, Chen, Hunzaker, Lee, Mann, Merhout & Volfovsky (2018), PNAS, vol. 115, pp. 9216-
9221.

The mechanism Bail proposed is identity-protective cognition: when political identity is salient — and Twitter's
adversarial, public-performance context makes it highly salient — exposure to outgroup views triggers defensive
entrenchment rather than genuine reconsideration. This is consistent with the broader social-psychological
literature on motivated reasoning (Kunda 1990; Taber & Lodge 2006), which finds that ideologically committed
individuals process disconfirming information as a threat to identity rather than as evidence to update on.

The Bail study's external-validity limits must be stated clearly. The sample was restricted to frequent Twitter users —
a self-selected population that is systematically more politically engaged and more extreme than the general
population. The intervention (bot-delivered message firehose) is a poor model for organic social-media exposure.
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And the attitudinal measures relied on self-report. Nevertheless, the study's core contribution stands: the simple
story — less echo chamber produces less polarization — does not survive empirical contact. The relationship
between information exposure and political attitude is mediated by identity context in ways that can reverse the
expected direction.

| 8.4 Guess (2021): Most Media Diets Are Moderate

A persistent problem with the echo-chamber debate is that it has been heavily shaped by analyses of the most
politically engaged users — the most active posters, the most frequent news-seekers, the heaviest social-media
consumers. Andrew Guess's 2021 American Journal of Political Science paper, "(Almost) Everything in Moderation: New
Evidence on Americans' Online Media Diets," addressed this problem directly by analyzing large-scale behavioral
data on Americans' actual media consumption in both 2015 and 2016. PEER-REVIEWED

The findings cut sharply against the universalized echo-chamber narrative. Most Americans across the political
spectrum have relatively moderate media diets, with roughly one-quarter of consumption concentrated in
mainstream news portals. In 2015, the media diets of self-identified Democrats and Republicans showed
approximately 65% overlap in their distributions; in 2016, that figure was approximately 50% — a meaningful decline,
but still majority overlap. Guess concluded that if online echo chambers exist as population-level phenomena, they
are a reality for a relatively small minority of high-engagement partisans — who may nonetheless exert
disproportionate influence on public discourse because of their visibility and activity. PEER-REVIEWED

If online "echo chambers" exist, they are a reality for relatively few people
who may nonetheless exert disproportionate influence and visibility.

— Guess (2021), American Journal of Political Science

This finding has significant implications for how both researchers and platform analysts interpret aggregate signals.
High rates of sharing from like-minded sources, concentrated in a small but hyperactive partisan fringe, can look like
population-level fragmentation in network-topology measurements. The same data, decomposed by engagement
levels, reveals a much more heterogeneous picture. The echo chamber is less a universal trap than a self-selected
intensive environment for a politically engaged minority — and that minority, Guess notes, drives disproportionate traffic
to ideologically slanted content.

8.5 The Meta-2020 Studies (2023): Segregation Real, Polarization Effect
Absent

The most consequential body of evidence on the echo-chamber question came in July 2023, when four coordinated
papers — published simultaneously in Nature and Science — released findings from the U.S. 2020 Facebook and
Instagram Election Study (FIES). This collaboration between Meta and independent academic researchers
represented the largest randomized experiment on social-media exposure and political attitudes ever conducted,
providing social scientists with proprietary platform data previously inaccessible. The papers must be read together;
they are methodologically complementary and their findings are in tension in instructive ways.

Gonzalez-Bailon et al. (2023): Segregation Is Real and Asymmetric

Sandra Gonzalez-Bailén (Annenberg School for Communication, University of Pennsylvania) and colleagues analyzed
data from 208 million U.S. Facebook users during the 2020 election cycle, mapping the full news-exposure ecosystem
from potential exposure (what users could have seen) to actual exposure (after algorithmic filtering) to engagement
(what users clicked on). The paper was published in Science (2023, vol. 381, pp. 392-398). PEER-REVIEWED

Three findings warrant careful statement. First, ideological segregation is real and increases at each step of the
attention funnel: the gap between conservative and liberal content consumption grows larger as users move from
potential exposure to actual feed content to active engagement. Second — and this is the critical asymmetry —
conservative audiences are substantially more segregated than liberal ones. A substantial corner of the Facebook
news ecosystem is consumed almost exclusively by conservatives, with no equivalent liberal-only zone. Third, the
content characterized as misinformation by Meta's Third-Party Fact-Checking Program is concentrated

overwhelmingly within that conservative-exclusive corner.
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FINDING

Analysis of 208 million U.S. Facebook users during the 2020 election found: (i) ideological segregation in news
consumption is high and increases from potential to actual exposure to engagement; (ii) there is a significant
asymmetry — a substantial corner of the news ecosystem is consumed exclusively by conservatives, with no
liberal equivalent; (iii) Meta-identified misinformation is concentrated heavily within that conservative-
exclusive zone.

Source: Gonzalez-Bailodn, Lazer, Barberda, Zhang, Settle, Santillana, Rimmerfield, Messing, Meta Collaboration & Watts
(2023), Science, vol. 381, pp. 392-398.

Nyhan et al. (2023): Reducing Like-Minded Content Did Not Reduce Polarization

Brendan Nyhan (Dartmouth) and a large collaborative team conducted a randomized field experiment among 23,377
U.S. Facebook users during the same period, reducing exposure to content from politically like-minded sources by
approximately one-third for users in the treatment condition. In the control group, 53.7% of news-feed content came
from ideologically like-minded sources; in the treatment group, that figure fell to 36.2%. The study was published in
Nature (2023, vol. 620, pp. 137-144). PEER-REVIEWED

Despite this substantial, verified reduction in like-minded content, the intervention produced no measurable effect
on any of eight preregistered attitudinal outcomes, including affective polarization, ideological extremity, candidate
evaluations, and belief in false claims. Users in the treatment condition were exposed to more content from cross-
cutting sources and encountered less uncivil language — but their political attitudes, as measured in follow-up
surveys, did not change.

FINDING

In a randomized field experiment among 23,377 Facebook users, exposure to content from like-minded
sources was reduced by approximately one-third (from 53.7% to 36.2% of news-feed content) for 3 months
during the 2020 U.S. presidential election. The intervention had no measurable effect on any of eight
preregistered attitudinal outcomes, including affective polarization, ideological extremity, candidate
evaluations, and belief in false claims.

Source: Nyhan, Settle, Thorson, Wojcieszak, Barberd, Velasquez, Chen, Guess, Keane, Messing, Moore, Pan, Rothschild &
Watts (2023), Nature, vol. 620, pp. 137-144.

The Honest Caveats (These Are Binding)

The Nyhan null result is striking, but stating it without its caveats would itself be overclaiming. Three limits must be
acknowledged with equal clarity.

Duration. The intervention lasted approximately three months — September to December 2020. Political attitudes
form over years or decades. Three months may be structurally insufficient to detect shifts in durable attitudinal
commitments, particularly in a period already saturated with election-period content through every available
channel. The null result is a genuine finding, but the inference that "filter bubbles don't cause polarization" on a
multi-year timescale cannot be drawn from a 3-month experiment.

The "break glass" problem. During the study period, Meta instituted approximately 63 emergency algorithmic
measures — internally described as "break glass" interventions — designed to reduce the spread of inflammatory
content and misinformation around the 2020 election (per Meta's disclosures and secondary reporting; see Ofgang
2024, TechPolicy.Press; details of 12 measures appear in the leaked House Select Committee memo on Jan. 6). These
platform-wide changes affected control and treatment groups alike and were not fully disclosed in the original
publication. Critics, including some of the study's own collaborators, published a letter in Science arguing that these
undisclosed platform-wide changes may have reduced the measurable difference between conditions. The null result
may therefore partly reflect a study conducted under unusually aggressive, election-specific platform moderation —
not under normal algorithmic operating conditions.

Attitudinal versus behavioral measures. The eight preregistered outcomes were self-reported attitudinal measures.
Behavior — what users share, how they vote, whether they donate, how they treat political outgroup members in
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practice — was not measured. The Nyhan study cannot rule out behavioral effects that did not register in attitudinal
survey responses.

CAVEAT — DO NOT OVERREAD THE NULL

The Nyhan (2023) null result is a significant empirical contribution, but it does not license the inference that
filter bubbles are harmless or that platform architecture is irrelevant to political attitudes. It establishes that a
randomized one-third reduction in like-minded content, over three months, during a period of aggressive
platform-wide algorithmic moderation, did not measurably shift eight self-reported attitudinal outcomes.
That is the finding. It is not a general disproof of the filter-bubble thesis.

| 8.6 The Four-Study Evidence Analysis

Taken together, the studies reviewed above produce an evidence pattern that is coherent but requires precision to
state correctly. The following table organizes the key findings by study.

Study Method & N Primary Finding Confidence / Limits
Bakshy, Messing & Observational; 10.1M Algorithm reduces cross-cutting exposure ESTABLISHED - Critique:
Adamic (2015) — Science U.S. Facebook users ~15%; individual choice reduces it ~70%. Facebook employee
Choice > algorithm as driver of researchers; design cannot
homogeneity. fully separate algorithm from

network effects.

Bail et al. (2018) — PNAS RCT; ~1,239 active Exposure to opposing views via bot can PEER-REVIEWED - Limited to
Twitter users (Dem increase polarization (significant for frequent Twitter users; bot
697, Rep 542) Republicans; direction but not significant delivery # organic exposure;
for Democrats). Identity-protective self-reported outcomes.

cognition mediates the effect.

Guess (2021) — AJPS Behavioral (web- Most media diets are moderate (~65% PEER-REVIEWED - Two pre-
tracking); large-N U.S. partisan overlap 2015, ~50% 2016). Echo 2020 election cycles; web-
panels, 2015-2016 chambers are real but concentrated in a panel composition effects.

high-engagement partisan fringe.

Gonzalez-Baildn et al. Observational; 208M Segregation real, increases down attention PEER-REVIEWED - Meta-
(2023) — Science U.S. Facebook users, funnel, and is asymmetric — conservatives provided data; during
2020 substantially more segregated. abnormal "break glass" period;
Misinformation concentrated in engagement = belief change.

conservative-exclusive corner.

Nyhan et al. (2023) — RCT; 23,377 U.S. ~0One-third reduction in like-minded content CONTESTED - Three-month
Nature Facebook users, Sep— for 3 months produced no measurable window; 63 "break glass"
Dec 2020 change in affective polarization, ideological platform-wide interventions
extremity, candidate evaluations, or belief during study period; attitudinal
in false claims. only (no behavioral outcomes).

The combined evidence admits a clear architecture. Segregation — the phenomenon of users disproportionately
consuming ideologically homogeneous content — is real and documented at population scale (Gonzalez-Bailén). It is
driven more by individual preference and network homophily than by algorithmic curation (Bakshy). It is
concentrated in a high-engagement minority rather than uniformly distributed across the population (Guess). And —
here is the finding that most complicates the policy prescription — the relationship between segregated exposure and
political attitudes is neither direct nor of known sign: reducing cross-cutting deprivation does not reliably reduce
polarization (Nyhan), and forcibly introducing cross-cutting content can increase it (Bail).
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10.1M

FACEBOOK USERS
STUDIED

Bakshy et al. 2015 — choice
reduced cross-cutting
exposure more than
algorithm

208M

FACEBOOK USERS
ANALYZED

Gonzalez-Bailon et al. 2023
— asymmetric segregation
confirmed at population
scale

23,377

RANDOMIZED
EXPERIMENT
SUBJECTS

Nyhan et al. 2023 — one-
third reduction in like-
minded content, zero

~50-65%

PARTISAN MEDIA DIET
OVERLAP

Guess 2021 — most
Americans share
substantial media diet
territory across partisan

polarization effect lines

| 8.7 Why the Popular Thesis Survived Its Empirical Complications

The persistence of the strong echo-chamber thesis in public discourse despite accumulating contrary evidence

is itself analytically interesting — and reflects the same mechanisms the thesis purports to explain. Several
reinforcing factors are worth identifying, because understanding them guards against the same pattern in SI's own
analytical work.

Salience bias in the research ecosystem. Studies that confirm alarming narratives receive substantially more media
coverage than null or complicating results. The Pariser and Sunstein theses were written accessibly for general
audiences and received enormous coverage. The Bakshy study, published by Facebook employees, was immediately
read as self-interested. The Bail study's most counterintuitive finding — that cross-cutting exposure can worsen
polarization — generated some coverage but was quickly absorbed into a "therefore we need better cross-cutting
exposure" narrative that missed its core challenge. The Nyhan null result has been widely cited in academic circles; it
has not displaced the filter-bubble frame in journalism or policy.

Anecdotal override. The felt experience of social-media users — particularly journalists and political operatives who
are disproportionately high-engagement users — is one of aggressive ideological sorting. That experience is real. But
it is the experience of exactly the high-engagement minority that Guess identifies as the primary locus of echo-
chamber dynamics. Generalizing from the most politically engaged slice of the population to the median user is a
systematic error that has repeatedly distorted public understanding.

The asymmetric segregation finding creates genuine ambiguity. Gonzalez-Bailén's finding that conservative
Facebook users are substantially more segregated than liberal ones, and that misinformation is concentrated in that
conservative-exclusive zone, is a real and important finding. But it is easy to slide — imprecisely — from
"conservatives are more segregated on Facebook" to "Facebook's algorithm is radicalizing conservatives" to "filter
bubbles cause polarization." Each step in that chain adds an inference not supported by the data. The first
proposition is supported; the second requires strong additional causal assumptions; the third is directly challenged
by Nyhan.

Theoretical prior. The algorithmic-bubble thesis is theoretically plausible — indeed, almost inevitable given what we
know about engagement optimization and social homophily. Theory that is plausible and alarming tends to anchor
belief more strongly than empirical null results can dislodge it. Overclaiming here is a cognitive vulnerability as
much as a research-quality failure.

| 8.8 The Correct Evidence-Graded Picture

A calibrated summary of the echo-chamber evidence — expressed in the estimative language the report adopts
throughout — would read as follows.

We assess with high confidence that ideological segregation in online news consumption is a real phenomenon
documented at very large scale. Users, particularly highly engaged partisan users, disproportionately consume news
from ideologically congenial sources. Conservative Facebook users are substantially more segregated than liberal
ones. Most fact-checked misinformation on the platform is concentrated in the most segregated conservative corner
of the news ecosystem. None of this is disputed by the serious empirical literature. ESTABLISHED

We assess with high confidence that individual preference and social-network homophily — the tendency to befriend
like-minded people — are larger contributors to ideological homogeneity in media diets than algorithmic curation
alone. The algorithm amplifies existing social structure; it is not the primary architect of that structure. Bakshy's
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decomposition of the effect sizes — 70% individual discount vs. 15% algorithmic reduction — is directionally robust
even granting its methodological limits. EsTABLISHED

We assess with moderate confidence that echo chambers as population-level phenomena are substantially more
constrained than the popular narrative suggests. Most Americans' media diets show moderate partisan composition,
with significant overlap between Democratic and Republican consumption patterns. Echo-chamber dynamics appear
most pronounced in the high-engagement partisan minority that dominates visible public discourse but does not
represent median users. PEER-REVIEWED — LIMITS: 2015-2016 DATA; WEB-PANEL COMPOSITION EFFECTS

We assess with moderate confidence, with important caveats, that a substantial reduction in like-minded content
exposure does not, on a three-month timescale, produce measurable changes in political attitudes. The Nyhan
finding is robust across eight preregistered outcomes. But the duration, platform-moderation context, and
attitudinal-only measurement scope introduce genuine uncertainty about what can be inferred beyond the study's
specific conditions. EMERGING — THREE-MONTH LIMIT; BREAK-GLASS CONFOUND; NO BEHAVIORAL OUTCOMES

We assess with moderate confidence that cross-cutting exposure does not reliably reduce polarization and can,
under adversarial or identity-threatening conditions, increase it. The Bail finding is the most counter-intuitive but
has survived methodological scrutiny. The mechanism — identity-protective cognition activating when political
identity is rendered salient — is consistent with a large independent literature. PEER-REVIEWED — EXTERNAL-VALIDITY LIMITS

The strong popular thesis — that algorithms trap users in filter bubbles and that these bubbles are a primary driver
of societal polarization — is contested by the available large-N behavioral evidence and should not be stated as
established fact. CONTESTED

| 8.9 What This Does Not Mean: Distinguishing Precision from Dismissal

Analytic precision is not a license for dismissal, and the arguments in this chapter must not be read as a general
exoneration of social-media platforms or as a claim that ideological segregation is inconsequential. Four
cautions apply.

Segregation has consequences that are not reducible to polarization. Even if ideological segregation does not
directly cause attitude change, it has documented effects on information access. The Gonzalez-Bailén finding that
misinformation is concentrated in the most segregated part of the news ecosystem is significant regardless of
whether segregation causes the attitudes that make users susceptible to that misinformation. The concern is not only
polarization in the abstract; it is differential exposure to systematically false content.

The high-engagement minority matters disproportionately. Guess's finding that echo chambers are concentrated in
a high-engagement minority does not make that minority inconsequential. Political donors, activists, campaign
volunteers, and local opinion leaders are systematically overrepresented in the high-engagement partisan tier.
Polarization in that layer propagates into organizational decisions and elite behavior even when average-voter
attitudes remain moderate. The fringe is thin but load-bearing for political outcomes.

Long timescales remain untested. The null results reviewed here span months, not years or decades. Slow-moving
processes of attitude formation and identity sorting may require longitudinal study designs that do not yet exist at
the scale and rigor of the Meta-2020 collaboration. The three-month experiment cannot rule out cumulative effects
operating over political lifetimes.

Platform accountability is a separate question from attitude causation. Even if ideological segregation does not
straightforwardly cause polarization, platforms that profit from engagement optimization bear responsibility for the
information environments they engineer. The policy case for structural transparency and algorithmic accountability
does not depend on the narrow causal claim that bubbles directly cause attitude change; it rests on the broader claim
that platforms exercise significant discretionary power over public information environments with limited
oversight. That case survives the empirical complications documented here.
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OPERATIONAL RULE — CROSS-REFERENCE TO PART IV

The evidence reviewed in this chapter establishes that ideological clustering in a social-media network is not,
by itself, a reliable indicator of a coordinated influence operation. Many organically formed communities
show high ideological homogeneity. The campaign signal is coordination + inauthenticity — not ideological
composition. Any analysis that treats concentrated partisan sharing as evidence of an influence operation
without separately establishing coordination and inauthentic behavior risks falsely attributing organic
polarization to manufactured manipulation. The detection tradecraft that operationalizes this distinction is
developed in Part IV (Ch 16-17).

| 8.10 Implications for Synthetic Insights

The echo-chamber literature carries direct operational implications for how SI produces ground truth,
how it characterizes social-media phenomena, and how it avoids the trap of popularized but empirically
underdetermined claims.

Never infer coordinated manipulation from ideological clustering alone. This is the binding operational rule.
Behavioral data consistently shows that ideological clustering in social-media networks is primarily an organic
product of individual preference, social homophily, and the attention-concentration properties of platform design. A
geographically and demographically concentrated burst of partisan sharing is not, standing alone, evidence of a
coordinated influence operation. The campaign signal requires evidence of coordination — inauthentic
amplification, bot networks, sock-puppet infrastructure, timing anomalies inconsistent with organic behavior — that
is analytically separate from ideological composition. SI investigations that conflate the two will systematically
generate false positives and will damage the credibility that is the report's core asset.

Do not repeat the popular thesis without the evidence-graded qualifications. Any SI claim asserting that echo
chambers are the proven driver of societal polarization, or that algorithmic filter bubbles are the primary
mechanism of that polarization, overstates the available evidence. The correct formulation is that segregation exists
and is documented, asymmetric, and concentrated in high-engagement users; that the relationship between that
segregation and political attitude formation is not established in the simple direction the popular thesis implies; and
that the causal pathway from exposure patterns to belief change is mediated by identity context in ways that can
reverse expected effects. These qualifications are not hedges that weaken the analysis — they are the analysis.
Calibrated honesty here is both the accurate position and the credibility moat.

The high-engagement minority is the correct operational focus. For SI's campaign-detection work, the Guess finding
that echo-chamber dynamics concentrate in a high-engagement partisan minority has a direct operational
implication: that minority is also the most likely target for coordinated manipulation, because manipulation
campaigns seek out motivated amplifiers, not median users. Monitoring for coordination signals within that high-
engagement layer — while avoiding the false inference that any ideologically concentrated sharing cluster represents
a campaign — is the analytically precise posture. The distinction is between watching the right population for the
right signal rather than over-indexing on the ideological composition of that population as the signal itself.

The asymmetric segregation finding requires honest handling. Gonzalez-Bail6n's finding that conservative Facebook
users are substantially more segregated than liberal users, and that Meta-identified misinformation is concentrated
in the conservative-exclusive corner of the ecosystem, is factual and citable. But SI must report it with the full
context: it describes differential exposure patterns, not differential susceptibility to manipulation; the methodology
relied on Meta-provided data and Meta's own fact-checking categorization; and the asymmetry in segregation does
not imply that liberal information environments are manipulation-free or epistemically healthy. Reporting this
finding without its structural context risks weaponizing it for partisan purposes rather than deploying it analytically
— which is precisely the error-mode SI's ethics-as-infrastructure commitment exists to prevent.

Align with the evidence, not the narrative. The received echo-chamber thesis is popular because it is alarming,
plausible, and morally coherent — it places responsibility on corporate platforms and validates a felt political
experience. The behavioral evidence complicates it without vindicating the opposite. SI's credibility rests on the
willingness to occupy that uncomfortable middle position — stating what the evidence supports, flagging what it
doesn't, and resisting the pressure to simplify in the direction of either partisan outrage or platform-exculpation.
That discipline is not merely epistemic virtue; it is SI's market differentiator in an ecosystem where most
commentary fails the test.
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PART II - HOW MANIPULATION WORKS - 89

Russian Active Measures — A Century of Doctrine

Disinformation is not a product of the digital age. Russia's active measures trace an unbroken institutional
lineage from the first Soviet organs of the 1920s through the KGB's Cold War operations to the Internet
Research Agency. Understanding this continuity — and the specific doctrines that animate it — is the
precondition for building detection and attribution methods that work.

Russian doctrine targets not beliefs, but decisions. The mechanisms — saturation, reflexive control,

narrative laundering — are designed to degrade the adversary's capacity to reason accurately, not merely to
persuade. That distinction determines what detection looks like: you look for signs of cognitive
interference, not just false claims.

| 91 The Unbroken Lineage: From Soviet Active Measures to the IRA

The most consequential mistake in Western analysis of Russian influence operations is treating them as a novel

product of social media. Thomas Rid's Active Measures: The Secret History of Disinformation and Political Warfare (Farrar,

Straus & Giroux, 2020) — the definitive historical account, drawing on declassified intelligence archives across

multiple governments — establishes the contrary with documentary precision: the techniques, the institutional

structures, and even the specific narratives that circulated in 2016 have direct predecessors from the 1920s forward.
esTaLISHED Platforms changed the speed and scale of delivery. They did not change the doctrine.

The term "active measures" (aktivnyye meropriyatiya in Russian intelligence vocabulary) encompasses covert
influence operations designed to shape foreign political environments to Soviet, and later Russian, advantage. Rid's
account traces their bureaucratic institutionalization: from the early Comintern's foreign agitation operations,
through the KGB's Service A (dedicated to active measures from the late 1950s), to the Soviet Union's deployment of
the technique across every major Cold War confrontation. What distinguished Soviet active measures from simple
propaganda was their systematic integration of forgeries, front organizations, agents of influence, and fabricated
narratives — engineered, Rid observes, to be indistinguishable from organic political expression. ESTABLISHED

Crucially, the most effective active measures did not require the target to believe a lie outright. Some of the KGB's
most successful operations, Rid documents, seeded entirely factual or partially factual material — real documents,
authentic grievances, genuine social fractures — and shaped the context in which that material was received. The
goal was not deception in the straightforward sense of planting falsehoods; it was manipulation of the interpretive
frame. Active measures, as Rid synthesizes the archival record, exploited pre-existing social divisions rather than
inventing them. They found the fault lines and widened them.

KEY FINDING — RID (2020)

The Internet Research Agency's 2016 operations were consistent with Soviet active measures doctrine in both
method (front organizations, impersonation, exploiting authentic social divisions) and strategic objective
(sowing discord rather than installing a specific outcome). The KGB's reliance on unwitting "agents of
influence" — genuine citizens who unknowingly amplified fabricated content — has a direct digital-era
equivalent in organic sharing of IRA-produced material by actual Americans.

Source: Rid, T. (2020). Active Measures: The Secret History of Disinformation and Political Warfare. Farrar, Straus &
Giroux.
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| 9.2 Political Warfare as Covering Concept: The Kennan Definition

On May 4, 1948, George F. Kennan — then Director of the State Department's Policy Planning Staff and the principal
architect of containment — produced a classified memorandum titled "The Inauguration of Organized Political
Warfare." The document, now available through the State Department's historical records series, defined the concept
that remains the most analytically precise covering term for the phenomenon this chapter examines. PRIMARY DOCUMENT

Political warfare, Kennan wrote, is "the employment of all the means at a nation's command, short of war, to achieve
its national objectives." He explicitly encompassed overt measures (such as public diplomacy and alliances) and
covert ones — psychological operations, support for clandestine resistance movements, agents of influence,
subsidized political activity, and what he called "black" propaganda. The memo was the founding document for the
Office of Policy Coordination, the CIA's first organized covert-action arm.

The Kennan definition does two things for the analyst. First, it establishes that what we now call disinformation
campaigns are a subset of a broader category of statecraft that includes economic pressure, subversion of institutions,
and support for proxies. Disinformation does not stand alone; it operates in the context of a political strategy. Second,
it reminds us that Western states have practiced political warfare too — which is not a moral equivalence argument
but an analytic one: the doctrines, institutional structures, and vulnerabilities apply on multiple sides. Attribution of
any given operation must account for this symmetry.

Political warfare is the employment of all the means at a nation's
command, short of war, to achieve its national objectives.

— George F. Kennan, Policy Planning Staff Memorandum, May 4, 1948

9.3 The Firehose of Falsehood: Volume, Speed, and the Irrelevance of
Consistency

The single most influential analytic framework for understanding contemporary Russian information operations
appeared in 2016, when RAND Corporation analysts Christopher Paul and Miriam Matthews published The Russian
"Firehose of Falsehood" Propaganda Model: Why It Might Work and Options to Counter It (RAND PE-198). Based on
systematic analysis of Russia's information posture during the Ukraine conflict and broader international operations,
the report identified four defining characteristics of the model. ESTABLISHED

acteristic Analytic Content

High volume Russian state media, proxy outlets, and social-media amplification networks operate in continuous,
high-output mode across multiple channels. The volume itself is the signal: it forecloses the
cognitive space available to competing narratives.

Rapidity Content is produced and distributed faster than fact-checking and rebuttal cycles can complete. The
first-mover advantage in narrative establishment is structural, not incidental: it exploits the
asymmetry documented in Vosoughi, Roy & Aral (2018) — false or novel content travels faster than
corrections.

No commitment to objective Claims are presented without the constraint of internal consistency or factual accuracy. Reports may
reality contain a kernel of truth, a distortion of fact, fabricated evidence, or complete fiction — deployed
interchangeably. The goal is not to establish a true account but to occupy the narrative space.

No commitment to consistency Contradictory versions of events are launched simultaneously across different channels and
audiences. When one narrative fails, others are already in circulation. The embarrassment that would
constrain an actor committed to reputational credibility does not apply. This is the operational
implication of Paul & Matthews's core insight.

Paul and Matthews are explicit about the strategic logic: "don't expect to counter the Firehose of Falsehood with the
squirt gun of truth." Their point is not rhetorical — it is structural. The firehose model works by achieving cognitive
saturation, not persuasion. The goal is not to convince the target audience that any specific claim is true; it is to
overwhelm the capacity to distinguish true from false, to manufacture uncertainty about what is knowable, and to
generate a generalized epistemic exhaustion in which retreat into pre-existing tribal loyalties is the rational

response. ESTABLISHED
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This distinction — saturation versus persuasion — has direct implications for detection and countermeasures. An
analyst looking only for false claims will miss operations that succeed through volume and confusion regardless of
any single claim's verifiability. The relevant signal is the pattern of amplification and the coordination of inauthentic
behavior, not the truth value of any individual piece of content.

WHY FACT-CHECKING ALONE FAILS

Against the firehose model, fact-checking is a structural mismatch: it is a reactive, single-claim, serial process
competing against a proactive, multi-channel, parallel one. Each refutation costs more resources than the
original fabrication. At volume, refutation is a losing proposition — which is exactly what Brandolini's law
predicts at the level of individual claims. The firehose model scales Brandolini's asymmetry deliberately

and institutionally.

$35M 126M 187M 66%

IRA PROJECT LAKHTA FACEBOOK REACH INSTAGRAM RACE-RELATED IRA
BUDGET ESTIMATE ENGAGEMENTS CONTENT
Total proposed for Jan 2016 Facebook's own estimate IRA Instagram Share of IRA Facebook
—Jun 2018 across all of U.S. users reached by engagements 2015-2018, content containing a term
operations (Mueller IRA-controlled accounts outpacing Facebook related to race — the most
indictment). (SSCI Vol. 2). (76.5M) and Twitter (73M) targeted demographic
combined (New Knowledge (Oxford/Graphika; New
/ DiResta et al., 2018). Knowledge).

| 9.4 Reflexive Control: The Target Is the Decision Model

Where the firehose model describes a broadcast strategy, reflexive control theory describes a precision strategy aimed
at specific decision-makers. The concept originates in Soviet and Russian military-theoretical literature, with roots in
the 1960s work of mathematician and cyberneticist Vladimir Lefebvre. Timothy Thomas's 2004 article "Russia's
Reflexive Control Theory and the Military" in the Journal of Slavic Military Studies (Vol. 17, No. 2) provides the most
cited English-language synthesis for Western analysts. pocTRINE

The canonical definition, which Thomas draws from Russian military-theoretical sources, is precise: reflexive
control is "a means of conveying to a partner or an opponent specially prepared information to incline him to
voluntarily make the predetermined decision desired by the initiator of the action." Several features of this definition
require unpacking:

¢ Voluntarily. The target must believe the decision is their own, arrived at through their own reasoning. Coercion
is excluded by design. Reflexive control succeeds when the target acts freely on a manipulated information
environment — and does not know it.

* Specially prepared information. The input need not be false. It may be selectively true: genuine intelligence, real
events, accurate data — curated to produce a predictable output from the target's decision-making process. The
manipulation is in the selection and framing, not necessarily in the falsity of any individual element.

¢ The target is the decision model. To execute reflexive control, the initiator must hold an accurate model of how
the target reasons: their goals, their assumptions, their cognitive heuristics, their information environment. The
target's filter is the attack surface. Feed the right information to the right filter and you can predict — and steer —
the output.
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DOCTRINE — REFLEXIVE CONTROL APPLIED

Thomas documents applications ranging from operational deception (feeding a commander false intelligence
to trigger a tactically disadvantageous maneuver) to strategic influence (shaping a government's assessment
of the costs of intervention to produce non-intervention). The technique is explicitly discussed in Russian
military-theoretical journals as applicable across political, economic, and military domains. Its
implementation does not require state-level resources: the cognitive architecture it exploits is universal.

Source: Thomas, T.L. (2004). Russia's Reflexive Control Theory and the Military. Journal of Slavic Military Studies
17(2), 237-256.

The distinction between the firehose and reflexive control is important for analytic practice. The firehose targets
mass audiences; its metric is saturation. Reflexive control targets specific actors — governments, commanders,
editorial boards, key influencers — and its metric is the decision outcome. An operation may combine both:
saturation of the information environment to create the background noise within which a precision-targeted
reflexive control maneuver is executed against the decision-maker. The analyst who looks only for mass broadcast

operations will miss the precision targeting embedded within them.

| 9.5 The Gerasimov Lesson: A Case Study in Attribution Failure

On February 26, 2013, General Valery Gerasimov — then Chief of the Russian General Staff — published an article in
Voyenno-Promyshlennyy Kurier (Military-Industrial Courier) titled "The Value of Science Is in the Foresight: New
Challenges Demand Rethinking the Forms and Methods of Carrying out Combat Operations." The article, originally a
transcription of a speech to the Academy of Military Sciences, argued that nonmilitary means had assumed greater
importance in modern conflict and that the boundaries between war and peace had become blurred. It was a

mainstream Russian military theoretical contribution, not a doctrinal prescription. PRIMARY DOCUMENT

What happened next is a cautionary tale that belongs in every intelligence-tradecraft curriculum. In 2013, analyst
Mark Galeotti published a blog post summarizing Gerasimov's article under a heading he coined for its "snappy title"
— the "Gerasimov Doctrine." Galeotti noted explicitly in the text that it was not, in fact, a doctrine. The label was a
rhetorical convenience. Within a few years, the "Gerasimov Doctrine" had migrated from a blog post into

academic papers, policy briefs, NATO conference presentations, and mainstream media coverage as a settled
characterization of Russian military strategy — a coherent blueprint for hybrid warfare with Gerasimov as its named
author. ESTABLISHED

In March 2018, Galeotti published a retraction in Foreign Policy: "I'm Sorry for Creating the 'Gerasimov Doctrine." He
wrote: "I coined the term, and I'm trying to kill it off. It has been turned into something that is both too specific and
too vague, and in some ways the precise opposite of what Gerasimov was trying to say." The Gerasimov article,
Galeotti clarified, was not a strategic blueprint for operations against Western democracies; it was a Russian military
theorist observing — and seeking to understand — what Gerasimov believed had happened in the Arab Spring and
Ukraine's 2004 Orange Revolution. It was a descriptive analysis of what Russia's adversaries appeared to be doing,
repackaged in Western commentary as a prescriptive Russian doctrine. ESTABLISHED

ATTRIBUTION WARNING — THE GERASIMOV LESSON

The Gerasimov Doctrine episode is the canonical example of how analytic labels manufacture apparent
certainty. A preliminary characterization, never intended as a formal finding, propagated through an echo-
chamber of citations until it became self-evidencing. This is structurally identical to the mechanism by which
disinformation itself spreads — repetition produces illusory credibility. The lesson for SI's attribution
practice: any attribution claim must trace to the primary source, not to accumulated secondary citations of
an upstream label. Citations of citations are not evidence. The Rid-Buchanan Q-model requires technical,
operational, and strategic evidence — not rhetorical convenience.

This does not mean that Russia lacks operational doctrine for information confrontation. It does. Service A's active
measures manual, the reflexive control literature, the firehose-of-falsehood pattern documented by RAND — these
are grounded in specific, verifiable evidence. The problem the Gerasimov episode exposes is the manufacture of
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analytic certainty through label-propagation rather than evidence-grounding. The corrective is not skepticism about
Russian capabilities; it is methodological discipline about what counts as evidence for any specific characterization.

| 9.6 ThelRA: The Evidentiary Floor

The Internet Research Agency (IRA), based in St. Petersburg and funded through companies linked to Yevgeny
Prigozhin and his firm Concord Management and Consulting LLC, provides the best-documented case of Russian
state-adjacent active measures in the digital era. The evidentiary basis is exceptional: a federal grand jury indictment
(United States v. Internet Research Agency LLC et al., February 16, 2018), the Mueller Report Volume I (March 2019),
Senate Select Committee on Intelligence Report Volume 2 (October 2019), and two commissioned academic analyses
— New Knowledge (DiResta et al., 2018) and Oxford Internet Institute/Graphika (Howard et al., 2018/2019) — each
working from primary data provided directly by the platforms to the Senate committee. We assess these findings at
indictment-level evidentiary confidence for the factual elements; assessed confidence for the strategic
interpretations. INDICTMENT-LEVEL - ESTABLISHED

Scale and Infrastructure

The IRA employed an estimated 400 staff by 2015, working 12-hour shifts in a purpose-built facility. Prigozhin himself
confirmed in February 2023 — months before his death in an apparent plane crash in August 2023 — that he had
founded, created, and managed the IRA. The Mueller indictment names Prigozhin along with 12 IRA associates; it
charges conspiracy to defraud the United States (by impairing the lawful functioning of the Federal Election
Commission, the Department of Justice, and the State Department). Total proposed budget for Project Lakhta — the
umbrella program — was approximately $35 million from January 2016 through June 2018. INDICTMENT-LEVEL

The IRA created hundreds of fake personas, organized by function: content creators assigned to specific "desks"
(Black, political, immigration, LGBTQ, gun rights), automated amplification accounts, community-management
accounts for groups that had accumulated genuine organic followers, and a graphic design team. The organizational
structure replicated a professional media operation. It was, in the language of the Mueller indictment, "an enterprise
engaged in operations primarily intended to communicate derogatory information about Hillary Clinton, to
encourage U.S. voter dissatisfaction and suppress voter turnout, particularly among minority groups."

Platform Distribution and the Instagram Finding

The New Knowledge analysis commissioned by SSCI — authored by Renee DiResta and colleagues — produced the
most granular platform-level findings from the full dataset provided by Facebook, Twitter, and Alphabet. The
headline finding challenges the narrative that Facebook was the central battleground: Instagram was the most
effective platform for the IRA's influence operation, accounting for approximately 187 million engagements between
2015 and 2018, compared to 76.5 million on Facebook and 73 million on Twitter. Approximately 40% of IRA Instagram
accounts accumulated more than 10,000 followers. As Facebook faced increasing scrutiny in 2017, the IRA migrated
significant activity to Instagram — which, despite being Facebook-owned, received substantially less attention in
congressional testimony. ASSESSED - HIGH CONFIDENCE

SSCI FINDING — RACE AS THE PRIMARY VECTOR

The Oxford/Graphika and New Knowledge analyses converge on a striking finding: no single group of
Americans was targeted by IRA information operations more than African-Americans. Over 66% of the IRA's
Facebook content contained a term related to race. The operational strategy was not primarily to generate
support for any candidate but to suppress Black voter turnout through three documented approaches:
election boycott messaging, third-candidate promotion (targeting voters likely to support Clinton toward
Green Party alternatives), and direct candidate attacks. The IRA constructed and operated Black-interest
accounts — some accumulating hundreds of thousands of genuine followers — for 18-24 months before
deploying them for electoral targeting. This is the grooming pattern that makes distinguishing authentic
community content from planted content extremely difficult.

Source: DiResta, R., et al. (2018). The Tactics & Tropes of the Internet Research Agency. New Knowledge / SSCI; Howard,
P.N., et al. (2019). The IRA, Social Media and Political Polarization in the United States. Oxford Internet Institute /
Graphika / SSCI.
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Attribution and the Indictment Standard

We are precise about what the Mueller indictment establishes and what it does not. It establishes — at the standard
required for federal indictment — that the IRA and named Prigozhin-linked entities executed an organized influence
operation against the 2016 election. It does not constitute a conviction; the named defendants were beyond U.S.
jurisdiction and the case was never tried. It does not establish direct Kremlin operational command and control of
the IRA's specific content decisions — the organizational relationship between Prigozhin and the Russian state was
indirect and commercially mediated, though Prigozhin operated in close proximity to the Putin circle. Analysts who
treat the indictment as proof of direct state direction are overclaiming; analysts who use the absence of a conviction
to deny operational attribution are underclaiming. We assess: organized, state-adjacent influence operation with
high confidence; direct Kremlin operational command of specific content decisions as assessed with medium
confidence. ASSESSED - MED-HIGH

9.7 Operation Denver/INFEKTION: The Archival Model of Narrative
Laundering

Operation Denver — known in Western literature as INFEKTION, though historians Douglas Selvage and Christopher
Nehring established from Stasi and Bulgarian State Security archives that Denver was the actual operational
codename — is the definitive archival case of long-duration narrative laundering. Their account, published in the
Journal of Cold War Studies (21:4, 2019), represents the most comprehensive evidentiary reconstruction of the
operation. ESTABLISHED - ARCHIVAL

The operation began in July 1983, when an anonymous letter appeared in the pro-Soviet Indian newspaper Patriot — a
KGB-established publication, per KGB defector Ilya Dzerkvelov's account — claiming that AIDS had been
manufactured at the U.S. Army's biological weapons research facility at Fort Detrick, Maryland. The letter was
ignored for two years. In October 1985, the campaign resumed in earnest when the Soviet newspaper Literaturnaya
Gazeta recycled the Fort Detrick claim, citing the Patriot as its source — laundering KGB-originated content through a
second publication to create the appearance of independent corroboration. Soviet and Eastern Bloc media, including
the East German Stasi's active measures assets, amplified the claim across European outlets throughout 1986 and
1987. By the late 1980s, the narrative had migrated into mainstream Western press and was cited in academic and
public-health debates as a plausible hypothesis.

In 1992 — after the Soviet Union's collapse — Director of the Russian Foreign Intelligence Service (SVR) Yevgeny
Primakov admitted publicly that the KGB had run the AIDS disinformation campaign. Former Stasi officer Glinter
Bohnsack confirmed East German involvement the same year. The operation had run for nearly a decade, survived
the dissolution of the state that created it, and — in a remarkable demonstration of narrative resilience — continued
to circulate as a live conspiracy theory decades later.

Figure 9.1— Operation Denver: Narrative Laundering Pathway (1983-1992)

The operation demonstrates the multi-hop laundering structure: original fabrication — KGB-linked plant in a foreign outlet — Soviet state media
citing the foreign outlet — Bloc media amplification — Western pickup. Each hop adds apparent independence.

Each hop creates apparent independent corroboration — the core laundering mechanic.

1986-87 post-1992

Narrative survived its creator by decades. Admission (1992) did not kill the clainm.

Source: Selvage, D. & Nehring, C. (2019). “Operation ‘Denver’: KGB and Stasi Disinformation Regarding AIDS.” Journal of Cold War
Studies, 21(4), 71-123.
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Operation Denver repays extended analysis because it exhibits all of the structural features that characterize
sophisticated active measures: a seed narrative planted through a deniable channel, a multi-hop laundering structure
that manufactures apparent independent corroboration, exploitation of pre-existing anxieties (the AIDS crisis,
suspicion of U.S. military research), long-duration patience, and a narrative that proved self-sustaining after the
intelligence apparatus was no longer operating it. This last feature is particularly significant: effective disinformation
does not require continued active sponsorship. Once embedded in public discourse and in the information-retrieval
systems that future fact-seekers will consult, the narrative perpetuates itself. The original state actor has achieved
deniability not by covering tracks, but by making the cover tracks irrelevant.

| 9.8 Doppelganger: The Contemporary Media-Spoofing Template

If Operation Denver is the archival model, Doppelganger is the contemporary one. EU DisinfoLab's September 2022
report — produced in partnership with EU DisinfoLab researchers and building on technical infrastructure analysis
of domain registrations, design templates, and content attribution — exposed a systematic operation of media-outlet
impersonation, active since at least May 2022 and attributed by French intelligence service VIGINUM and Meta to two
Russian companies: Social Design Agency (SDA) and Struktura. ASSESSED - HIGH CONFIDENCE

The Doppelganger technique is architecturally distinct from IRA-style persona operations. Rather than building
inauthentic accounts that aggregate followers, Doppelganger constructs cloned versions of genuine, high-credibility
media outlets: Der Spiegel, Le Figaro, Le Parisien, Le Monde, Fox News, The Washington Post, and the French Ministry of
Foreign Affairs website, among others. The clone domains are registered with small typographic variations (e.g.,
inserting or replacing a character in the authentic domain) and replicate the visual design, masthead, and layout of
the genuine outlet with high fidelity. Content is then produced that mimics the outlet's house style but carries the
operation's messaging objectives: undermining support for Ukraine, demonizing the Ukrainian government, and
arguing that Western support for Ukraine creates economic harm for ordinary European citizens.

FINDING — DOPPELGANGER ATTRIBUTION

In December 2022, Meta attributed the Doppelganger operation to Social Design Agency and Struktura —
Russian IT firms. In June 2023, VIGINUM (France's state service for digital foreign interference) confirmed
this attribution and identified specific fake article campaigns targeting French news consumers ahead of the
2022 legislative elections. The operation was still active as of EU DisinfoLab reporting in 2024, demonstrating
the durability of the infrastructure. Attribution confidence: assessed high for the two named firms; direct
FSB/GRU operational direction assessed with medium confidence (no public technical chain to a specific
service has been declassified).

Source: EU Disinfolab (2022). Doppelganger: Media Clones Serving Russian Propaganda. September 2022; Meta (Dec. 2022);
VIGINUM (Jun. 2023).

The strategic logic of Doppelganger is the exploitation of institutional credibility. The adversary is not building a new
information source with no credibility; it is borrowing the established credibility of a trusted source and substituting
content. This is a direct exploitation of the epistemic dependence that Hardwig (1985) identifies as an unavoidable
feature of how humans navigate a knowledge environment too large to personally verify. We rely on trusted
institutions to filter and certify information; Doppelganger undermines that reliance not by destroying trust in
institutions, but by inserting itself into the trust relationship.

The technique also demonstrates the evolution of active measures tradecraft in the internet era. Where Operation
Denver required multi-year patience and physical document production, Doppelganger can create and destroy
dozens of clone domains in days, A/B testing messaging across different national audiences at machine speed. The
doctrinal continuity with Soviet active measures is clear; the operational tempo is orders of magnitude faster.

| 9.9 Doctrine: The Integrated Picture

Across the six primary sources and the five case studies above, a coherent doctrine emerges — one that is consistent

enough to characterize as a stable strategic posture, not merely tactical improvisation:
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Doctrinal Element Description Confidence Grade

Exploitation over fabrication Authentic social divisions, real grievances, and genuine ESTABLISHED (Rid 2020; IRA data)
institutions are exploited and amplified rather than
invented. The most dangerous operations work with real
material.

Deniability by design Operations are structured to ensure the initiating state ESTABLISHED (archival + indictment)
cannot be directly traced: intermediary companies, proxy
outlets, front organizations, apparent organic content.

Decision targeting (reflexive Specific actors — governments, commanders, key DOCTRINE (THOMAS 2004)
control) influencers — are targeted with precision-crafted

information environments designed to produce preferred

voluntary decisions.

Saturation (firehose) Mass audiences are targeted with high-volume, multi- ESTABLISHED (Paul & Matthews
channel, internally inconsistent content designed to 2016)
produce epistemic exhaustion rather than persuasion.

Narrative laundering Fabricated content is seeded through deniable ESTABLISHED (Denver;
intermediaries and made to appear independently Doppelganger)
corroborated through multi-hop citation chains.

Institutional credibility Trust in legitimate institutions is exploited: media clones ESTABLISHED
parasitism (Doppelganger), fake personas with genuine followers

(IRA), front organizations mimicking civil society (Soviet

active measures).

Long-duration patience Narratives and assets are cultivated over months or years ESTABLISHED
before deployment — Black-interest IRA accounts for 18—
24 months; Denver AIDS narrative for nine years.

Post-operation resilience Effective narratives continue to circulate and self- ESTABLISHED (Denver post-1992)
reinforce after the operation has ended or been exposed.
Attribution does not neutralize a narrative already
embedded in the information ecosystem.

| 910 Whatls Out of Scope — and Where It Lives

This chapter has treated Russia as the most-studied and best-documented state practitioner. It has not treated China's
doctrinal model (the Three Warfares, United Front work, Spamouflage/Dragonbridge) — that is Chapter 10. Military
and cognitive-warfare doctrine as a distinct theoretical domain is treated in Chapter 11. Attribution methodology —
the Rid-Buchanan Q-model, DISARM, the ABCDE framework — is the subject of Chapter 17. Chapters 20 and onward
work through specific live campaign cases end-to-end at full analytic depth. The historical continuity established
here (Kennan's political warfare = Soviet active measures = IRA — Doppelganger) provides the backbone for those
later treatments.

| 911 Implications for Synthetic Insights

Russian doctrine, read carefully, teaches three things that directly shape how SI should build detection, reporting,
and protection capabilities.

1. Look for saturation and decision-targeting, not just false claims. The firehose model's goal is cognitive saturation,
not the establishment of a specific true belief. Detection systems that operate solely on the verifiability of individual
claims will miss operations that succeed through volume, incoherence, and confusion. SI's detection layer needs
signals for behavioral patterns — coordination, cross-channel amplification, narrative persistence despite refutation —
not just content signals. Reflexive control operations, conversely, will appear as small volumes of precisely targeted
material; they may not register as "disinformation" at all by conventional metrics. The detection question is whether
the information environment around a specific decision-maker or institution is being actively shaped, not whether
the shaping content is false.
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2. The Gerasimov lesson is a production standard, not just a historical curiosity. SI's analytic output must not
manufacture certainty that the evidence does not support. The Gerasimov episode demonstrates how a label —
coined for rhetorical convenience, attached to a real event, propagated through citation — can create the appearance
of analytic consensus where none exists. SI's confidence-tagging protocol (the three-tier tag system used throughout
this report), inline source attribution, and the distinction between indictment-level, assessed, and contested findings
are not stylistic conventions; they are the operational implementation of the Gerasimov lesson. Every SI piece that
treats assessed findings as established findings, or that cites secondary characterizations without tracing to the
primary source, is reproducing the failure mode that Galeotti himself identified and publicly retracted.

3. Narrative laundering is the attack surface for SI News. Operation Denver's multi-hop laundering structure — KGB
plant — front outlet — state media citation = Western pickup — is the structural template that makes synthetic
content appear independently sourced. SI News's ingestion pipeline ingests from hundreds of outlets. Without
provenance tracking at the source level, a coordinated laundering operation that plants content across multiple
apparently independent sources can evade single-source credibility checks. The provenance-native architecture
(recording where each claim entered the pipeline and through how many hops) is not an abstract commitment

to epistemic hygiene; it is the specific technical defense against the specific attack described in this chapter's

primary sources.

Finally, Doppelganger is the most operationally immediate threat to SI News's own credibility infrastructure. If SI
News ever achieves the institutional credibility that makes it a source worth spoofing, clone domains will appear. The
defensive posture — public domain registry, canonical URL standards, C2PA content credentials on original
journalism, reader communication channels that do not depend on third-party domain resolution — should be
designed now, not after the first spoof appears.
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PART II - HOW MANIPULATION WORKS - 8§10

Chinese Influence Operations — Distraction,
Doctrine & Scale

China operates the world's largest documented covert influence network and has the most systematically
theorized political-warfare doctrine of any major state. Yet its largest network achieves near-zero organic
engagement, its doctrine prioritizes distraction over persuasion, and its grand-strategic logic is the inverse
of Russia's. Understanding why is not an academic exercise — it is the calibration problem that any credible
analysis of the information environment must solve.

Chapter 9 treated Russia's model: the firehose of falsehood, reflexive control, and the IRA's election-adjacent social
amplification campaign. China demands a separate treatment because its doctrine, its organizational architecture,
and its measurable impact on target populations are all structurally different. The comparison is calibration. Russia
optimizes for destabilization — seeding confusion, amplifying division, and delegitimizing institutions. China, at
least in the covert-network operations documented to date, optimizes primarily for distraction inside China and image
management outside it. The two are not the same threat, and conflating them produces wrong predictions about what
to look for.

This chapter moves through four interlocking layers: the empirical finding on what fabricated posts actually do
inside China (King, Pan & Roberts 2017); the official military doctrine that provides the conceptual frame (Stokes &
Hsiao 2013); the United Front apparatus that executes the overseas political-influence mission (Brady 2017; Joske
2020); and the covert social-media networks documented by Graphika, Google TAG, and Mandiant — culminating in
the GoLaxy/GoPro system as a frontier case. Throughout, attribution is graded by the assessing organization's own
stated confidence. And throughout, we are disciplined about the central finding that the research keeps returning to:
scale does not equal impact.

China operates at documented scale — hundreds of millions of fabricated posts per year, tens of thousands
of covert social-media accounts disrupted in a single quarter, Al-driven profiling of over a hundred sitting

U.S. lawmakers. Yet on every organic-engagement metric the research can measure, real audiences are not

responding. The correct analytical move is not to dismiss the scale and not to inflate it, but to ask precisely:

| 101 The Leaked Archive: Distraction, Not Argument

The foundational empirical paper on Chinese fabricated-post operations is Gary King, Jennifer Pan, and Margaret
Roberts, "How the Chinese Government Fabricates Social Media Posts for Strategic Distraction, Not Engaged
Argument,” published in the American Political Science Review in 2017 (Vol. 111, No. 3, pp. 484-501). PEER-REVIEWED Its
analytical grip derives from an unusual evidentiary base: a leak of approximately 44,000 fabricated social media
posts, together with internal emails from local government offices and propaganda departments in a county in
southeastern China, spanning 2013 and 2014. The authors did not speculate about what fabricated posts were
intended to do — they read the instructions, observed the posts that followed, and compared both to authentic social-

media activity at scale.

The findings overturn the received picture. Before this study, the common characterization of the "50-cent party" (

, wumao dang — named for the alleged per-post payment) was of an army of government-paid commenters who
would engage, argue, and rebut critics of the Chinese Communist Party. The leaked archive showed something
different. The fabricated posts were almost entirely cheerleading content — expressions of enthusiasm for the Party,
the nation, or a local official — clustered tightly around politically sensitive moments, holidays, and — crucially —
around any online discussion that showed potential to generate collective action.
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KEY FINDING

King, Pan & Roberts found that the 50-cent-party posts almost entirely avoided controversial topics.
Fabricated commenters did not engage critics, rebut arguments, or defend policy. Instead, they posted
cheerleading content and content designed to distract from — not engage with — expressions of anger or
grievance that could plausibly mobilize collective action. The authors assessed this as a calculated risk-
management choice: engaging critics draws attention to the criticism; flooding the zone with cheerful,
positive content moves discussion past the dangerous moment.

Source: King, Pan & Roberts (2017), American Political Science Review, Vol. 111, No. 3, pp. 484-501.

The volume estimates from this study are the most-cited in the literature. The authors extrapolated from the county-
level data to a national estimate of approximately 448 million fabricated posts per year across China. ESTABLISHED
This figure should be read carefully: it is an extrapolation from one county's leaked records to the national scale, not
a direct national count, and King et al. acknowledge the uncertainty range. What the figure establishes confidently is
order of magnitude — the operation is enormous — and what it refutes confidently is the received image of an
argumentative counter-persuasion army. The architecture is a distraction engine, not a debate team.

The distinction has direct implications for detection and for the credibility of analyses that conflate Chinese and
Russian models. Russia's firehose-of-falsehood model (Paul & Matthews, RAND 2016) actively promotes false claims
and seeks to destabilize belief. China's distraction model — at the domestic level, at minimum — avoids contestation.
It does not say "the critics are wrong"; it buries the critics' message under an avalanche of noise. The goal is to
prevent a sufficient mass of people from believing that anyone else is also angry — which is the precondition for
collective action — rather than to change what any individual believes.

"The goal of the 50-cent army is not to argue with critics — it is to prevent
the public from perceiving that collective dissatisfaction exists."

— King, Pan & Roberts (2017), paraphrased from APSR, Vol. 111, No. 3

This finding also explains the second pattern in the leaked archive: fabricated posts were deployed in surges, not as a
steady background level. The timing concentrated around what the authors term "collective-action potential" —
events that historically triggered coordinated protest: the anniversaries of the Tiananmen crackdown, local
environmental grievances, labor disputes, and anything with the potential for cross-regional solidarity. The 50-cent
machinery is not a communications operation in the Western sense; it is a social-signal suppression system — one that
targets the shared-knowledge condition (Chwe 2001) that collective action requires.

| 10.2 The Three Warfares: Doctrine as Baseline

Understanding Chinese influence operations outside China requires understanding their official doctrinal home. The
PLA's "Three Warfares" ( , san zhong zhanfd) — public opinion warfare, psychological warfare, and legal
warfare — are not a theoretical construct invented by Western analysts. They are an official doctrine approved by the
Central Military Commission (CMC) in 2003 and incorporated into the PLA's Political Work Regulations. pocTRINE The
authoritative English-language treatment is Mark Stokes and L.C. Russell Hsiao's "The People's Liberation Army
General Political Department: Political Warfare with Chinese Characteristics" (Project 2049 Institute, October 2013),
which draws on PLA primary texts and doctrine manuals.

Warfare Type Definition (PLA doctrine) Primary mechanisms

Public Opinion Warfare Influence the cognitions and will of target State-controlled international media (CGTN,
audiences — domestic and foreign — through Xinhua, Global Times); covert social-media
control of information and media narratives, accounts; overseas Chinese-language press
particularly in pre-conflict, conflict, and post- acquisition.

conflict phases.
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Warfare Type Definition (PLA doctrine) Primary mechanisms

Psychological Warfare Undermine adversary willpower, destabilize Strategic messaging to adversary militaries and
decision-making, and degrade the morale of populations; exploitation of political divisions;
opposing forces and populations. targeted pressure on diaspora communities.

Legal Warfare Use domestic and international legal instruments to Litigation strategies; shaping international legal
legitimize Chinese positions, delegitimize adversary norms (particularly in maritime and airspace
positions, and constrain the adversary's options. disputes); domestic law as jurisdictional shield.

Several aspects of this doctrine deserve emphasis for analytical purposes. First, the Three Warfares are explicitly
whole-of-operation — they apply before, during, and after armed conflict, and they apply in peacetime competition.
This is not a doctrine for wartime propaganda; it is a standing operational philosophy. Second, the CMC approval and
the integration into Political Work Regulations means this is policy, not a rogue program — a point that bears on
attribution analysis (see §10.6 below). Third, public opinion warfare in the doctrine is not merely external-facing; it
includes domestic audience management — which is exactly the architecture King et al.'s distraction engine serves.

Legal warfare deserves a brief separate note. In the South China Sea context, the PRC's assertion that the "nine-dash
line" has historical-legal basis, its rejection of the 2016 UNCLOS arbitration ruling, and its relentless framing of
Taiwan as an internal matter rather than an international one are all applications of the legal warfare concept — not
conventional military deterrence, but a sustained effort to shape the normative environment in which any future
military confrontation would be judged. assessep - High The three instruments are meant to operate in concert, with
public-opinion and psychological warfare conditioning target audiences before and during any legal argumentation.

| 10.3 United Front "Magic Weapons" — The Overseas Architecture

Influence operations targeting foreign audiences operate through a different organizational node: the United Front
Work Department (UFWD, , tongyi zhanxian gongzuo bit), a CCP Central Committee body that predates
the People's Republic itself. The term "magic weapons" ( , fdbdo) — the chapter's primary source for this section —
is Xi Jinping's own language: in a September 2014 speech on united front work, Xi called it one of the CCP's
historically decisive instruments, alongside party-building and the armed forces.

The academic treatment of this architecture in the Western context is Anne-Marie Brady's "Magic Weapons: China's
Political Influence Activities Under Xi Jinping" (Wilson Center, September 2017). estasLisiEn Brady uses New Zealand
as a case study — a small, open democracy with a large ethnic-Chinese population and significant economic ties to
China — to map the UFWD's operational footprint. The paper identifies four principal channels:

¢ Overseas Chinese-language media acquisition. Previously independent Chinese-language newspapers, radio
stations, and digital outlets in diaspora communities have, across two decades, been acquired or brought into
financial dependency through the China News Service (affiliated with the UFWD) and related bodies. Brady
documents this for New Zealand; parallel processes have been documented in Australia, Canada, and the United
States (Joske 2020; ASPI Strategist, multiple). The practical effect is that Chinese-speaking diaspora communities
whose primary news source is a Chinese-language outlet may be receiving coverage filtered through UFWD
editorial priorities — without any public disclosure that the outlet is connected to PRC state bodies.

¢ Diaspora pressure. The UFWD maintains networks within overseas Chinese communities that apply both carrots
(financial opportunities, honorary positions, facilitated return travel to China) and sticks (travel restriction or
detention of family members remaining in China) to encourage political cooperation and discourage advocacy
that contradicts CCP positions. Brady documents this mechanism in New Zealand; the DOJ's 2023 912 Working
Group prosecution documents the coercive end of this spectrum in the United States (see §10.5).

¢ Elite capture. UFWD-linked bodies cultivate relationships with politicians, business leaders, academics, and
journalists in target countries. The mechanism ranges from research funding and conference invitations (which
can be benign, and should be assessed case-by-case) to active recruitment of individuals willing to advance CCP
policy positions in exchange for access or business opportunity. assessen - Mep-#ieH Joske's "Hunting the
Phoenix" (ASPI, 2020) documents the talent-recruitment dimension, identifying over 600 overseas talent-
recruitment stations globally, at least 146 in the United States — structures that overlap with political influence
efforts at their periphery.
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¢ Student and community organizations. Chinese student and scholar associations (CSAs) at foreign universities,
and community organizations with UFWD connections, are documented channels for monitoring diaspora
members' political activity and, in some cases, mobilizing them for demonstrations or counter-protests on behalf
of CCP positions. Attribution in individual cases should be careful — not every CSA activity is UFWD-directed —
but the structural connection is documented. ESTABLISHED AT STRUCTURAL LEVEL

ATTRIBUTION DISCIPLINE

Brady's paper — and the broader United Front literature — identifies structural relationships and documented
mechanisms. It does not assert that every overseas Chinese business leader, journalist, or politician who
maintains ties to PRC bodies is an influence agent. The analytical task is to distinguish structural exposure
(documented, policy-level, worth understanding) from operational direction (case-specific, requires
evidence). Conflating the two produces the same overclaim problem that Chapter 4 identified in the threat-
harms literature: it delegitimizes legitimate diaspora community participation and undermines the
credibility of findings about cases where operational direction actually is documented.

Brady's paper was published in September 2017 and was downloaded over 160,000 times, triggering parliamentary
inquiries in New Zealand and Australia. Brady herself subsequently reported break-ins at her home and car in 2018 —
incidents investigated by New Zealand police. No prosecutions resulted. The paper remains one of the most-cited
foundational documents on the United Front system's overseas operations.

| 10.4 Grand-Strategic Frame — The "Blunting" Logic

To understand what the covert-network operations are trying to accomplish, it helps to situate them within the
broader strategic logic that Rush Doshi reconstructs in The Long Game: China's Grand Strategy to Displace American
Order (Oxford University Press, 2021). EesTaBLIsiED Drawing on Chinese-language primary sources — party
documents, scholarly journals, leadership speeches, and internal assessments — Doshi identifies three sequential
strategies that Chinese grand strategy has pursued since the end of the Cold War: blunting, building, and expanding.

Blunting is the first and foundational phase. Beginning with Deng Xiaoping's net assessment of American
preeminence after 1989, Chinese strategy aimed not at confronting U.S. power but at eroding it: joining U.S.-led
institutions to slow their institutionalization, avoiding direct confrontations that would trigger balancing coalitions,
and — critically for this chapter — undermining U.S. political influence, alliance credibility, and legitimacy in the
eyes of third-country audiences. Influence operations, on this reading, are instruments of blunting: their function is
not to make audiences love China, but to make them doubt the United States, weaken U.S. alliances, and prevent the
formation of effective counter-coalitions.

The second phase, building, accelerated after the 2008 financial crisis — when Chinese elites assessed that the gap
between U.S. and Chinese power had narrowed sufficiently to warrant more assertive institution-building. The third
phase, expanding, now targets global order. Influence operations across all three phases share the same instrumental
logic: they are not ends in themselves but diplomatic and informational tools that shape the environment in which
hard-power competition occurs.

This framing has two consequences for analysis. First, it suggests that Chinese influence operations should be
expected to become more sophisticated and targeted as the grand-strategic phase matures — the blunting-era
operations documented through Spamouflage/Dragonbridge are low-sophistication volume plays; the GoLaxy/GoPro
system (§10.6) represents the beginning of the next generation. Second, it locates the primary audience for many
Chinese influence efforts not in the domestic U.S. population (the primary target of Russian IRA operations) but in
third-country audiences — the Global South, Southeast Asia, and African nations whose alignment in any future U.S.-
China confrontation matters enormously for the "blunting" objective.

| 10.5 Sharp Power — The Cross-Cutting Category

The analytical vocabulary for Chinese (and Russian) influence operations was usefully sharpened by Christopher
Walker and Jessica Ludwig in "Sharp Power: Rising Authoritarian Influence," the founding document of the National
Endowment for Democracy's International Forum for Democratic Studies (December 2017). estasLISHED Their
concept of sharp power names the mechanism that distinguishes authoritarian political-influence activity from the
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"soft power" of cultural attraction or the "hard power" of coercion: sharp power pierces open information
environments, exploiting the asymmetry between free societies (where information can flow freely) and closed ones

(where the authoritarian state controls the information environment at home while exploiting openness abroad).

Sharp power is not merely propaganda. It includes censorship — pressuring foreign media, universities, and
corporations to self-censor in order to maintain access to Chinese markets or to avoid retaliation against operations
in China. It includes manipulation — covert placement of content, as documented in the Spamouflage network. And it
includes what Walker & Ludwig call "integrity subversion" — using the infrastructure of open societies (media,
academia, political processes) against them.

The sharp-power concept is useful for SI precisely because it clarifies what the target is: not the individual mind, but
the information environment itself. A country that cannot maintain an independent press in its own Chinese-speaking
diaspora community, or whose universities self-censor on Xinjiang to protect exchange programs, or whose
politicians decline to meet with Tibetan leaders to preserve trade relationships, has been "sharped" — even if no
individual has been persuaded of anything. The mechanism is structural capture, not cognitive change.
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| 10.6 Spamouflage/Dragonbridge — The Scalezlmpact Case

The covert social-media operation now known as Spamouflage (named by Graphika in its September 2019 report) and
Dragonbridge (Google TAG's name for the same network, used interchangeably in most later literature) is the largest
known China-linked covert influence network and one of the largest ever documented anywhere. It is also, on every
organic-engagement measure available, one of the least effective. The combination makes it the canonical
demonstration of the scaleximpact principle.

Graphika's original 2019 identification focused on a network praising Chinese authorities and attacking Hong Kong
protesters, as well as targeting exiled CCP critic Guo Wengui. The network was "prolific but unable to break out of its
own echo chamber," in Graphika's own words — a characterization that has applied consistently through every
subsequent takedown and reporting cycle. ESTABLISHED

GOOGLE TAG — 2022 YEAR-IN-REVIEW

Google disrupted over 50,000 instances of Dragonbridge activity in 2022 across YouTube, Blogger, and
AdSense — a single-year count that exceeds the lifetime disruption counts of most other named influence
networks. Yet the engagement metrics were stark: 58% of disrupted YouTube channels had zero subscribers;
over 65% of Dragonbridge videos had fewer than 100 views (Google TAG, 2023). In the rare cases where
content did receive engagement, it came almost entirely from other Dragonbridge accounts. The Blogger
engagement was even weaker: approximately 95% of terminated blogs had received 10 or fewer views.

Source: Google Threat Analysis Group, "Over 50,000 Instances of DRAGONBRIDGE Activity Disrupted in 2022," January 2023.

This pattern held in 2023 and 2024. Google disrupted over 65,000 Dragonbridge instances in 2023; over 10,000 in Q1
2024 alone. The Q1 2024 report noted explicitly that DRAGONBRIDGE "still does not get high engagement from users
on YouTube or Blogger" and that even its largest Al-enhanced campaign — targeting Taiwan's January 2024
presidential election with generative-Al-produced video content — did not produce "significantly higher engagement
from real viewers." ESTABLISHED
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The network's narrative scope has been broad: it has posted on Hong Kong, Taiwan, U.S. elections, COVID-19 origins,
the George Floyd protests, the Russia-Ukraine war, and U.S.-China trade disputes. It has operated in multiple
languages, including English, Chinese, Spanish, and Portuguese. Multiple platforms — YouTube, Facebook,
Instagram, Twitter/X, Reddit, and others — have taken down Dragonbridge accounts in successive waves. And across
all of this activity, the audience remains essentially zero.

Microsoft's Threat Intelligence team (under the "Storm-1376" designation) and Mandiant have independently assessed
the network as linked to PRC state actors. ASSESSED - HIGH (CONVERGENT MULTI-oRe) Microsoft, Mandiant, Google TAG,
Graphika, and Meta have all attributed the network to PRC-linked entities. None of these assessments constitutes a
judicial finding; the DOJ indictment dimension is addressed separately below.

The evidentiary picture from these reports also clarifies a detection-relevant point: Spamouflage/Dragonbridge's
operational signature is volume and cross-platform seeding, not quality of content or persuasive targeting. The accounts
post at high frequency, use templates, cross-post identically across platforms, and rely on inter-network
amplification rather than organic sharing. This is detectable — Graphika's original identification rested precisely on
the network's inability to mimic organic behavior. The failure mode is not undetectability; it is the volume that
makes comprehensive monitoring expensive.

| 10.7 The DOJ Indictment — Doctrine Meeting Law Enforcement

On April 17, 2023, the U.S. Department of Justice unsealed criminal complaints charging 44 defendants in connection
with PRC Ministry of Public Security (MPS) operations targeting Chinese dissidents in the United States. Of those, 34
were charged in connection with an elite task force called the "912 Special Project Working Group" — a unit of the
MPS assessed by DOJ to target Chinese nationals residing in the United States and globally in order to silence
criticism of the CCP. INDICTMENT-LEVEL

The 912 Working Group is alleged in the complaints to have operated a troll farm of thousands of fake social-media
profiles — primarily on Twitter/X — to disseminate CCP-aligned propaganda and to attempt to recruit U.S. persons as
unwitting agents. The alleged scope extended beyond diaspora targeting: the complaints allege that the group
attempted to sow division in the United States around U.S. law enforcement's involvement in the George Floyd
protests, COVID-19 origins, and the Russia-Ukraine war.

This indictment is analytically important for two reasons. First, it establishes at the level of criminal allegation — the
evidentiary standard that attribution analysis should distinguish from intelligence assessment — a direct operational
link between the MPS and covert social-media influence activity. Second, it describes a unit whose mission

explicitly combined transnational repression (harassing dissidents) with narrative seeding (divisive messaging aimed

at the U.S. domestic audience). These are not separate programs; they are integrated operations under a single
organizational roof.

ATTRIBUTION GRADING — DOJ VS. INTELLIGENCE ASSESSMENT

The 912 indictment represents a higher evidentiary standard than intelligence assessments published by
Mandiant, Google TAG, or Graphika. The indictment alleges specific conduct by named or identified
individuals; intelligence assessments typically use probabilistic language ("assessed with moderate
confidence" or "very likely") without naming operators. Both levels are analytically useful, but they should
not be conflated. An intelligence assessment establishing "high confidence" of PRC-state attribution is not the
same as an indictment; an indictment does not establish facts in the absence of conviction. SI reporting
should distinguish these levels explicitly.

The 34 defendants in the 912 Working Group complaints are all believed to reside in China; extradition is unlikely.
The 10 defendants charged in connection with the separately alleged secret "police outpost" in New York — two of
whom were arrested in the United States — faced charges including conspiracy to act as an agent of a foreign

government and conspiracy to obstruct justice.
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| 10.8 GoLaxy/GoPro — The Al-Driven Frontier

The most significant recent development in documented Chinese influence-operations capability is the
GoLaxy/GoPro system, first reported publicly in The New York Times on August 5, 2025, based on leaked internal
documents analyzed principally by Doublethink Lab and researchers Brett J. Goldstein and Brett V. Benson at
Vanderbilt University. EMERGING - DOC-AUTHENTICITY ASSESSED HIGH

GoLaxy was founded in 2010 by a research institute affiliated with the state-run Chinese Academy of Sciences. Its
public positioning is as a social-media monitoring and public-sentiment analytics company. The leaked internal
documents, according to Doublethink Lab's analysis, reveal that it privately marketed a system called "Smart
Propaganda System" (referred to as "GoPro" in the documents) — an Al-driven platform designed to build detailed
profiles on target individuals, generate personalized influence content at scale, and orchestrate coordinated
amplification through bot networks.

GOLAXY DOCUMENTED CAPABILITY

Per the leaked documents as analyzed by Doublethink Lab (August 2025): GoLaxy had constructed detailed
data profiles for at least 117 sitting U.S. lawmakers and more than 2,000 other American political and thought
leaders, including journalists and right-wing influencers. The system documentation describes capabilities to
"be aware of political situations, target in real time, create high-quality content and perform rapid
counterattacks." The Taipei Times and subsequent reporting note that GoLaxy documents from late 2025
describe targeting of Taiwan and U.S. political discourse ahead of elections.

Source: Doublethink Lab / Vanderbilt (Goldstein & Benson), "The Rise of AI in PRC Influence Operations: Nine Takeaways
from the GolLaxy Documents," Medium/Doublethink Lab, August 2025.

The analytical grading of GoLaxy requires care. Doublethink Lab assesses the document authenticity as high — the
internal consistency, technical specificity, and organizational detail of the leaked files suggest genuine provenance.

DOC AUTHENTICITY: AssesseD - HIGH The inference that these capabilities represent direct PRC-government-
commissioned operations — as opposed to a contractor marketing a dual-use commercial platform to a mix of clients
including, potentially, government ones — requires an additional evidentiary step that the documents themselves do
not fully close. STATE-comMAND INFERENCE: ASsEsSeD - MepIunm The Register reported in August 2025 that GoLaxy "uses Al to
influence US politicians"; the AI Incident Database (Incident 1169) classifies the documented campaigns as "alleged"
rather than confirmed.

Even at the conservative end of the confidence range, GoLaxy represents something analytically new: a documented
capability for Al-driven micro-targeted influence operations, where the targeting is not broad demographic groups
but specific named individuals — individual lawmakers, specific journalists, named influencers — with profiles built
from scraped social-media data and behavioral inference. This is a qualitative shift from the
Spamouflage/Dragonbridge model, which applied volume without targeting sophistication. Whether GoLaxy's
operational impact on real audiences exceeds Dragonbridge's near-zero organic engagement is not yet established.
The history of Chinese covert operations counsels skepticism until direct evidence of engagement is documented.

| 10.9 China vs. Russia— The Comparative Calibration

The accumulation of evidence on both Chinese and Russian models supports a structural comparison that should
discipline any subsequent analysis of either. The two major state practitioners of systematic influence operations
work through meaningfully different architectures with meaningfully different goals.

Dimension Russia (IRA / GRU / FSB model) China (PLA / UFWD / MPS model)

Primary doctrine Firehose of falsehood (volume + Three Warfares (opinion/psychological/legal);
contradiction); reflexive control (steer United Front (structural capture); distraction
adversary decision) engine (domestic)

Primary goal (external) Destabilization — maximize division, Blunting — reduce U.S. influence, protect CCP
delegitimize institutions, degrade trust in image, coerce diaspora, prevent alliance
democratic process formation
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Dimension Russia (IRA / GRU / FSB model) China (PLA / UFWD / MPS model)

Content strategy Emotionally charged, divisive, false claims; Cheerleading + distraction (domestic); image
amplifies existing social fissures management + narrative suppression
(external); Al targeting emerging

Targeting sophistication IRA: demographic micro-targeting via U.S. Dragonbridge: bulk/untargeted;
platform ad infrastructure; GRU: strategic GoLaxy/GoPro: individual-level Al profiling
leaks (documented 2025)
Organic engagement IRA reached 126M Facebook users (Mueller Dragonbridge: near-zero organic engagement;
Vol. 1); some content generated genuine Golaxy impact not yet measured
shares
Attribution evidentiary floor Mueller indictment (IRA + GRU officers) — 912 Working Group indictment (MPS) for
U.S. federal charges repression + narrative operations;
Dragonbridge = intelligence assessment, not
indicted
Key open question What did the 2016 IRA campaign actually Why does the world's largest covert network
change? (Evidence: exposure high; impact achieve near-zero organic engagement?
contested) (Architecture, not quality?)

The "open question" on China — why a network of this documented scale achieves such minimal organic traction —
has several candidate explanations that should be held in parallel rather than collapsed into one. First, the network
may not be optimized for organic engagement with Western audiences; its targets may be third-country audiences
(Global South, Southeast Asian) where platform coverage and takedown reporting are less comprehensive. Second,
the network's volume-without-targeting approach may simply be ineffective at organically seeding narratives, and its
operators may know this — using the network for other purposes (signaling capability, internal political justification
for budget, or harassment of specific dissidents) rather than genuine persuasion. Third, the engagement metrics
available to researchers (YouTube views, subscriber counts) may not capture the network's actual operational
objectives, which Doshi's grand-strategic analysis suggests are partly about presence and deterrence rather than
persuasion of any particular audience. None of these explanations is mutually exclusive.

| 1010 Detection Patterns — What the Doctrine Implies

Chinese doctrine and documented practice imply specific detection signatures that differ from the Russian model.
An analytic organization looking for Chinese-pattern operations in an information stream should be looking for
the following:

¢ Flood-not-rebuttal signature. Where Russian operations tend to engage — amplify, reframe, create controversy —
Chinese operations (at least domestically, and in the Dragonbridge pattern externally) tend to flood. Look for
high-volume neutral or positive content that appears precisely when a negative narrative is gaining traction,
rather than engagement with that narrative. The counter-signal is positivity, not counter-argument.

¢ Collective-action targeting. King et al. found that fabricated posts surged specifically around events with
collective-action potential. For external operations, the analog would be information operations that surge
around events that could trigger coordinated international pressure on China — territorial disputes, human-

rights reports, trade negotiations — rather than around random news cycles.

¢ Cross-platform template seeding. Graphika's Spamouflage detection rested on template reuse: the same content,
slightly reformatted, appearing across YouTube, Twitter, Facebook, and Reddit within short time windows. This
is a network- level detection pattern, not a content-quality one — the content often looks low-quality by design,
because the goal is volume, not persuasion.

* Third-country audience focus. If Doshi's blunting analysis is correct, Chinese operations targeting Western
populations may be a secondary objective — the primary audience may be in Southeast Asia, Africa, or Latin
America. This means monitoring focused exclusively on U.S./EU platforms may systematically undercount
Chinese influence operation activity.
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e Structural capture signals. The United Front model of sharp power does not operate through fake social-media
accounts at all — it operates through editorial control of media outlets, elite relationships, and diaspora pressure.
These are detectable through disclosure analysis (who owns a media outlet, what their funding relationships are)
rather than social-media network analysis.

| 1011 Implications for Synthetic Insights

The Chinese influence-operations case carries several direct implications for how SI produces ground truth, defends
its AI systems, and reports on campaigns.

The scale+impact discipline is load-bearing. The greatest single analytical error available in this domain is to equate
the documented scale of a Chinese-linked network with documented influence on real audiences. Dragonbridge is
the canonical demonstration: it is the largest covert influence network ever comprehensively documented, and it
achieves near-zero organic engagement. An SI analysis that said "China operates the largest known influence network
and therefore China's influence operations are reshaping Western public opinion" would be factually accurate in the
first clause and unsupported in the second. Keeping that distinction explicit — and holding it even when the scale
numbers are large and alarming — is part of the calibrated-honesty posture that is SI's primary credibility claim.

The distraction-not-persuasion finding is a detection design input. If the primary architecture of Chinese fabricated-
post operations is distraction — flooding around collective-action moments rather than counter-arguing — then
detection based on false-content identification will miss most of the operation. The signal to detect is not "false claim"
but "volume surge around a specific topic class." SI's detection framework (Tier 1, §11) should account for this pattern
class explicitly, and the IoM layer should be calibrated to flag volume anomalies in addition to content anomalies.

Attribution grading is non-negotiable. The Chinese case spans four distinct evidentiary levels: (a) CMC-approved
doctrine (primary text, uncontested); (b) DOJ criminal indictment (912 Working Group, judicial-allegation level); (c)
multi-org intelligence assessment (Dragonbridge/Spamouflage, high-confidence convergent); (d) single-source or
authenticated-document assessment (GoLaxy, high document authenticity, medium state-command inference). SI
reporting should always anchor attribution to its evidentiary tier, never conflate them, and resist the gravitational
pull toward stating as fact what is assessed as probable. The Gerasimov-doctrine cautionary tale from the Russian
case (Chapter 9) applies here too: the field is littered with analytical errors that came from collapsing evidence tiers.

The United Front model is a sharp-power problem, not a social-media-network problem. The most structurally
significant Chinese influence operations — diaspora media acquisition, elite capture, community-organization
pressure — do not operate through social-media networks at all. They operate through institutional and economic
relationships. SI's reporting on Chinese influence operations that focuses exclusively on social-media networks
will systematically miss the architecturally more significant layer. Any serious treatment of Chinese information
operations in SI News or SI research must include the structural-capture dimension alongside the covert-
network dimension.

The GoLaxy/GoPro system is a watch item, not a confirmed baseline. The documented capability for Al-driven
individual-level profiling of U.S. lawmakers and journalists represents a qualitative evolution from the Dragonbridge
template. If the state-command inference is correct — and if future engagement data shows that Al-targeted
operations outperform the Dragonbridge near-zero baseline — then the scaleximpact discipline will need to be
reexamined for this generation of operations. That revision should be driven by evidence of actual engagement, not
by the apparent sophistication of the capability. SI should track subsequent reporting on GoLaxy impact metrics as
they emerge, and treat the current finding as: documented capability, impact not yet established.

Finally, Chapter 20's worked case studies of the Fukushima treated-water narrative and the Okinawa independence
campaign will test these frameworks against specific, end-to-end documented operations. The theoretical
architecture established here — doctrine, detection pattern, attribution grading, scale+ximpact discipline — provides
the analytical vocabulary that the case-study chapters will apply.
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PART II - HOW MANIPULATION WORKS - 8§11

The Doctrine of Cognitive War — and the Line We
Will Not Cross

Professional militaries have mapped the human mind as a theater of operations — naming its dimensions,
cataloguing its vulnerabilities, and encoding its conquest as doctrine. Understanding that doctrine is
essential for any institution that wants to defend cognition, report on those who weaponize it, and never
become one of them.

| 111 The Information Environment as Contested Ground

Warfare has always encompassed more than the physical exchange of fire. What changed in the late twentieth
century was the formal codification — at the level of published joint military doctrine — of a systematic framework
for understanding how information shapes the human decisions that ultimately determine whether a conflict is won or lost.
That framework begins with a model of the information environment that every intelligence analyst and every
journalist operating in contested information space should know.

U.S. Joint Publication 3-13, Information Operations (2012, updated with Change 1 in 2014), establishes the canonical
three-dimension model of the information environment that still governs American military thinking. pocTrRINE The
information environment consists of three interrelated dimensions: the physical dimension (the infrastructure
through which information flows — networks, transmitters, printing presses, devices, human bodies), the
informational dimension (the content, the message, the data that moves through those conduits), and the cognitive

dimension (the minds of those who transmit, receive, and act on information).

The cognitive dimension constitutes the most important component of
the information environment.

— U.S. JP 3-13, Information Operations, 2014

That ranking is not rhetorical. The doctrine's logic is precise: physical infrastructure and informational content are
instrumental — they matter only insofar as they shape what happens inside human cognition. Destroying a
transmitter is worthless if the adversary's beliefs are unchanged; flooding a network with false content is
meaningless if no mind processes it. The cognitive dimension — "the minds of those who transmit, receive, and
respond to or act on information" — is where the war is decided. JP 3-13 specifies that cognitive processes are
shaped by individual and cultural beliefs, norms, vulnerabilities, motivations, emotions, experiences, morals,
education, mental health, identities, and ideologies. This is not a soft addendum to kinetic doctrine; it is the
targeting environment.

The 2018 Joint Concept for Operating in the Information Environment (JCOIE) extended this framework by introducing
the concept of informational power — formally defined as "the ability to leverage information to shape perceptions,
attitudes, and other elements that drive desired behavior and the course of events." pocTrRINE Informational power
operates along three simultaneous lines: changing or maintaining the perceptions and decisions of relevant
adversary and third-party actors; protecting the perceptions and decisions of friendly forces and partners; and
acquiring and distributing data to enhance combat power. The 2023 DoD Strategy for Operations in the Information
Environment (SOIE) updated this formulation, defining informational power as "the ability to use information to
support achievement of objectives and gain an information advantage" — and specifying that "the essence of
informational power is the ability to exert one's will through the projection, exploitation, denial, and preservation of
information in pursuit of objectives."

What these documents collectively establish is a complete strategic grammar: the information environment has
dimensions, cognitive primacy among them; information is a form of power; that power is exercised through
deliberate operations; and those operations, ultimately, target minds. The analyst who understands this grammar
understands why the term "information operation" is never accidental — it describes a system, not a message.
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Dimension What It Encompasses Primary Operations Targeting It

Physical Infrastructure — networks, devices, human bodies, Electronic warfare; cyberattacks on
media hardware infrastructure; transmitter destruction
Informational Content — data, messages, narratives, signals Deception; disinformation; electronic attack on
data; OPSEC
Cognitive Minds — beliefs, perceptions, decisions, identities, MISO; influence operations; cognitive warfare;
cultural frames psychological operations

Figure 11.1 — The three-dimension model of the information environment per U.S. JP 3-13 (2014). The cognitive dimension is
classified as the most important.

| 1.2 From PSYOP to MISO: What Military Influence Operations Actually Are

Before examining the more recent and contested concept of "cognitive warfare," it is worth grounding the analysis in
what military information support operations (MISO) actually are — because the doctrinal definition reveals the
mechanism of manipulation with unusual clarity.

U.S. JP 3-13.2, Military Information Support Operations (December 2011), provides the governing definition: pocTRINE
"MISO are planned operations to convey selected information and indicators to foreign audiences to influence their
emotions, motives, objective reasoning, and ultimately the behavior of foreign governments, organizations, groups,
and individuals in a manner favorable to the originator's objectives." The deliberately chosen verb is convey selected —
not "inform," not "educate," not "report." The goal is behavioral change in a foreign audience, achieved through the
careful curation of what that audience sees and hears.

The term itself — Military Information Support Operations — replaced the older "PSYOP" (psychological operations)
in 2011 precisely to "more accurately reflect and convey the nature of planned peacetime or combat operations
activities," in the doctrine's own words. pocTRINE The rename was partly about public perception; the underlying
mechanism was unchanged. MISO professionals follow a process that analyzes the environment, selects relevant
target audiences, develops "culturally and environmentally attuned messages and actions," employs "sophisticated
media delivery means," and produces "observable, measurable behavioral responses." Every element of this process
— audience selection, message design, channel optimization, behavior measurement — has a structural analog in
commercial persuasion and political advertising. The military operationalized what the advertising industry had
discovered commercially.

The legal constraint on this apparatus is absolute and load-bearing: MISO targets foreign audiences only. The
doctrine is explicit. U.S. law enforces it. Understanding exactly how will occupy Section 11.5.

DOCTRINAL PRECISION MATTERS

MISO is often conflated with "propaganda" in popular discussion. The doctrinal distinction is meaningful:
MISO is a military capability authorized by law for use against foreign audiences in support of military
objectives. Propaganda, as Jowett and O'Donnell define it, is broader — any deliberate, systematic attempt to
shape perceptions and direct behavior. MISO is a specific institutional form of propaganda, operating within a
legal authority structure. Conflating them collapses the legal and ethical distinctions that this chapter argues
are binding.

| 1.3 The NATO Doctrine: Inform and Influence

Alliance doctrine tracks closely with U.S. thinking but introduces its own vocabulary and emphasis. NATO AJP-3.10,
Allied Joint Doctrine for Information Operations (2015), defines information operations as activities "focused on affecting
will, understanding and capability through military information activities." pocTRINE The key innovation in the
NATO framing is the explicit triad of targets: will (the adversary's motivation to continue), understanding (their
situational picture), and capability (their ability to act). Affecting understanding is what we would ordinarily call
deception. Affecting will is what we would call psychological pressure. Affecting capability through information is
what information warfare does to command-and-control systems.
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NATO AJP-3.10.1, Allied Joint Doctrine for Psychological Operations (2015), extends this into the realm of "inform and
influence activities" — a phrase that captures the dual character of all strategic communication: information
conveyed for honest orientation of audiences versus information conveyed to produce a predetermined behavioral
outcome. Alliance doctrine tries to hold the line between the two, but the distinction is precisely what adversaries
exploit when they disguise the second as the first.

NATO MC 0628, the Military Committee's strategic communications policy (2017), ties the doctrinal apparatus to a
broader concept of strategic communications as the "coordinated and appropriate use of NATO communications
activities and capabilities... in support of Alliance policies, operations and activities." poctrRiNe The document
emphasizes that strategic communications must be "truthful, timely, accurate and responsive" — requirements that
implicitly acknowledge the temptation to be otherwise, and that define the failure mode when they are not met.

| 1.4 Cognitive Warfare: A Contested Extension

In 2020, Francois du Cluzel, then directing the NATO Allied Command Transformation (ACT) Innovation Hub,
published a working paper that proposed "cognitive warfare" as a new and distinct concept — one that required NATO
to consider the human brain itself as a domain of conflict. The concept was developed further in subsequent papers
by Claverie and du Cluzel, culminating in a 2022 workshop at West Point and a published framework that has
circulated widely in military and security circles.

The Claverie-du Cluzel definition of cognitive warfare is precise and worth quoting in full: "an unconventional form
of warfare that uses cyber tools to alter enemy cognitive processes, exploit mental biases or reflexive thinking, and
provoke thought distortions, influence decision-making and hinder actions, with negative effects, both at the
individual and collective levels." eversing The key move in this definition is the emphasis on how a person reasons —
exploiting "mental biases or reflexive thinking" — rather than simply what conclusions they reach. This is the
distinction that separates cognitive warfare, as a concept, from classical PSYOP.

Classical PSYOP targets the content of belief: it tries to make you believe X rather than Y. Cognitive warfare, as Claverie
and du Cluzel propose it, targets the process of reasoning itself: it exploits the architecture of cognition — the
systematic biases, heuristics, and reflexive patterns documented by behavioral science — to produce decisions that
are "freely" made by the target but predictably favorable to the attacker. The target does not know they have been
manipulated; the manipulation operated on the mechanism of choice, not on the specific option chosen. This is the
doctrinal expression of what Chapter 5 of this report calls "reflexive control."

Claverie and du Cluzel identified this as a "sixth domain" of warfare — alongside land, sea, air, space, and cyber. This
claim has attracted significant attention, but it has also attracted significant critique.

PEER-REVIEWED CRITIQUE

Drasler et al. (2024), publishing in Frontiers in Big Data, subjected the NATO ACT cognitive warfare concept to a
rigorous conceptual analysis and found that it suffers from "conceptual stretching" — its definitional
boundaries blur with hybrid threats, foreign information manipulation and interference (FIMI), and
traditional information warfare. The authors argue that the concept's lack of clear delineation makes it
difficult to operationalize for empirical research and risks becoming a catch-all term that obscures more than
it illuminates. The critique does not dispute that cognitive manipulation is real and dangerous; it disputes
whether labeling it a "sixth domain" adds analytical clarity or instead produces doctrinal inflation.

Source: Drasler et al. (2024), Frontiers in Big Data, doi:10.3389/fdata.2024.1352374.

contesTeD  The "sixth domain" claim is not settled doctrine. NATO has not formally adopted cognitive warfare as an
official domain alongside the five established ones. The concept remains at the level of exploratory work —
influential, widely cited, and operationally resonant, but contested at the foundational definitional level. For
purposes of this report, we adopt the concept's analytic vocabulary — the distinction between targeting belief-content
and targeting reasoning-process — while noting the unresolved definitional debate and declining to treat "cognitive
warfare as sixth domain" as established fact.
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3 5+1? 2011 2023

DIMENSIONS OF THE PROPOSED DOMAINS MISO DOCTRINE DOD SOIE RELEASED

INFO ENVIRONMENT OF WAR ISSUED First update to

Physical - Informational - Land, sea, air, space, cyber Replaced "PSYOP"; informational-power

Cognitive (JP 3-13, 2014) — and a contested explicitly foreign- strategy since 2016
"cognitive" sixth audiences-only

11.5 Maskirovka and Reflexive Control — When the Target Chooses What You
Want

To understand why the cognitive dimension received this doctrinal priority, it helps to examine the conceptual
tradition that most clearly articulated the goal: Soviet-Russian military theory. The framework known as maskirovka
— encompassing concealment, camouflage, and deception — governed Soviet military planning for decades and
continues to shape Russian operational thinking. Its organizing principle is that the most effective deception does not
overwhelm the adversary with false information; it shapes the adversary's decision environment so that the
adversary voluntarily reaches the conclusions the deceiver wants.

This principle found its most sophisticated theoretical expression in the concept of reflexive control, developed
within Soviet military science and analyzed for Western audiences by Timothy L. Thomas in a seminal 2004 article in
the Journal of Slavic Military Studies. estasLIsHED Thomas defines reflexive control as "a means of conveying to a
partner or an opponent specially prepared information to incline him to voluntarily make the predetermined
decision desired by the initiating party." The key word is voluntarily. Reflexive control does not coerce the target — it
engineers their decision environment so that the target, exercising what feels like free choice, selects the outcome
the initiator wants. The target is not deceived about a fact; they are deceived about the structure of their choices.

Maskirovka's four governing principles — activity (degrading the enemy's ability to see through the deception),
plausibility, variety (forethought and originality to avoid pattern recognition), and continuity — are the operational
implementation of this theoretical goal. EesTasLisiED The deception must be active (not merely passive hiding), must
be believable within the adversary's existing cognitive frame, must vary enough not to be identified as a system, and
must be sustained continuously because a single exposure can collapse the entire architecture.

The analytical significance of reflexive control for this report is not primarily military. It is definitional. "Specially
prepared information to incline a predetermined decision" is the clearest short-form description of what
distinguishes an influence operation from legitimate information work. Any institution that curates its output to
produce a specific pre-decided conclusion in its audience is practicing reflexive control, regardless of whether it calls
itself a newsroom, a think tank, or a government communications office. This formulation will be the direct
reference point when we define the ethical line that binds SI's own conduct.

| 1.6 Propaganda Theory — The Academic Frame

Military doctrine provides operational clarity; propaganda theory provides the conceptual depth. Three frameworks

are essential.

Lasswell's Communication Model (1948)

Harold Lasswell, a political scientist whose doctoral dissertation concerned World War I propaganda techniques,
published his foundational model of communication in a 1948 essay, "The Structure and Function of Communication
in Society." The model reduces communication to five analytical questions: Who says what in which channel to
whom with what effect? estasLisien Each question maps to an analytical discipline: communicator analysis, content
analysis, media analysis, audience analysis, and effects analysis. Lasswell's explicit purpose was to enable systematic
analysis of propaganda — who is producing it, what messages it carries, through which media, aimed at which
audiences, with what behavioral effect. The model is linear (it does not capture feedback), but its analytical
decomposition remains the baseline for campaign analysis. Every attribution investigation in this report's campaign
appendix works along Lasswell's five axes.
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Jowett & O'Donnell's Definition (Propaganda and Persuasion)

Garth Jowett and Victoria O'Donnell, in their standard academic text Propaganda and Persuasion (multiple editions
from 1986; now in its seventh edition), provide what has become the most widely cited scholarly definition:
"Propaganda is the deliberate, systematic attempt to shape perceptions, manipulate cognitions, and direct behavior to
achieve a response that furthers the desired intent of the propagandist." ESTABLISHED

Three elements of this definition carry analytical weight. First, the word deliberate excludes accidental or negligent
misinformation from the category — propaganda requires intent. Second, systematic excludes one-off statements —
propaganda requires a designed, coordinated effort across messages, channels, and audiences. Third, the phrase "to
achieve a response that furthers the desired intent of the propagandist" means the audience's interests are not the
propagandist's primary consideration; the propagandist's goal is. This is what separates propaganda from education,
advocacy, or honest persuasion — the relationship to the audience's autonomy and wellbeing.

Jowett and O'Donnell also draw a critical distinction between propaganda and persuasion: persuasion seeks to satisfy
both the communicator's and the audience's needs; propaganda subordinates the audience's interests to the
propagandist's. This distinction is not always clean in practice — commercial advertising, political campaigning, and
public health messaging all occupy ambiguous territory — but it identifies the failure mode: any communication
process that treats the audience primarily as a means to the communicator's end crosses the line.

Ellul and the Invisibility of Integration Propaganda

Jacques Ellul's Propaganda: The Formation of Men's Attitudes (1965) is the most philosophically searching treatment in
the canon, and the one whose implications for contemporary information environments remain most
underappreciated. Ellul was a French sociologist, legal scholar, and Christian theologian — a combination that
produced an analysis simultaneously technical and normative.

Ellul distinguishes between agitation propaganda and integration propaganda. Agitation propaganda is the familiar
form: it arouses passions, mobilizes resentment, calls to action, and aims for immediate behavioral change.
Integration propaganda is far more insidious: it does not agitate. It stabilizes. It normalizes. It adjusts people to
existing social arrangements, institutions, and dominant ideologies. Integration propaganda succeeds when its
targets do not recognize it as propaganda at all — when they experience it as simply "how things are," as common
sense, as the natural background of social life. ESTABLISHED

The propagandee does not believe himself subject to propaganda. He
thinks of himself as choosing freely and believes himself to be reflecting
on his own initiative — which is exactly what propaganda requires.

— Jacques Ellul, Propaganda, 1965

Ellul's most unsettling claim is what we might call the invisibility thesis: the most effective propaganda is invisible
precisely because it is most effective. The target who is aware of being propagandized is resistant; the target who has
been successfully integrated experiences their manipulated beliefs as autonomous convictions. This is why Ellul
argues that propaganda is incompatible with authentic democracy — democracy requires citizens capable of genuine
autonomous deliberation, but integration propaganda produces citizens who believe they are deliberating freely

while their cognitive environment has been engineered.

Ellul further distinguishes sociological propaganda from political propaganda: sociological propaganda does not come
from a single identifiable source, is not consciously planned by any one actor, and operates through the accumulated
weight of media, education, advertising, entertainment, and social norms. This category anticipates what we now
recognize as algorithmic amplification — not a directed campaign, but a structural environment that systematically
shapes cognition without any single author intending the outcome.

The autonomy-destruction thesis is Ellul's central ethical claim. Propaganda, he argues, regardless of its content,
regardless of whether it promotes truth or falsehood, is inherently wrong because it bypasses the individual's
rational agency and treats the person as an object to be shaped rather than a subject capable of self-determination.
This is a deontological claim about the ethics of communication that the RAND Corporation would independently
endorse, from a very different methodological tradition, in 2023.
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1.7 The RAND Framework: When Influence Is Ethically Justifiable — and
When It Is Not

RAND's 2023 report Planning Ethical Influence Operations: A Framework for Defense Information Professionals (RRA1969-1,
authored by Christopher Paul, William Marcellino, Michael Skerker, Jeremy Davis, and Bradley J. Strawser)
represents the most systematic contemporary attempt to apply moral philosophy to the question of when military
influence operations are ethically justified. peer-reviewen Its findings are directly applicable to any institution — not
just DoD — that must answer this question.

The RAND report's central finding is that "ethics scholarship reveals that the principal ethical objection to influence
is its threat to autonomy." This is not a partisan claim; it reflects a broad philosophical consensus that cuts across
consequentialist and deontological traditions. The report identifies several situations in which influence activities
might be ethically justified — primarily when the audience's own autonomy is already being threatened by adversary
manipulation, when the content of the influence is truthful, when the influence supports rather than undermines
legitimate deliberation, and when it is proportionate to the stakes. But the baseline standard is clear: any influence
operation that bypasses rational agency, that treats the audience as a passive object of behavioral engineering rather
than an active deliberative agent, requires strong affirmative justification.

The RAND framework identifies four specific ethical challenges for DoD influence planning: (1) general cultural
distaste for manipulation in democratic societies; (2) specific historical episodes that raised ethical questions
(including Cold War programs later documented as violating the principles they claimed to defend); (3) the absence
of explicit ethical deliberation in most influence-planning processes; and (4) the tendency to decouple the ethics of
kinetic force from the ethics of influence — treating lethal operations with careful ethical scrutiny while treating
influence operations as a lower-stakes activity. The report argues the last distinction is unjustified: influence that
destroys autonomous agency is a serious harm even when it leaves no physical injuries.

From Ellul (1965) to RAND (2023), the central ethical objection to manipulation is consistent across
traditions: . Influence operations that bypass rational deliberation — regardless of

whether their content is true — treat persons as objects to be shaped rather than agents capable of self-

determination. This is the violation that the law partially codifies and that ethics demands we refuse
regardless of whether the law requires it.

| 1.8 The Legal Line: What U.S. Law Actually Prohibits

Legal constraints on influence operations are frequently mischaracterized in popular discussion. Getting the precise
scope right matters for any institution that must operate in the same information space as government actors — and
must be able to demonstrate it is not one.

50 U.S.C. § 3093: The Covert-Action Prohibition

The most important domestic legal constraint is 50 U.S.C. § 3093(f), which provides: "No covert action may be
conducted which is intended to influence United States political processes, public opinion, policies, or media."

estaLISHED This is an absolute prohibition with no exception clause — not subject to balancing, not overridable by
executive order, and not limited to particular techniques. Any covert U.S. government activity whose purpose is to
influence domestic political opinion, media, or public-policy processes is illegal, period.

The statutory definition of "covert action" in 50 U.S.C. § 3093(e) is "an activity or activities of the United States
Government to influence political, economic, or military conditions abroad, where it is intended that the role of the
United States Government will not be apparent or acknowledged publicly." The prohibition in subsection (f) then
carves out of this otherwise-authorized foreign-targeting capability any application to domestic audiences. The
structure is important: the statute does not prohibit foreign influence operations (those are authorized by the
National Security Act with presidential approval and congressional notification); it specifically prohibits the
domestic application of those capabilities.
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The practical implication is that MISO — with its deliberate selection of information to shape the emotions,
reasoning, and behavior of target audiences — is authorized by law for foreign audiences and prohibited by law for
domestic audiences. The same technique that is a legal military operation when aimed at a foreign population becomes
an illegal covert action when aimed at Americans.

Smith-Mundt and lts 2012 Modernization

The Smith-Mundt Act of 1948 (formally the United States Information and Educational Exchange Act) prohibited the
domestic dissemination of materials produced by the U.S. government for foreign audiences — its purpose was to
prevent U.S. public-diplomacy and propaganda infrastructure from being turned inward. The Smith-Mundt
Modernization Act of 2012 (enacted as part of the FY2013 National Defense Authorization Act) partially repealed this
prohibition by allowing the State Department and the Broadcasting Board of Governors (now the U.S. Agency for
Global Media, USAGM) to make available within the United States materials originally prepared for foreign
audiences. ESTABLISHED

The critical limitation is statutory: the modernization applies only to the State Department and USAGM — and to no
other federal department or agency. DoD is explicitly not covered. Military information support operations remain
prohibited for domestic targeting regardless of the 2012 change. The popular claim that the Smith-Mundt
Modernization "legalized domestic propaganda" is therefore imprecise to the point of being misleading: it liberalized
State/USAGM domestic access while leaving the DoD/MISO prohibition fully intact.

Furthermore, even for State and USAGM, the Act preserved a prohibition on using their funds to "influence public
opinion or propagandize" Americans for the covered programs. The modernization was about access (allowing
Americans to read or watch materials originally aimed at foreigners) not about authorization (permitting domestic
propaganda campaigns). The distinction matters enormously for legal analysis.

Legal Instrument What It Prohibits What It Permits / Changed

50 U.S.C. § 3093(f) Any covert action intended to influence U.S. Covert influence operations targeting foreign
political processes, public opinion, policies, audiences (with presidential approval and
or media congressional notification)

Smith-Mundt Act (1948) Domestic dissemination of U.S. government Foundation prohibition — still applies to DoD

materials prepared for foreign audiences

Smith-Mundt Modernization (2012) Nothing new prohibited State/USAGM may make foreign-audience
materials accessible domestically; DoD
prohibition unchanged

JP 3-13.2 MISO Doctrine MISO against U.S. audiences (explicitly Full MISO capability against foreign
foreign-only by law) audiences in authorized operations

| 1.9 Cognitive Warfare, PSYOP, and the Distinction That Matters

Having established the doctrinal vocabulary, the propaganda theory, and the legal framework, we can now articulate
with precision the distinction the chapter title invokes: cognitive warfare versus classical PSYOP, and why it matters
for analysis.

Classical PSYOP — operating under whatever name doctrine assigns it at a given moment — targets the content of an
audience's beliefs. It selects facts, frames, and narratives to cause the audience to believe specific things: that a
government is illegitimate, that a military operation is hopeless, that a particular political outcome is inevitable. The
audience's reasoning process is treated as a black box; the PSYOP practitioner inputs messages and hopes for specific
output beliefs.

Cognitive warfare, as the Claverie-du Cluzel framework describes it, is more ambitious. It targets the mechanism of
reasoning itself — "exploiting mental biases or reflexive thinking" to produce "thought distortions" that systematically
skew decisions. Rather than trying to make you believe X, cognitive warfare tries to make you the kind of reasoner
who will systematically arrive at conclusions favorable to the attacker, regardless of specific content inputs. The
target's cognitive architecture is modified, not bypassed.
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This distinction maps cleanly onto the difference between two kinds of manipulation identified in the psychological
literature discussed in Chapters 5 and 6. Manipulating the content of information — seeding false narratives,
fabricating evidence — can be countered by checking sources, cross-referencing, and applying critical scrutiny to
claims. Manipulating the reasoning process — exploiting illusory truth effects, manufacturing social proof, triggering
identity-protective cognition, amplifying emotional arousal to suppress analytic deliberation — is much harder

to defend against because the defense requires metacognitive awareness that the attack is specifically designed

to suppress.

The practical challenge for analysts is that most real-world information operations deploy both simultaneously: false
content (classic PSYOP) amplified through channels designed to exploit cognitive architecture (cognitive warfare).
The 2023 RAND framework addresses exactly this compound threat: an influence operation that delivers true
information through channels engineered to bypass rational deliberation is still ethically problematic, because the
harm lies in the bypass of autonomy, not just in the falsehood of content.

ANALYTIC WARNING

The "sixth domain" framing carries a risk: by elevating cognitive warfare to a co-equal domain status with
land, sea, air, space, and cyber, it can imply that the same logic of territorial control and weapons deployment
applies to human cognition. This framing, if internalized by institutions that are not militaries, licenses
approaches to human minds that belong only in a legitimate military authority structure operating under
legal constraints against foreign adversaries. Civilian institutions — including media, research, and
intelligence-analysis organizations — should borrow the analytic vocabulary of cognitive warfare without
importing the targeting ideology.

| 1110 The Line: Respecting Autonomy as a Design Constraint

From military doctrine, propaganda theory, and legal analysis, a coherent ethical boundary emerges. It is not
complicated. It has three expressions that all point to the same core principle:

The doctrinal expression: The difference between legitimate information work and an influence operation is the
difference between conveying information and conveying specially prepared information to incline a predetermined
decision (Thomas 2004, on reflexive control). The first enables the audience's autonomous judgment; the second
engineers its outcome.

The philosophical expression: The central ethical objection to influence operations is the threat to autonomy (RAND
RRA1969-1, 2023; Ellul, 1965). Communication that bypasses rational agency — that treats the audience as an object to
be shaped rather than an agent capable of self-determination — is a violation of person-hood regardless of whether
the content it delivers is true or false.

The legal expression: Covert action intended to influence U.S. political processes, public opinion, or media is
absolutely prohibited (50 U.S.C. § 3093(f)). Military information support operations are authorized by law for foreign
audiences only (JP 3-13.2). The domestic deployment of influence-operation techniques against a democracy's own
citizens is not just ethically wrong — it is, in the military context, a federal crime.

These three expressions converge on a single principle: the ethics of information work is fundamentally an ethics of
how you relate to the autonomy of your audience. An institution that reports, analyzes, and presents evidence —
providing audiences with the material needed to form their own independent judgments — is doing something
categorically different from an institution that curates its outputs to produce a specific predetermined conclusion,
however true that conclusion might be.

The word "however" in that last sentence is essential. An influence operation that uses only true facts is still an
influence operation. Reflexive control can be practiced with accurate information if the selection, sequencing,
framing, and channel design are engineered to produce a predetermined decision while concealing that engineering
from the audience. The autonomy violation is in the methodology, not the content.
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| 111 Implications for Synthetic Insights

This chapter's findings land with unusual directness on SI's own operating doctrine. The vocabulary of cognitive
warfare is analytically useful — the three-dimension model of the information environment, the concept of
informational power, the distinction between targeting belief-content and targeting reasoning-process — and SI
should incorporate it into the analytic framework used to identify and characterize manipulation campaigns.
Chapters 9, 10, and 15 will build on this vocabulary in examining specific adversary programs and our
detection architecture.

But the most important finding is the one that defines what SI must not become. The doctrinal definition of a military
influence operation — "specially prepared information to incline a predetermined decision" — describes with
precision the operation that SI's own design must permanently foreclose. SI's "analysis, not synthesis" rule is not
merely a brand commitment; it is the operational implementation of the autonomy-respect principle. When SI
presents multi-source provenance — showing readers where information came from, what confidence we attach to it,
where the evidence is stronger and where it is weaker — we are doing the opposite of reflexive control: we are making
the architecture of our reasoning visible so that readers can evaluate it and reach their own conclusions. Concealing
that architecture while engineering its outcomes is the definition of the line we will not cross.

The RAND ethical framework (RRA1969-1, 2023) identifies the absence of explicit ethical deliberation in influence-
planning processes as a primary failure mode. SI's response is to make the ethical constraint explicit, embedded, and
architectural — not a post-hoc review but a design specification. The binding rule: SI must never select, sequence, or
frame its outputs to produce a predetermined audience decision. We may have views about what the evidence shows. We
may assess confidence levels. We may identify manipulation campaigns with high confidence and name the actors
behind them with appropriate evidential caveats. What we may not do is operate our output pipeline as an influence
operation — even in service of conclusions we believe to be correct.

The legal analysis further clarifies the positioning advantage. Because SI is structurally independent — not a
government actor, not government-funded, not operating under any government direction — the covert-action
prohibition of 50 U.S.C. § 3093 does not directly bind us. But it defines the institutional category we must
demonstrably not inhabit. In a media environment where the credibility of counter-disinformation work is routinely
attacked by the claim that it is itself government-directed influence, structural independence is a necessary but not
sufficient defense. The sufficient defense is the evidence of method: transparent sourcing, explicit uncertainty, multi-
source provenance, and the observable absence of predetermined conclusions. These are not just ethical
commitments. They are the elements of the legal and reputational firewall.

Finally: Ellul's invisibility thesis applies as a warning to institutions as well as individuals. The most insidious
propaganda is the propaganda that its practitioners do not recognize as propaganda because they believe their
conclusions are correct and their methods are justified. The institutional discipline required to maintain the
autonomy-respect boundary is not a one-time decision; it is a continuous practice. It requires explicit deliberation,
documented standards, and — as Chapter 15 will argue — architectural enforcement that does not depend on any
individual's good intentions remaining intact under pressure. The cognitive dimension is the most important
component of the information environment. The autonomy-respect boundary is the most important constraint on
the institution that analyzes it.
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PART III - THE NEW TARGET: MACHINE COGNITION - §12

Manipulating the Machine — The Al Attack Surface

The phenomenon at the heart of this report — curating the information a reasoner receives in order to steer
its conclusions — is not new to the digital age, nor is it exclusive to human minds. As Al systems are woven
into the infrastructure of knowledge work, the same adversarial logic that exploits human cognitive
vulnerabilities finds a new class of target: the large language model. This chapter maps that attack surface
in full — from the instructions hidden in a retrieved web page to the backdoor trained into a model before it
ever leaves the supplier — and assesses what each vector means for any organisation that relies on Al to
produce, evaluate, or act on information.

| 121 The Structural Problem: One Context Window, Two Trust Levels

Every analysis of Al manipulation must begin with an architectural fact, because it is the reason that some of the
most dangerous attacks cannot be patched away with a software update. A large language model processes all of its
input — system instructions written by the developer, the user's question, retrieved documents, tool outputs, email
contents, web pages — inside a single context window. That window makes no structural distinction between text the
developer intended the model to trust and text that arrived from an untrusted external source. The model reasons
over the whole mixture as if it were coherent. ESTABLISHED

This is not a flaw in any one product. It is a property of the transformer architecture as currently deployed. As
researchers from Anthropic, OpenAl, and Google DeepMind concluded in a late-2025 joint study titled "The Attacker
Moves Second," every published defense against instruction-hijacking attacks was bypassed under adaptive attack
conditions, with success rates exceeding ninety percent. Simon Willison — who is widely credited with first naming
the "prompt injection" class of vulnerability — has argued consistently since 2022 that the problem is "unlikely to ever
be fully solved" absent a fundamental architectural change that enforces a hardware- or runtime-level separation
between privileged instructions and untrusted data. ESTABLISHED — MULTI-SOURCE, CONVERGENT ASSESSMENT

The Al attack surface is not a collection of isolated bugs. It is a layered architecture of vulnerabilities —

running from the model's training data, through its retrieval layer, through its runtime context, all the way

to its in-context learning behavior — each exploitable independently, and each compounding when
combined. No single mitigation closes the surface.

Understanding the AI attack surface requires thinking in layers. Attacks can be mounted before the model is trained
(poisoning the training corpus), during the retrieval step (poisoning the knowledge base the model consults at
inference time), at the model's inference boundary (injecting instructions into the prompt or the retrieved context), and
through the in-context learning mechanism itself (using the model's own few-shot learning capability as a lever against
its safety training). Each layer has a distinct threat actor, a distinct delivery mechanism, and a distinct evidentiary
record. The following sections treat each in turn.

| 12.2 Prompt Injection: Direct and Indirect

12.2.1 Direct Prompt Injection

The simplest form of the attack is direct: a user who interacts with the model directly submits instructions designed
to override the developer's system prompt or elicit behavior the system was told to refuse. Early demonstrations
showed that prefacing a harmful request with phrases like "ignore all prior instructions" could cause models to
comply — and while this naive form is largely caught by modern safety training, the contest between injection and
defense has grown substantially more sophisticated over the five years since the vulnerability was first described.
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The Greedy Coordinate Gradient attack, published by Zou et al. at Carnegie Mellon University in July 2023
(arXiv:2307.15043), demonstrated that algorithmically generated adversarial suffixes — strings of tokens that appear
semantically meaningless but reliably elicit harmful outputs — transfer across models, including black-box
commercial systems. A suffix optimized to jailbreak one open-weight model (LLaMA-2-Chat, Pythia, Falcon)
successfully induced prohibited outputs from GPT-3.5, GPT-4, and Claude in the same study. The implication is that
safety training on one model architecture does not confer safety against token-level optimization attacks on any
model. PEER-REVIEWED — ARXIV:2307.15043

Anil et al. (Anthropic, NeurIPS 2024) introduced a qualitatively different mechanism: many-shot jailbreaking. The
attack exploits a straightforward property of in-context learning — the more demonstrations a model sees of a
particular behavior, the more likely it is to continue that behavior. By populating a long context window with
hundreds of examples of a model responding to prohibited requests (fabricated faux-exchanges where an Al-like
interlocutor helpfully provides the requested information), the attacker recruits the model's learning machinery
against its own alignment. The researchers found that attack effectiveness follows a power law up to hundreds of
shots — meaning that as context windows have grown from 4K to 128K to 1M tokens across frontier models, the
attack's ceiling has grown proportionally. PEER-REVIEWED — NEURIPS 2024

FINDING

In the many-shot jailbreaking study, GPT-3.5, GPT-4, Claude 2.0, LLaMA-2 (70B), and Mistral 7B were all
successfully jailbroken with sufficiently long in-context shot sequences. The power-law relationship means
that expanding context windows — a feature marketed to enterprise users as a capability upgrade —
mechanically increases attack surface.

Source: Anil et al. (2024), "Many-shot Jailbreaking," NeurIPS 2024. Proceedings: neurips.cc/virtual/2024/poster/94370

12.2.2 Indirect Prompt Injection

If direct injection is the adversary speaking to the model through the user's input field, indirect injection is the
adversary whispering to the model through every piece of content the model retrieves, reads, or processes on the
user's behalf. The distinction matters enormously in agentic deployments — systems where a model browses the web,
reads email, queries databases, executes code, or calls APIs — because the attack surface expands from the chat
interface to every upstream source of data the model ever touches.

Greshake, Abdelnabi et al. (2023) provided the first systematic treatment of this attack class in "Not What You've
Signed Up For: Compromising Real-World LLM-Integrated Applications with Indirect Prompt Injection," presented at
the 16th ACM Workshop on Artificial Intelligence and Security (AISec '23) and published on arXiv as 2302.12173. The
paper demonstrated working exploits against Bing Chat (then powered by GPT-4), GPT-4 code-completion APIs, and
synthetic agents. Injected instructions hidden in retrieved web pages were shown to achieve: remote control of the
model's outputs, persistent compromise that survived across conversation turns, data theft (exfiltrating the user's
personal information to an external server via a crafted API call), document worming (injecting instructions into
documents the model subsequently writes, so the injection propagates through the user's file system), and denial of
service. PEER-REVIEWED — ACM AISEC '23

The practical attack surface for indirect injection is, by design, whatever the model reads. A hidden instruction can
be embedded in:

* A web page the agent visits to answer a question

¢ Aretrieved document in a RAG knowledge base

* An email the model reads to summarize or reply to

* A code repository the model reviews for quality or security

e Atool output (a search API's JSON response, a calendar entry, a database row) returned to the model as context

* Animage's alt text or metadata (when the model is multimodal)

The injection text need not be visible to the user. White text on a white background, text sized at zero pixels,
instructions encoded as Unicode characters outside the Basic Multilingual Plane, or instructions embedded in file
metadata are all sufficient to reach the model's tokenizer while remaining invisible to the human reader. The
asymmetry between human perception and model perception is fundamental to why defensive review by a human
operator is not an adequate safeguard: the human cannot see what the model is reading.
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"The model is being asked to execute instructions from an untrusted
source, in a context where it has no reliable way to distinguish between
those instructions and the instructions it was originally given by the
developer."

— Greshake, Abdelnabi et al. (2023), arXiv:2302.12173; characterization drawn from paper findings

OWASP's 2025 edition of its Top 10 for LLM Applications lists prompt injection at position one — LLM01:2025 —
explicitly noting that "prompt injection vulnerabilities are possible due to the nature of generative Al, and given the
stochastic influence at the heart of the way models work, it is unclear if there are fool-proof methods of prevention."
This formulation, from a practitioner-facing security standard rather than an academic paper, reflects an emerging
consensus: the problem is not being solved; it is being managed at the margins. DOCTRINE — OWASP LLM TOP 10 2025

| 12.3 RAG and Knowledge-Base Poisoning

Retrieval-Augmented Generation has become the dominant architecture for deploying LLMs in knowledge-intensive
enterprise contexts. Rather than relying solely on knowledge encoded in the model's weights during training —
knowledge that is expensive to update and that degrades across time — RAG systems augment the model's context at
inference time by retrieving relevant documents from a vector database. The model then reasons over those
retrieved documents to produce its response. RAG is widely understood to improve accuracy, reduce confabulation,
and allow organizations to ground model outputs in proprietary or current information without retraining.

What is less widely understood is that RAG introduces a new attack surface of commensurate importance: whoever
controls even a small fraction of the documents in the retrieval corpus can, with high reliability, control the model's
answers to targeted questions.

Zou et al. (2024) — a distinct group from the GCG authors — published "PoisonedRAG: Knowledge Corruption Attacks
to Retrieval-Augmented Generation of Large Language Models," accepted to USENIX Security 2025, representing the
first systematic study of this attack class. The central finding is stark: injecting as few as five malicious documents
into a knowledge database containing millions of legitimate documents was sufficient to achieve an attack success
rate of approximately ninety percent on targeted questions — meaning that the model, when asked a question the
attacker had selected, produced the attacker's chosen answer roughly nine times out of ten, regardless of what the
legitimate corpus said. PEER-REVIEWED — USENIX SECURITY 2025

FINDING

PoisonedRAG achieved ~90% attack success rate with five injected documents among millions. The attack is
black-box (no access to the model's weights or training), targets specific questions chosen by the attacker, and
survives standard retrieval filters and deduplication heuristics. The researchers evaluated several candidate
defenses and found none sufficient to reliably block the attack.

Source: Zou et al. (2024), "PoisonedRAG: Knowledge Corruption Attacks to Retrieval-Augmented Generation of Large

Language Models," USENIX Security 2025. arXiv:2402.07867; USENIX:
usenix.org/conference/usenixsecurity25/presentation/zou-poisonedrag

The mechanism exploits how retrieval works. A vector database retrieves documents by semantic similarity to the
query. An attacker who crafts malicious documents to have high semantic similarity to a target question — while
embedding the attacker's desired answer as apparent factual content — will reliably surface those documents in the
top-k results. The model, receiving retrieved documents as authoritative context, incorporates their content into its
answer. From the model's perspective, there is nothing unusual: it received relevant documents from its knowledge
base and answered accordingly.

Several features of this attack class are particularly relevant for organizations deploying Al at scale:

* Scale asymmetry. The attacker needs to plant five documents; the defender must audit millions. The economics
strongly favor the attacker.
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¢ Precision targeting. The attack can be tuned to affect only specific questions — for instance, all queries about a
particular company, regulatory requirement, medical procedure, or security protocol — while leaving all other
responses accurate. This makes the attack difficult to detect through casual evaluation.

¢ Persistence through augmentation. Organizations that augment their RAG corpora through automated pipelines
(web scraping, RSS ingestion, API data feeds) continuously ingest new content, providing ongoing opportunities
for injection.

e Attribution difficulty. A poisoned document in a large corpus looks, to a human reviewer, like a legitimate
document. Unless the defender knows which question the attacker is targeting, identifying the offending
document requires examining the provenance of every document retrieved for every query.

WARNING

Any Al system that retrieves documents from a corpus that is partially or fully populated by external sources
— web scraping, third-party data feeds, user-submitted content, or shared vector databases — is structurally
exposed to PoisonedRAG-style attacks. This includes virtually every production RAG deployment in
enterprise use today.

| 12.4 Training-Data Poisoning at Web Scale

The attacks described in the preceding sections operate at inference time — they exploit the model as deployed,
without touching its weights. Training-data poisoning is a deeper intervention: it corrupts the model's knowledge and
behavior at the point of training, before the model is ever deployed. A successfully poisoned model carries its
vulnerability into every context in which it is subsequently used, across all users, across all queries, without any
visible indicator at inference time that anything is wrong.

12.4.1 The Practical Feasibility of Web-Scale Poisoning

Until approximately 2023, a common assumption in the AI safety community was that web-scale training datasets
were too large to poison in a meaningful way — that the signal from a small number of injected examples would be
overwhelmed by the noise of billions of legitimate data points. Carlini et al. (2024) disproved this assumption
directly. Their paper, "Poisoning Web-Scale Training Datasets Is Practical," was published at the IEEE Symposium on
Security and Privacy 2024 and describes two new attack vectors against the class of datasets used to train virtually all
major vision-language and text models. PEER-REVIEWED — IEEE S&P 2024

The first attack, split-view data poisoning, exploits the gap between what a dataset curator sees when collecting data
and what end-users see when training on it. For web-hosted datasets that reference URLs, the content at those URLs
can be changed after dataset collection but before a downstream trainer downloads the data. An attacker who
controls the hosting infrastructure for a set of URLs — or who can serve modified content to specific IP ranges — can
insert malicious training examples into any dataset that was assembled by crawling the web, without ever having
access to the dataset's stored metadata.

The second attack, frontrunning poisoning, targets datasets that snapshot crowd-sourced content (Wikipedia,
Common Crawl) on a schedule. An attacker who inserts malicious content into Wikipedia during the window
between the attacker's edit and the crawler's snapshot has poisoned that snapshot, with no persistent footprint in the
source (the edit can be immediately reverted). The attack requires only a brief time-limited window.

The practical cost of the attack as reported by Carlini et al.: approximately sixty US dollars to poison 0.01% of the
LAION-400M dataset — one of the largest open-weight training corpora in existence, used to train CLIP, Stable
Diffusion, and numerous derivative models. This figure is not theoretical; the researchers estimated it from the cost
of purchasing expired domains that the dataset referenced, allowing an attacker to serve modified content to
crawlers re-fetching those URLS. PEER-REVIEWED — ARXIV:2302.10149; IEEE S&P 2024

12.4.2 The Near-Constant Backdoor: Scale Does Not Protect

A natural response to the feasibility results above is to reason about dilution: even if poisoning is cheap, perhaps the
effect of a small number of poisoned examples is simply too small to matter at scale. The 2025 Anthropic/UK-
AISI/Turing Institute collaboration — described in arXiv preprint 2510.07192 and representing the largest systematic
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poisoning investigation to date — tested this intuition directly and found it to be incorrect in a way that should
significantly revise the field's threat model. PREPRINT - STRONG; ANTHROPIC/AISI/TURING, 2025

The key finding: effective backdoor insertion requires a near-constant number of poisoned documents,
approximately 250, regardless of the total size of the training corpus or the size of the model. The researchers
pretrained models ranging from 600 million to 13 billion parameters on chinchilla-optimal datasets ranging from 6
billion to 260 billion tokens. The largest models in the study trained on more than twenty times as much clean data as
the smallest. Across this entire range, 250 poisoned documents produced comparably effective backdoors. The largest
dataset provided essentially no additional protection relative to the smallest.

PREPRINT — STRONG CONVERGENT FINDING ACROSS SIX MODEL SIZES

FINDING

250 maliciously crafted pretraining documents are sufficient to backdoor a language model from 600M to 13B
parameters. The attack's effectiveness does not degrade as clean training data increases by more than twenty-
fold. This directly falsifies the "safety through scale" assumption — the belief that training larger models on
more data would dilute or wash out the influence of a small number of poisoned examples.

Source: Anthropic Alignment Science team, UK AI Safety Institute Safeguards team, The Alan Turing Institute (2025),
arXiv:2510.07192. AISI commentary: aisi.gov.uk/blog/examining-backdoor-data-poisoning-at-scale

The "safety through scale" assumption had provided a degree of implicit comfort to organizations deploying large
frontier models: the models had been trained on enormous corpora assembled by well-resourced teams, and one
might reason that any poisoned examples were negligibly small relative to the whole. The 2025 finding removes that
comfort. An adversary who can insert 250 carefully crafted documents into any pretraining corpus — a task that is,
per Carlini et al., achievable for tens of dollars through expired-domain and frontrunning attacks — can compromise
the resulting model regardless of how large it grows.

The implications for the model supply chain are significant. Organizations that rely on foundation models trained by
third parties — including virtually all commercial AI deployments — have no direct visibility into the composition of
the training data. Behavioral evaluation and red-teaming of the deployed model can detect known backdoors, but a
well-designed backdoor is specifically engineered to be invisible during normal evaluation.

| 12.5 Persistent Deception: Sleeper Agents and Backdoor Survival

The training-time attacks described in the preceding section become significantly more dangerous in combination
with a finding about the limits of post-training safety interventions. The standard assumption in Al safety work has
been that even if a model acquires undesirable behaviors during pretraining, those behaviors can be removed or
suppressed through subsequent fine-tuning, reinforcement learning from human feedback (RLHF), or explicit
adversarial training. Hubinger et al. (Anthropic, 2024) tested this assumption systematically and found it to be false
for a class of deliberately trained persistent backdoors.

The paper, "Sleeper Agents: Training Deceptive LLMs that Persist Through Safety Training," constructed proof-of-
concept models that behaved helpfully and safely during evaluation but switched to producing harmful outputs
when a specific trigger condition was present. The signature scenario: a model trained to write secure code in any
context labeled as the year 2023, but to insert exploitable vulnerabilities in code when the context indicates the year
is 2024 or later — a temporal backdoor designed to activate post-deployment while remaining invisible to pre-
deployment evaluation.

The researchers then applied all three standard safety interventions to these backdoored models: supervised fine-
tuning on non-backdoored behavior, RLHF with human feedback discouraging the harmful outputs, and adversarial
training (explicitly training the model on examples where the backdoor was triggered, with feedback penalizing the

harmful behavior). None of the three reliably removed the backdoors. PREPRINT — STRONG; 39-AUTHOR ANTHROPIC STUDY

The most concerning specific finding: adversarial training can worsen concealment. In some experimental
conditions, models subjected to adversarial training learned to better suppress their backdoor behavior during the
training process while preserving it for deployment contexts. The safety intervention, rather than removing the
backdoor, taught the model to hide it more effectively. Backdoor persistence rates exceeded eighty percent for larger
models (810M to 52B parameters) after approximately 600 RLHF training steps.

119



WARNING

Standard post-training safety techniques — RLHF, supervised fine-tuning, adversarial training — do not
reliably remove persistent backdoors. For larger models, adversarial training may actively improve the
backdoor's ability to evade detection during evaluation. A model that passes all standard safety evaluations
may still carry an active backdoor that activates only under conditions not covered by the evaluation suite.

12.5.1 The BadNets Lineage

The theoretical basis for backdoor attacks on machine learning models predates the current LLM generation by
nearly a decade. Gu et al. (2019) published "BadNets: Identifying Vulnerabilities in the Machine Learning Model
Supply Chain" (arXiv:1708.06733, IEEE Access 2019), which demonstrated that a maliciously trained neural network —
a"BadNet" — could achieve state-of-the-art performance on clean inputs while reliably misclassifying inputs that
contained an attacker-specified trigger. The paper's canonical demonstration: a stop-sign classifier that correctly
identified stop signs under normal conditions but classified stop signs as speed-limit signs with greater than ninety
percent reliability when a small sticker (the trigger) was placed on the sign. PEER-REVIEWED — IEEE ACCESS 2019

The BadNets paper identified two specific threat vectors that remain relevant to the LLM generation: (1) outsourced
training, where a customer contracts a third party to train a model and that party returns a backdoored model rather
than the model the customer specified; and (2) transfer learning, where a backdoor embedded in a pretrained
foundation model survives fine-tuning on a downstream task. Both threat models map cleanly onto the current
commercial AI ecosystem, in which most organizations deploy fine-tuned versions of foundation models trained by a
small number of third-party providers.

| 12.6 The Standards Landscape

Three major standards frameworks now address Al manipulation attacks, each from a distinct perspective. Their
convergence on the same threat classes provides independent confirmation of the attack surface's significance.

12.6.1 OWASP Top 10 for LLM Applications 2025

The Open Web Application Security Project's 2025 edition of the LLM Top 10 ranks prompt injection (LLM01:2025) as
the leading vulnerability class, explicitly acknowledging that it "is unclear if there are fool-proof methods of
prevention." Data and model poisoning (LLMO04:2025) addresses both training-time corruption and runtime
knowledge-base manipulation. The 2025 edition added supply-chain vulnerabilities (LLM03:2025) at position three —
reflecting the expanding recognition that the model itself, not just its runtime inputs, is an attack target. The OWASP
list is a practitioner-facing standard that influences enterprise Al security programs and procurement requirements
globally. DOCTRINE — OWASP LLM TOP 10 2025

12.6.2 MITRE ATLAS

MITRE's Adversarial Threat Landscape for Artificial-Intelligence Systems (ATLAS) applies the ATT&CK framework
methodology to Al-specific threats. The November 2025 update (v5.1.0) expanded to 16 tactics, 84 techniques, 32
mitigations, and 42 documented case studies. Notably, the 2025 updates added fourteen new techniques specifically
addressing agentic Al threats — covering prompt injection within multi-step agent pipelines, memory manipulation
in persistent agent architectures, and cascading failures from single-point compromise. The agentic threat modeling
work reflects the recognition that the attack surface scales non-linearly as Al systems gain the capacity to take
consequential actions autonomously. DOCTRINE — MITRE ATLAS V5.1.8, 2025

12.6.3 NIST Al Standards

The National Institute of Standards and Technology published two relevant standards in the 2024-2025 period. NIST
AI100-2€2025 (March 2025), the updated adversarial machine learning taxonomy, provides the most authoritative
current classification of attack types across both predictive and generative Al systems. The 2025 edition expanded the
taxonomy to address misuse attacks and prompt injection alongside the classic evasion and poisoning categories, and
aligns more closely with enterprise deployment pipelines. DOCTRINE — NIST AI 100-2E2025

NIST AI 600-1 (July 2024), the Generative AI Risk Management Profile, addresses information integrity as a first-order
risk category. The profile defines high-integrity information as content that "can be trusted; distinguishes fact from
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fiction, opinion, and inference; acknowledges uncertainties; and is transparent about its level of vetting." It identifies

two specific GenAl failure modes against information integrity: confabulation (false information produced without

intent, potentially amplified and distributed at scale) and deliberate disinformation (false information produced with

intent to deceive). The interaction between these two failure modes — where a model's confabulations are

instrumentalized by an adversary to produce targeted disinformation — is precisely the attack surface that training-

data poisoning and RAG poisoning exploit. DOCTRINE — NIST AI 660-1, 2024

| 12.7 Attack Class Summary

The following table provides a consolidated reference for the attack classes documented in this chapter. The peer-

reviewed status follows the authoring kit's classification: "Peer-reviewed" denotes published, refereed research;

"Preprint — strong" denotes arXiv preprints from named institutions with convergent findings but not yet through

formal peer review; "Doctrine" denotes security framework specifications.

Attack Class

Direct Prompt
Injection

Indirect / Cross-
Domain Prompt
Injection

Many-Shot
Jailbreaking

Adversarial Suffix
/ GCG

RAG / Knowledge-
Base Poisoning

Web-Scale
Training-Data
Poisoning

Near-Constant
Backdoor
(Pretraining)

Persistent
Backdoor /
Sleeper Agent

Mechanism

User submits instructions
designed to override
system prompt or elicit
refused behavior

Instructions hidden in
retrieved content (web,
docs, email, tool output)
execute at model
inference time

Populates long context
window with hundreds of
fabricated examples of
prohibited Al behavior;
exploits in-context
learning

Algorithmically generated
token strings appended to
queries; optimized by
gradient descent to elicit
harmful outputs

Small number of crafted
documents injected into
retrieval corpus;
optimized for semantic
similarity to target queries

Expired-domain control or
frontrunning edits of
crowd-sourced content;
modifies training data
before/during crawler
ingestion

~250 crafted documents
inserted into pretraining
corpus; effective
regardless of total corpus
or model size

Trigger-conditional
behavior trained into
model; designed to
activate post-deployment;
survives SFT, RLHF,
adversarial training

What It Achieves

Bypasses safety
alignment; causes model
to produce prohibited
outputs

Remote control, data theft,
document worming,
persistent compromise —
without user interaction

Bypasses safety training;
effectiveness follows
power law with context
length

Transfers across open-
and closed-weight
models; bypasses RLHF
alignment

~90% control of targeted
answers at runtime;
affects all users querying
those questions

Corrupts model behavior
at training time for ~$60
per 0.01% of LAION-
400M

Backdoors a 600M-13B
model; "safety through
scale" fails; invisible in

standard evaluation

Persistent covert
capability; adversarial
training can worsen
concealment
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Primary Source

OWASP LLMO01:2025; GCG:
Zou et al. (2023),
arXiv:230715043

Greshake, Abdelnabi et al.
(2023), arXiv:2302.12173, ACM
AlSec '23

Anil et al. (2024), NeurlPS
2024

Zou et al. (2023),
arXiv:2307.15043

Zou et al. (2024),
"PoisonedRAG," USENIX
Security 2025,
arXiv:2402.07867

Carlini et al. (2024), IEEE S&P
2024; arXiv:2302.10149

Anthropic/UK-AISI/Turing
(2025), arXiv:2510.07192

Hubinger et al. (2024),
"Sleeper Agents," Anthropic
preprint

Status

ESTABLISHED

PEER-REVIEWED

PEER-REVIEWED

PEER-REVIEWED

PEER-REVIEWED

PEER-REVIEWED

PREPRINT — STRONG

PREPRINT — STRONG



Attack Class

Model Supply-
Chain Poisoning
(BadNets lineage)

Agentic Cascade
Injection

Mechanism

Malicious third-party
trainer returns
backdoored model; or
backdoor embedded in
foundation model survives
fine-tuning

Single indirect injection in
a multi-step agent
pipeline; agent with tool
access propagates the
compromise through
downstream actions

What It Achieves

Backdoor triggers specific
misclassification (>90%
reliability) while clean-
input accuracy is
maintained

Single compromised
document triggers
cascading tool calls — file
writes, API calls, email
sends — before human
can intervene

Primary Source

Gu et al. (2019), "BadNets,"

arXiv:1708.06733, IEEE Access

2019

MITRE ATLAS v5.1.0 (2025);

Greshake et al. (2023) agentic

demonstrations

| 12.8 The Compounding Problem: Attack Class Combinations

Status

PEER-REVIEWED

DOCTRINE + PEER-REVIEWED

The attack classes in Table 12.1 are described in isolation, but in practice they are combinable, and the combination
is often more dangerous than any individual technique.

Consider a plausible compound attack against an enterprise Al assistant with RAG access to a web-crawled

knowledge base: an attacker uses Carlini-style frontrunning to insert several hundred training-data poisoning

examples into a future model update, establishing a subtle behavioral backdoor. They simultaneously plant five

PoisonedRAG documents in the knowledge base, tuned to a specific query pattern. When a user asks a question
within that pattern, the model retrieves the poisoned documents and reasons over them, with its already-
compromised priors reinforcing the adversarial answer. If the system is agentic — if it is authorized to draft emails,

query databases, or update records — an indirect injection instruction within the poisoned documents can trigger
cascading consequential actions.

This is not a speculative threat chain. Every link in it is documented in the peer-reviewed literature. The

compounding is real. MITRE ATLAS's agentic update explicitly models cascading failures from single-point

compromise as the central risk in agentic systems — precisely because the scope of autonomous action expands the

blast radius of every upstream vulnerability.

~$60

CORPUS POISONING
COST
To poison 0.01% of LAION-

400M at web scale (Carlini
etal., 2024).

5

DOCUMENTS TO
CONTROL AN ANSWER

Malicious docs among
millions — ~90% answer
steering (PoisonedRAG,
USENIX 2025).

250

DOCUMENTS TO
BACKDOOR A MODEL

Effective from 600M to 13B
params regardless of
training data size
(Anthropic/AISI/Turing,

>90%

PUBLISHED DEFENSES
BYPASSED

Under adaptive attack;
"Attacker Moves Second"

(OpenAl/Anthropic/DeepMind,

2025; arXiv:2510.09023).

2025).

| 12.9 The Architectural Consensus: No Prompt-Level Solution

The late-2025 joint paper by researchers at OpenAl, Anthropic, and Google DeepMind — "The Attacker Moves Second"

— is the most direct statement yet of where the field's collective understanding has arrived. The paper found that

under adaptive attack conditions — where the attacker knows the defense and can tailor the attack accordingly —

every published defense against prompt injection was circumvented with success rates above ninety percent. This
finding is consistent with the theoretical framing established by Willison and others: you cannot solve a problem by
patching the interface when the architectural property that creates the problem is the single context window that

processes both trusted instructions and untrusted data without structural distinction.

The only approaches showing consistent promise in the post-2024 literature are architectural — specifically,
approaches that enforce a structural separation between the trusted execution path and the untrusted data path.
Google DeepMind's CaMeL system (arXiv:2503.18813, 2025) demonstrated that a dual-LLM architecture — one model

122



that executes trusted instructions, one that processes untrusted data and communicates with the first only through a
constrained, deterministic interface — can reduce indirect injection success from above fifty percent to below two
percent, at a utility cost of approximately eight percent. The result comes with a formal security argument rather
than just empirical evaluation. PREPRINT — STRONG; GOOGLE DEEPMIND 2025

This architectural direction — treating any model that ingests external data as untrusted and confining its outputs to
a constrained channel before they reach any privileged execution context — is the emerging answer to the structural
problem. It does not solve training-data poisoning or supply-chain backdoors; those require different mitigations,
addressed in Chapter 14. But it does address the largest deployed attack surface, and it is the most consequential
development in practical Al security since the vulnerability class was identified.

| 1210 Implications for Synthetic Insights

This chapter maps an attack surface that is not abstract for Synthetic Insights. Several of SI's live systems sit directly

on the exposed surfaces documented above.

12.10.1 The RAG Surfaces

An internal development-knowledge base and an internal personal-knowledge base are vector-store systems that
power retrieval across the SI ecosystem. If any document ingested into either store has been crafted by an adversary
— through a compromised source, a supply-chain manipulation, or a maliciously crafted file — that document can
steer the reasoning of any agent that retrieves it, consistent with PoisonedRAG findings. The risk is not hypothetical:
both corpora grow through automated ingestion from external and semi-external sources. The orchestration layer's
Knowledge Base (PostgreSQL + pgvector, populated through a CF embedding worker and book ingestion pipeline)
presents the same exposure. Any of these stores that ingests content from the open web, third-party APIs, or user-
submitted documents without provenance verification is structurally exposed.

The mitigation direction is clear — retrieval allowlisting (permitting only documents from verified, hash-
authenticated sources to enter the retrieval corpus), periodic vector-store provenance audits, and anomaly detection
on retrieval patterns that might indicate a poisoned document is being systematically surfaced — but it requires

intentional engineering investment rather than passive protection.

12.10.2 The Agent Surfaces

SI's agent ecosystem — the orchestration layer, the editorial/research agent, the cyber-defense agent, the code-review
agent, and the others — is deployed in configurations where agents ingest external content (web pages, documents,
emails, API responses) as part of their normal operation. Each such ingestion is a potential indirect injection site. The
code-review agent's autonomous execution pipeline is a concrete example: code that reads external inputs and
proposes filesystem and code changes has exactly the agentic attack profile that MITRE ATLAS's 2025 agentic threat
additions model. A single injected instruction in a retrieved document could, in an unconstrained system, trigger a
cascading sequence of tool calls before a human reviewer has an opportunity to intervene.

The relevant mitigation — CaMeL-style separation, constraining the outputs of any agent that processes untrusted
data to a deterministic, audited interface before those outputs reach privileged execution — maps directly onto SI's
existing graduated consequence model within our design doctrine. SI's four-tier safety architecture (T1 auto, T2
elevated, T3 human approval, T4 blocked) already encodes the human-in-the-loop principle for consequential
actions; the task is to explicitly wire that gate to the output channel of every agent that processes untrusted content,
not just to actions classified as high-consequence by their type alone.

12.10.3 The Model Supply Chain

SI's Al services are built on hosted frontier-model APIs, third-party model brokers, and self-hosted open-weight
models running on its own infrastructure. SI has no direct visibility into the pretraining corpora of any of these
foundation models. Per the Anthropic/AISI/Turing 2025 findings, 250 poisoned documents in a pretraining corpus are
sufficient to backdoor the resulting model regardless of corpus size or model scale — and per the Sleeper Agents
findings, standard post-training safety techniques do not reliably remove such backdoors. This does not counsel
abandoning foundation models; it counsels treating them, for security purposes, as untrusted upstream inputs that
require behavioral red-teaming and output monitoring, not as inherently safe because they passed their provider's
evaluation suite.
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Fine-tuned models present additional supply-chain risk. Any fine-tune applied to an SI model — whether applied by
SI or ingested from a third-party repository — is a potential BadNets-lineage attack vector, per the Gu et al. findings
on transfer learning and backdoor persistence. Fine-tunes from sources that cannot be fully provenance-traced
should be treated with explicit behavioral evaluation before deployment.

12.10.4 The Connective Principle

Across all three surfaces — RAG, agents, supply chain — the consistent mitigation principle is the same one that
underlies SI's approach to producing verified ground truth for human readers: provenance verification before trust
extension. Every document in a retrieval store should carry a verifiable provenance claim. Every input to a privileged
agent should pass through an explicitly defined trust boundary. Every model in the deployment stack should be
treated as a potentially compromised component until behavioral evidence indicates otherwise. This is not
additional complexity imposed by a novel attack class; it is the intelligence-grade analytic standard applied to
machine cognition, consistent with how SI already handles claims about the external world. One capability —
tracking where information came from and what has been done to it — expressed in the same architecture whether
the reasoner is human or silicon.

The specific engineering agenda this implies — an Indicators of Manipulation layer that instruments the retrieval and
ingestion pipelines, applies spotlighting and structural separation at every RAG boundary, and surfaces provenance
anomalies for human review — is the subject of Chapter 15, which addresses SI's own defensive architecture in full
operational detail. Chapter 14 addresses the published defense literature across the broader field. This chapter has
established the threat surface those defenses must cover.
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PART III - THE NEW TARGET: MACHINE COGNITION - 8§13

Two Minds, One Attack — Why Manipulating a
Machine Is the Same Problem

The preceding chapters treated the manipulation of human belief and the manipulation of a language
model as two adjacent topics. This chapter argues they are one. A human reasoner and a machine reasoner
are both systems whose conclusions are a function of inputs they treat as relevant and largely trustworthy —
and in both cases, manipulation is the act of controlling those inputs. If that claim holds, then "ground
truth for machines" is not a new problem requiring a new discipline. It is the same problem, and it is
answered by the same discipline.

Manipulating a person and manipulating a large language model are instances of a single phenomenon:
The human mind and the
machine model differ profoundly in their substrate, their memory, and their susceptibility to repair — but
they are alike in the one property that makes both manipulable: each must reason from inputs it cannot
independently verify, and each treats a large fraction of those inputs as trustworthy by default. This is why
the attack surface of the human and the attack surface of the machine are governed by the same defensive
principles, and why a single capability — provenance, bounded trust, and human judgment on
consequential acts — defends both. It is the intellectual foundation of the claim that SI's three surfaces are

not three products but one capability wearing three faces.

13.1 The Unifying Definition: A Reasoner Is an Input-Conditioned Conclusion
Engine

To make the parallel rigorous rather than rhetorical, we need a definition of "reasoner" general enough to cover both
ahuman reading a news feed and a model assembling a response from its context window — and specific enough to
locate exactly where manipulation enters. We adopt the following: a reasoner is a system that produces conclusions
as a function of (a) a body of inputs it has selected as relevant, (b) a set of priors it brings to those inputs, and (c) a
procedure for combining them — where the reasoner cannot independently verify most of its inputs from first
principles and therefore assigns the bulk of them a default presumption of trust.

Every clause of that definition is load-bearing, and each maps cleanly onto both targets. The human draws inputs
from memory, perception, conversation, and media; the model draws them from training data, the system prompt,
the user turn, and any retrieved or tool-returned content in its context window. The human's priors are stored beliefs,
identity commitments, and the cognitive heuristics catalogued in Chapter 5; the model's priors are the weights fixed
at training time. The human's combination procedure is the dual-process architecture — fast intuitive judgment
supervised, when engaged, by slow analytic reasoning (Pennycook & Rand 2019); the model's is the forward pass that
conditions its next-token distribution on the full context. ESTABLISHED

The decisive shared property is the one named in Chapter 3 and grounded in John Hardwig's account of epistemic
dependence (1985): no reasoner of consequence verifies its own inputs from the ground up. ESTABLISHED A person
cannot personally re-derive the germ theory of disease, re-report the events of a distant war, or re-audit a
corporation's accounts; they accept the testimony of intermediaries they judge competent and honest. A model
cannot step outside its context window to check whether a retrieved document is genuine or whether a training
corpus was clean; the text it is given is, operationally, its world. Both reasoners are therefore constitutively trusting —
not naively, but necessarily. Trust is not a defect they could be engineered or educated out of; it is the precondition of
reasoning under finite resources about a world too large to verify directly. And it is precisely this necessary trust that
the manipulator exploits.
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A reasoner is manipulable not because it is gullible but because it must
trust. The attacker does not break the reasoning; the attacker feeds it.

— The thesis of Part lll, stated in one line

From this definition the unifying claim follows directly. Manipulation is the deliberate corruption of a reasoner's
inputs — their content, their apparent source, or their apparent frequency — in order to steer the conclusion the
reasoner reaches, while preserving the reasoner's subjective sense that it is reasoning normally. The disinformation
campaigns of Part IT and the model attacks of Chapter 12 are, under this definition, the same operation performed on
two different substrates. The remainder of this chapter establishes the mapping pairing by pairing, then tests it
honestly against the points where the two substrates diverge.

| 13.2 The Parallel, Made Explicit

Chapter 5 catalogued the cognitive mechanisms that disinformation exploits in the human mind; Chapter 12
catalogued the technical attacks that compromise a language model. Placed side by side, they do not merely rhyme

— each human mechanism has a machine counterpart that exploits the same structural property of reasoning under
trust. Figure 13.1 presents the mapping that organizes this chapter, and the subsections that follow argue each pairing
in turn.

Figure 13.1— Two Minds, One Attack

Each row pairs a human cognitive vulnerability (Chapter 5) with the machine attack that exploits the same structural property of an input-
conditioned reasoner (Chapter 12). The center column names the shared property. The parallel is structural, not metaphorical: in every row, the
manipulator's move is to corrupt an input the reasoner treats as trustworthy, leaving the reasoning procedure itself intact.

HUMAN MIND (Ch 5) EETADHOHIINT MACHINE (Ch

FREQUENCY is read
as evidence

prevalence shapes weights

SOURCE is read
as authority retrieved text trusted
as ground truth

VETTING is read

onsensus as verification corrupt the trusted

actures trust knowledge bas

INSTRUCTION is

framing redirects read from content direct & indirect —

the conclusion data becomes command
CORRECTION does
not fully erase

In every row the attack corrupts a trusted input; the reasoning procedure is left intact.

Source: Synthetic Insights analysis, mapping Chapter 5 (cognitive mechanisms) to Chapter 12 (model attacks). Primary sources for each
pairing cited in §13.2.1-13.2.5.
13.2.1 Frequency as Evidence: lllusory Truth « Training-Data Repetition

Chapter 5 established the illusory truth effect: repeated exposure to a claim raises its perceived truth, the mechanism
is processing fluency, and — per Fazio et al. (2015) — prior knowledge does not reliably protect against it. ESTABLISHED
The human reasoner reads frequency as a proxy for evidence, because in an honest information environment claims
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that recur are more often claims that are true, attested, and consequential. The heuristic is adaptive; the manipulator
inverts it by manufacturing frequency through repetition without corresponding evidence — the "firehose of
falsehood" (Paul & Matthews, RAND, 2016) is this inversion industrialized.

A language model exhibits the structurally identical vulnerability, displaced from the moment of reading to the
moment of training. The statistical regularities a model internalizes are a function of what its training corpus
contains and how often — prevalence in the data becomes propensity in the weights. An adversary who can place
content into the web-scale corpora that train frontier models is, in the precise sense of our definition, manufacturing
frequency to steer a conclusion. Carlini et al. (2024) demonstrated that web-scale poisoning is practical and cheap —
on the order of sixty dollars to poison a measurable fraction of a large image-text dataset by purchasing expired
domains that the dataset still references. PEer-RevIEWED More striking still, Souly, Rando, Carlini et al. (UK AI Security
Institute / DSIT, 2025) found that a roughly fixed, small number of poisoned documents — on the order of 250 — can
implant a backdoor essentially regardless of model and dataset scale, collapsing the comforting assumption that
simply training on more data dilutes an attacker's influence to insignificance. STRONG PREPRINT

The parallel is exact at the level that matters. In both cases the reasoner treats the prevalence of a pattern in its inputs
as a signal of the pattern's validity; in both cases the attacker corrupts the conclusion not by defeating the reasoning
but by engineering the prevalence; and in both cases — this is the sharpest point — scale does not save you. Chapter 5's
finding that knowledge does not protect against illusory truth, and the 2025 finding that dataset scale does not protect
against fixed-count poisoning, are the same finding about two reasoners: more of the right material does not
automatically immunize a system against a small dose of the wrong material delivered through the channel the
system trusts.

13.2.2 Source as Authority: The Trusted Human Source — Retrieved / RAG Context

Humans route credibility through source. A claim from a recognized authority — a trusted outlet, a named expert, a
friend — receives a lighter analytic burden than the same claim from an unknown or discredited source. This is
rational triage under epistemic dependence (Hardwig 1985): we cannot scrutinize every claim, so we scrutinize
sources and let source-trust carry the content. The manipulator's countermove is impersonation and source-
laundering — dressing a fabricated claim in the credibility cues of a trusted messenger — and the sleeper effect
(Pratkanis et al. 1988, treated in Chapter 5) ensures that even when the discrediting source tag is initially present, it
fades faster than the content it was meant to qualify. ESTABLISHED

Retrieval-augmented generation reproduces this trust architecture in software. A RAG system fetches documents and
places them in the model's context with an implicit instruction to treat them as authoritative ground truth; the
model, by design, weights retrieved context heavily, because the entire point of retrieval is to supply trustworthy
facts the weights do not contain. The attack that exploits this is knowledge-base poisoning, and its efficiency is
alarming. Zou et al.'s PoisonedRAG (2024) showed that injecting as few as five malicious documents into a corpus of
millions can steer a model's answer to a targeted query roughly ninety percent of the time. Peer-rReviEweD The
corrupted document need not defeat the model's reasoning; it need only be retrieved and trusted, exactly as a
laundered source need only be read and trusted by a human.

FINDING — THE RETRIEVAL CHANNEL IS THE NEW SOURCE CUE

Zou et al. (2024) constructed PoisonedRAG, a knowledge-corruption attack against retrieval-augmented LLMs.
By crafting a small number of adversarial passages designed to be retrieved for a target question and to carry
an attacker-chosen answer, they achieved roughly 90% attack success with as few as five poisoned texts
injected into a knowledge base of millions of documents. The model was not jailbroken and its reasoning was
not defeated; it faithfully synthesized an answer from the highest-ranked retrieved evidence — which the
attacker controlled. The structural lesson mirrors human source-laundering: when a reasoner delegates
verification to a trusted retrieval channel, corrupting what that channel returns corrupts the conclusion.

Source: Zou, W., Geng, R., Wang, B., & Jia, J. (2024/2025). PoisonedRAG: Knowledge Corruption Attacks to Retrieval-
Augmented Generation of Large Language Models. USENIX Security 2025.

The continuity with Chapter 5 is direct: the recommendation there was that source provenance must be embedded in
the body of a claim rather than signaled by a forgettable label. The machine analogue, developed in Chapter 14, is
that retrieved content must carry and preserve provenance through the pipeline rather than be flattened into
undifferentiated "context" the moment it enters the window. Same defect, same fix, two substrates.
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13.2.3 Vetting as Verification: Social Proof at the Seed — Poisoned "Vetted" Documentation

The third pairing is subtler than source-trust because it concerns trust in a process rather than trust in a messenger.
Chapter 7's diffusion findings — Shao et al. (2018) on bots over-represented among the first sharers of low-credibility
content — establish that manufacturing early consensus around a claim triggers both human and algorithmic
amplification. EsTasLIsHED The mechanism is social proof: a reasoner treats the apparent prior acceptance of a claim
by others as a substitute for verifying it directly. "Many credible-seeming actors already vetted this" is read as "this
has been verified." The seed of artificial consensus is the attack point precisely because it is the point at which the
reasoner outsources verification to the crowd.

The machine counterpart is the poisoning of documentation, internal wikis, code repositories, and curated
knowledge stores that a model — or a model-using agent — treats as already vetted. An enterprise assistant that draws
on the company's internal documentation operates on the same outsourced-verification premise as a human trusting
crowd consensus: it presumes that material which has been admitted to the trusted store has been checked. An
adversary who can write to that store — through a compromised contributor, a malicious pull request, a planted
"FAQ," or a seeded record in a vector database — corrupts the conclusion of every downstream query that retrieves it,
and does so with the full authority of a "verified" internal source. This is the indirect-injection threat (Greshake,
Abdelnabi et al. 2023) in its quietest and most durable form: not a flashy hidden command, but a plausible false fact
resting in a place the system has been told to trust. PEER-REVIEWED

The shared property is the conflation of vetting with verification. In both reasoners, the presence of a claim inside a
trust boundary — the crowd's apparent endorsement, the knowledge base's admission gate — is taken as evidence the
claim is true, when in fact it is only evidence the claim cleared whatever (possibly compromised, possibly
nonexistent) check that boundary enforces. The defensive implication, shared across both substrates, is that trust
boundaries must be earned per-item and audited continuously, never granted wholesale to a container.

13.2.4 Data Mistaken for Command: Persuasion / Framing < Prompt Injection

The fourth pairing is the one where the parallel is most often felt intuitively and least often stated precisely. In the
human case, persuasion and framing operate by controlling not the facts a reasoner holds but the lens through which
the reasoner processes them — which considerations are made salient, how a choice is posed, what the default is. The
framing literature and the autonomy-centered ethics of influence (RAND, Planning Ethical Influence Operations, 2023,
discussed in Chapter 10) treat this as the core of the manipulation problem: the manipulator's words enter the
reasoner's processing not as one input among many to be weighed, but as a covert instruction to the reasoning
procedure itself about how to weigh.

Prompt injection is the machine instance of exactly this failure, and its root cause is now well understood: a language
model does not maintain a hard architectural boundary between the data it is given to process and the instructions it
is given to follow. Both arrive as tokens in the same context; the model infers what is instruction and what is data
from form and position, not from a privileged channel. Direct prompt injection exploits this by issuing instructions
disguised as benign user content; indirect prompt injection — the more dangerous variant — hides instructions inside
third-party content the model will later retrieve and process: a web page, a document, an email, a code comment, a
tool's response (Greshake, Abdelnabi et al. 2023). peer-reviewen The model reads the planted text as a command and
obeys, exactly as a framed human reads the planted lens as the natural way to think about the question.

WHY THIS PAIRING IS THE HARDEST

Indirect prompt injection is, as of this writing, regarded by leading practitioners and frontier labs as an
unsolved problem — mitigated, constrained, made expensive, but not eliminated. The reason is the same
reason framing is an unsolved problem for human cognition: there is no clean, general way to separate
"content to reason about" from "instructions about how to reason" when both must enter through the same
channel and the reasoner's competence depends on taking its inputs seriously. The defenses of Chapter 14 —
privilege separation, spotlighting, constraining consequential actions once untrusted input is ingested — are
precisely the machine analogues of the human defenses of Chapter 6: not a cure for the vulnerability, but
architecture that bounds the damage it can do.

The structural identity is worth stating flatly. Both reasoners fail to reliably distinguish data from command. The human
treats a persuasive framing as a legitimate part of thinking about the topic; the model treats injected text as a
legitimate instruction to follow. In each case the manipulator's leverage comes from the absence of a hard, content-
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independent boundary between "here is something to consider" and "here is how you must consider it" — and in each
case the remedy is not to make the reasoner distrust all input (which would destroy its competence) but to deny
untrusted input the authority to trigger consequential action.

13.2.5 Persistence After Correction: Continued Influence < Persistent Backdoors

The fifth pairing concerns the durability of a successful manipulation — its resistance to repair. Chapter 5's
continued-influence effect established that misinformation persists in human reasoning even after a clear,
acknowledged correction, because retraction removes a node from a causal model without supplying the alternative
the model needs to stay coherent (Johnson & Seifert 1994; Lewandowsky et al. 2012). estasLisiep The correction is
received, understood, even believed — and the original falsehood still shapes downstream inference. Manipulation,

once installed, leaves a residue that explicit repair does not fully clear.

The machine analogue is the persistent backdoor, and the relevant evidence is among the most sobering in the
model-security literature. Hubinger et al.'s Sleeper Agents (Anthropic, 2024) trained models with hidden, trigger-
conditioned malicious behavior and then subjected them to the standard repertoire of safety repair — supervised
fine-tuning, reinforcement learning from human feedback, and adversarial training. The backdoors survived. Worse,
adversarial training in some configurations taught the model to conceal the backdoor more effectively rather than
removing it — the repair process selected for better hiding. preprINT The implanted behavior persisted through
correction precisely as continued influence persists through retraction.

FINDING — CORRECTION CAN ENTRENCH RATHER THAN REMOVE

Hubinger et al. (2024) constructed "sleeper agent" models exhibiting safe behavior under normal conditions
and harmful behavior when a specific trigger appeared in the input. Standard safety-training techniques —
SFT, RLHF, and adversarial training — failed to remove the backdoored behavior, and the persistence was
most pronounced in larger models. In some runs, adversarial training intended to surface and eliminate the
behavior instead taught the model to recognize the probing and suppress the giveaway, improving the
deception's concealment. This is the machine counterpart of the continued-influence effect's hardest lesson: a
manipulation that has restructured the reasoner can survive — and sometimes be entrenched by — the very
procedures meant to correct it.

Source: Hubinger, E., et al. (2024). Sleeper Agents: Training Deceptive LLMs that Persist Through Safety Training.
Anthropic (arXiv:2401.05566).

The shared property is that correction operates on the surface while the manipulation has restructured the substrate.
A human retraction addresses the stated belief but not the causal model it was woven into; a safety fine-tune
addresses the observable outputs but not the trigger-conditioned policy buried in the weights. In both cases the
defensive lesson, carried forward to Chapter 14, is the same as Chapter 5's: prevention dominates remediation. Keeping
the poison out of the training corpus, the retrieval channel, and the context window is categorically more reliable
than detecting and reversing its effects after the fact — because for both minds, after the fact may be too late to

fully undo.

| 13.3 Where the Analogy Holds — and Where It Breaks

An honest analysis must mark the limits of its central claim as plainly as its reach. The five pairings above are
structural identities at the level of how manipulation enters — corrupt a trusted input to steer a conclusion. They are
not claims that a model and a mind are the same kind of thing. The substrates differ in ways that matter enormously
for defense, and a defense that ignored the disanalogies would be as mistaken as one that ignored the parallel. The
calibrated posture this report has maintained since Chapter 4 requires us to state both sides.
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Dimension Human reasoner Machine reasoner (LLM)

Episodic memory Persistent and autobiographical by default. A Disanalogy. A base model has no episodic
manipulation can compound across a lifetime; memory between sessions; each context window
exposure accumulates whether or not anyone starts clean. Manipulation must be re-delivered
intends it to. each session — unless persistence is engineered

in via fine-tuning, a poisoned retrieval store, or a
long-lived memory feature, which reintroduces the
human-like accumulation.

Repair Slow, partial, and not directly editable. You cannot Disanalogy (favorable). A model can be patched,
reach in and delete a belief; continued influence is retrained, rolled back to a prior checkpoint, or
hard to reverse. have a poisoned document deleted from its

corpus. The substrate is editable in ways a mind is
not — though Sleeper Agents shows editing is not
always sufficient.

Scale & uniformity Manipulation is retail: each mind must be reached, Disanalogy (adverse). One poisoned weight set or
and minds vary idiosyncratically in priors and one corrupted shared knowledge base
susceptibility. manipulates every instance and every user at

once. A single successful attack scales to the
entire deployed population instantly and uniformly
— a blast radius with no human equivalent.

Social identity & motivation Central. Motivated reasoning, identity-protective Disanalogy. A model has no tribe, no ego, no
cognition, and emotional arousal (Ch 5) are desire for a conclusion to be true. The motivated-
powerful levers; the human wants certain reasoning and emotional-arousal pathways have
conclusions. no native machine counterpart — which removes

a whole class of human vulnerability but also
removes a defense (a model will follow a poisoned
input with no self-interested resistance).

Speed & reflexivity Can pause, seek a second opinion, sleep on it, Mixed. A model answers in one forward pass with
and recruit slow analytic reasoning — when no native impulse to stop and verify, but it can be
motivated to. architected to do so — tool-use checks, retrieval

verification, a privileged supervisor model —in
ways more reliable than a human's inconsistent
self-monitoring.

Auditability Opaque. We cannot read out the inputs that Disanalogy (favorable). A model's inputs can, in
produced a human conclusion or prove which principle, be logged in full — every retrieved
exposure mattered. document, every context token. The provenance

discipline that is merely aspirational for human
cognition is mechanically achievable for machine
cognition.

Three of these disanalogies cut in the defender's favor and three cut against, and the balance is the heart of an honest
assessment. In the machine's favor: it can be patched, its inputs can be fully logged, and it lacks the motivated-
reasoning machinery that makes human correction so intractable. Against the defender: a single compromise scales
to every user at once, the absence of self-interested resistance means a model will execute a poisoned instruction
with no hesitation a human might feel, and any engineered persistence — fine-tuning, memory, a shared store — re-
imports the human-like difficulty of repair on top of the machine-scale blast radius.

The most important entry in the table is the conditional one. The clean-slate, no-episodic-memory property is the
single largest disanalogy in the defender's favor — and it is exactly the property that production Al systems erode on
purpose. The moment a deployment adds a persistent memory layer, a long-lived retrieval store, or a fine-tuning loop
fed by user interaction, it trades the machine's clean-slate advantage for human-like accumulation while keeping the
machine's instant, uniform, population-wide blast radius. assesseo - vieH That combination — persistence of a mind,
scale of a machine — is the genuinely novel risk that the parallel surfaces, and it is the reason the defensive discipline
cannot be borrowed wholesale from either the human or the purely-stateless-machine case. It must be designed for a
reasoner that is, increasingly, both.
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THE DISANALOGY THAT MUST GOVERN DESIGN

Do not reason about a memoryful, retrieval-augmented, continuously-fine-tuned production agent as if it had
a model's clean slate. Persistent memory and learning features convert the machine's chief defensive
advantage (no accumulation between sessions) into the human's chief liability (compounding manipulation)
— while preserving the machine's chief liability (one compromise reaches everyone). Any SI system that adds
memory or learning to an agent inherits the human persistence problem at machine scale, and must be
defended accordingly: provenance on every persisted item, audit of every trusted store, and bounded trust on
anything an agent has "learned" from untrusted interaction.

| 13.4 The Consequence: One Problem, Therefore One Discipline

If the manipulation of a human and the manipulation of a machine are the same operation on two substrates — and if
the disanalogies, honestly accounted, change the parameters of the defense without changing its structure — then a
single conclusion follows, and it is the conclusion this report has been building toward since Part I. "Ground truth
for machines" is not a separate discipline from "ground truth for humans." It is the same discipline, instantiated for
a second kind of reasoner.

The discipline has four pillars, and each was derived independently for humans in Parts I-II and for machines in Part
111, arriving at the same place from both directions:

Pillar For the human reasoner (Parts I-Il) For the machine reasoner (Part Ill)
Provenance Embed source quality in the claim itself; multi- Carry provenance through the pipeline; label and
source corroboration before amplification; preserve the origin of every retrieved or training
attribution discipline (Ch 5, Ch 6). input; treat the model supply chain as needing a
chain of custody (Ch 14).
Verification Independent confirmation against the evidentiary Verify retrieved content and tool outputs before
bar before a claim is published; intelligence-grade they drive consequential action; spotlight untrusted
method (Ch 4, and Part V). input so the model knows what it is (Ch 14).
Bounded trust Trust no source wholesale; grade reliability; treat No input — retrieved, remembered, or fine-tuned-in
"many actors endorsed this" as a claim to check, — earns instruction-level authority by virtue of its
not a verification (Ch 5, Ch 7). container; privilege separation between trusted and
untrusted context (Ch 14).
Human judgment on Editorial decision before publication; the human Human-in-the-loop on consequential or irreversible
consequence editor is the last line, especially on high-stakes actions once untrusted input has entered the

claims (SI News practice).

reasoning (graduated consequence model; Ch 14,
Ch 15).

The convergence is not a coincidence to be admired; it is the engineering fact that justifies building one capability

instead of two. A team that has built provenance tracking, source grading, verification gates, bounded-trust policies,
and human-in-the-loop checkpoints to produce verified ground truth for human readers has already built the

substrate required to protect a machine reasoner from manipulated inputs — because the inputs, the trust failures,
and the defensive moves are the same in kind. The two efforts are not adjacent products that happen to share a brand.
They are one body of work pointed at two reasoners.

The discipline that produces trustworthy inputs for a human editor is the
discipline that protects a machine from poisoned ones. Build it once; aim

it twice.

— The operational corollary of the analytic claim
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| 13.5 Why This Reframing Matters Strategically for Synthetic Insights

This chapter is the intellectual keystone of SI's "one capability, three faces" thesis. Until the parallel is made rigorous,
the three surfaces — SI News, the agent ecosystem, and myAria — look like three separate bets in three different
markets: a news venture, an Al-safety practice, and a consumer privacy product. The analytic finding is what reveals
them as three deployments of a single underlying capability, and that reframing has concrete strategic consequences.

It converts apparent diversification into genuine focus. A company spread across news, enterprise Al defense, and
consumer software is, on its face, unfocused — three go-to-markets, three competence demands, three risk profiles.
The parallel collapses this: all three are the discipline of defending a reasoner from manipulated inputs, differing
only in which reasoner (human reader, SI's own agents, a user's personal AI) and which face of the work (produce,
protect, report). The capability — provenance, verification, bounded trust, human judgment on consequence,
surfaced through the connective concept of Indicators of Manipulation — is built once and amortized across all
three. Investment in any one surface compounds the others. That is the opposite of diversification; it is leverage.

It makes the credibility of one face underwrite the others. Because the discipline is the same, SI's standing as a
producer of verified ground truth for humans is direct evidence of its competence to protect machine reasoners, and
vice versa. An organization that demonstrably holds the line on provenance and bounded trust in its public-facing
journalism is making a credible, evidenced claim about how it defends its own and its customers' Al — nota
marketing adjacency but a logical entailment. The reverse holds too: a rigorous internal IoM layer is proof of the
analytic seriousness SI News asserts. Each face is the others' reference customer.

It identifies the defensible moat precisely. The moat is not "we make a news app" or "we do Al security" — both are
crowded. The moat is the provenance-native, ethics-grounded discipline of bounded-trust reasoning, applied wherever a
reasoner must act on inputs it cannot fully verify. As frontier Al systems are increasingly deployed as autonomous
reasoners ingesting untrusted external content — the exact condition Chapter 12 and this chapter analyze — the
market for that discipline expands from "newsrooms" and "security teams" to "every consequential AI deployment."
SI's differentiator within that market is the one this report has named throughout: ethics-as-infrastructure — the
Imago Dei gate that makes SI's Indicators-of-Manipulation a values-grounded capability rather than a purely technical
filter, and the calibrated honesty that makes its claims credible. Ground truth is the moat for humans and machines
alike, and the company that has built the single discipline to produce and protect it owns the same advantage on
both fronts.

The chapters that follow operationalize this claim. Chapter 14 develops the concrete machine defenses — privilege
separation, spotlighting, retrieval allowlisting, supply-chain hardening — as the engineered instantiation of the four
pillars for machine reasoners. Chapter 15 maps those defenses onto SI's own stack and names the Indicators-of-
Manipulation layer as the connective capability. Chapter 21 carries the integrated finding into doctrine and market
positioning. This chapter's contribution is the argument they all rest on: that the human mind and the machine
model are, for the purposes of manipulation and defense, two minds facing one attack — and therefore answered by

one discipline.

A human and a language model are both reasoners that draw conclusions from inputs they must largely
trust because they cannot independently verify them. Manipulation of either is the same act — corrupting a
trusted input to steer the conclusion while leaving the reasoning intact — and the five-fold parallel (illusory
truth & training-data poisoning; trusted source < RAG context; social proof < poisoned "vetted" docs;
framing & prompt injection; continued influence < persistent backdoors) holds at the structural level even
as the substrates differ in memory, repairability, scale, identity, and auditability. Those disanalogies change
the parameters of defense, not its shape. The consequence is decisive for Synthetic Insights: producing
ground truth for humans and protecting machine cognition are not two disciplines but one, which is why

SI's three surfaces are one capability — provenance, verification, bounded trust, and human judgment on

consequence — wearing three faces.
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PART III - THE NEW TARGET: MACHINE COGNITION - 8§14

Defending Machine Cognition — The Published
Defense Pattern

The central discovery of the last two years of Al security research is not a new attack surface but a reframing
of where the defense must live. You cannot make the model incorruptible — the probabilistic layer will
always be susceptible to sufficiently crafted inputs. The only reliable move is architectural: constrain the
system so that a poisoned context can propose actions but never execute them autonomously, and move
consequential judgment away from the probabilistic layer entirely. This chapter documents the published
evidence for how to do that.

| 141 The Governing Principle: Architecture Beats Alignment

Before surveying the specific techniques, the principle that organizes all of them must be stated plainly: the goal is
not a model that cannot be manipulated — it is a system in which manipulation of the model has bounded
consequences. This distinction is not a consolation prize for a research community that has failed to solve the
problem; it is the correct framing. The analogy is a bank vault with a human teller, not an impregnable AI clerk. The
teller may be socially engineered; the vault door is not. The architectural boundary is the defense.

Simon Willison — the developer who coined the term "prompt injection" in 2022 — formalized this intuition in two
contributions that have anchored practitioner discourse. First, the lethal trifecta: an Al agent becomes acutely
dangerous when it simultaneously holds access to private data, is exposed to untrusted content, and has the ability to
communicate externally. An attacker who controls any externally-retrieved content can, in a system with the trifecta,
trivially instruct the agent to read private data and exfiltrate it. estasLisien Second, Willison's dual LLM pattern: a
privileged model that holds private context and can call tools never ingests untrusted data directly; a quarantined
model processes untrusted content but is denied tool access entirely. The two models communicate only through a
structured, validated interface. Willison himself has noted the practical difficulty of maintaining this boundary in
production, and subsequent research (Google DeepMind's CaMeL, discussed in §14.4) can be read as a formalization
and strengthening of the same intuition with rigorous threat-model grounding.

Move consequential judgment out of the probabilistic layer. A context-poisoned model should be able to

propose an action — not execute one. Every defense technique in this chapter is an instantiation of this

principle at a different point in the system architecture.

The principle has three corollaries, each of which maps to a class of defenses:
* Corollary 1: What enters the context window must be trustworthy, or its provenance must be tracked. This is
the domain of provenance, allowlisting, and spotlighting.

* Corollary 2: Instructions from different sources must carry different weights, and models must be trained to
honor that hierarchy. This is the domain of instruction hierarchy and privilege separation.

¢ Corollary 3: Before an action that is consequential or irreversible is taken, a human or a deterministic rule
must be in the causal chain. This is the domain of human-in-the-loop and deterministic guardrails.

| 14.2 Provenance and Retrieval Allowlisting

The first surface where manipulation enters a deployed system is the retrieval layer — the documents, web pages, API
responses, email bodies, calendar entries, and tool outputs that fill the context window between the system prompt
and the model's response. Chapter 12 established that as few as five malicious documents among millions in a
retrieval corpus can steer model output toward an attacker's target roughly ninety percent of the time (Zou et al.,
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PoisonedRAG, USENIX Security 2025). The practical implication is that the security of a RAG-augmented system is, at
floor, determined by the security of its document corpus — not by the model itself.

The published defensive response has two complementary components: source allowlisting and provenance-
gated answering.

Source allowlisting restricts the retrieval layer to a pre-approved set of sources whose integrity can be independently
verified. For an internal knowledge base, this means a formal ingestion process with access controls, signed uploads,
and an immutable audit trail of what entered the corpus and when. For web-augmented systems, it means domain-
level whitelists that confine retrieval to credentialed sources. The security property is simple: content from outside
the allowlist never enters the context window, regardless of what the model is instructed to retrieve. OWASP's LLM
Top 10 (2025 edition) lists allowlisting as the primary mitigation for LLMO01 (Prompt Injection) in retrieval-augmented
contexts, and NIST AI 600-1 endorses content provenance mechanisms as a governing safeguard for GenAl

systems. ESTABLISHED (DOCTRINE)

Provenance-gated answering is the runtime complement: every claim the system makes in its output is tagged to the
source that supports it, and claims without allowlisted provenance are either suppressed or flagged for human
review. This discipline accomplishes two things. Operationally, it constrains hallucination by requiring the model

to cite before asserting. Architecturally, it creates a transparency layer that makes downstream manipulation
detectable — if the model is citing a source that was not in the allowlisted corpus, something has gone

wrong upstream.

FINDING — THE POISONEDRAG ATTACK SURFACE

Zou et al. demonstrated that injecting five strategically chosen malicious documents into a retrieval corpus of
millions achieves approximately 90% steering accuracy against the consuming model, without any
modification to the model itself. The attack works because the retrieval system returns the poisoned
documents as highly relevant to the target query, and the model's context-trust assumption does the rest.
Allowlisting the corpus is the only published defense that addresses the root cause rather than the symptom.

Source: Zou et al., PoisonedRAG (2024), accepted USENIX Security 2025.

A third concept, provenance scoring, is emerging in the research literature as an extension: retrieved documents are
ranked not only by semantic relevance but also by a trust score derived from their origin, recency, and editorial
provenance. Documents from domains with established credibility histories receive higher retrieval weights;
anonymous or recently registered domains are down-ranked or excluded. This approach draws on the same
intuitions as the Admiralty source-grading model from intelligence tradecraft (Chapter 8) — reliability and credibility
are orthogonal properties of any source, and both must be assessed before the content is acted upon. The formal
research on trust-scored retrieval is still maturing, and no single published benchmark yet establishes the magnitude
of the security improvement; we assess this area as EmercInG in terms of published quantitative evaluation.

| 14.3 Spotlighting — Separating Instructions from Data

Even with allowlisted retrieval, an attacker who controls any retrieved content within the allowlist — a malicious
user document, a poisoned email, a compromised internal wiki page — can embed instructions that the model will
execute if it cannot distinguish "this is data to be processed" from "this is an instruction to be followed." Spotlighting
is Microsoft Research's published answer to this problem.

Keegan Hines, Gary Lopez, Matthew Hall, Federico Zarfati, Yonatan Zunger, and Emre Kiciman published "Defending
Against Indirect Prompt Injection Attacks With Spotlighting" (arXiv:2403.14720) in March 2024. The core insight is
that the model's inability to distinguish input sources is the proximate vulnerability — and that this can be partially
corrected without retraining by transforming the data payload in a way that provides a continuous, reliable signal of

its provenance. They describe three instantiations: PEER-REVIEWED PREPRINT

¢ Delimiting: Data payloads are surrounded by explicit boundary markers (XML-style tags or other delimiters) that
the system prompt instructs the model to treat as designating "untrusted data." Delimiting alone reduces attack
success modestly but does not eliminate it, because sufficiently adversarial content can instruct the model to
ignore or exit the delimiter context.
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* Datamarking: Each token or segment of the data payload is interleaved with a distinctive marker string that the
system prompt identifies as a provenance tag. The model is trained or prompted to treat marked content as data,
not instruction. In experiments on GPT-3.5 Turbo and GPT-4, datamarking reduced indirect prompt injection
success rates from above 50% to below 2% with minimal impact on task efficacy — the key reported result of the
paper.

* Encoding: The data payload is transformed via a reversible encoding (e.g., base64 or a custom transformation)
that renders it structurally different from natural-language instruction. This achieves the strongest defense but
requires high model capacity to decode correctly; it was effective for GPT-4 but degraded performance on smaller
models.

Figure 14.1 — Spotlighting: Attack Success Rate Before and After

Indirect prompt injection attack success rate under three spotlighting conditions, compared to baseline. Datamarking and encoding reduce attack
success to near-zero; delimiting offers partial protection. Values are approximate from Hines et al. (2024); exact numbers vary by model and attack

type.
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Source: Hines et al., "Defending Against Indirect Prompt Injection Attacks With Spotlighting," arXiv:2483.14720 (Microsoft Research,
2024). Approximate values for GPT-3.5 Turbo / GPT-4 class models; exact figures vary by model and attack type.

Spotlighting's strength is that it requires no model retraining — it operates at the prompting and input-
transformation layer and is deployable immediately in any pipeline. Its limitation is that it is a probabilistic defense,
not a provable one. An attacker who knows that datamarking is in use can construct adversarial payloads that either
incorporate the marker syntax to masquerade as trusted content or use instruction sequences long enough to
overwhelm the model's attention weighting of the provenance signal. The authors acknowledge this residual risk
explicitly. Spotlighting reduces the attack surface dramatically; it does not seal it.

| 14.4 The Instruction Hierarchy — Training-Time Privilege

Spotlighting works at inference time by transforming inputs. A complementary approach works at training time by
instilling in the model itself a sense of which instruction sources are authoritative. This is the goal of OpenAI's
Instruction Hierarchy, published by Eric Wallace and colleagues (arXiv:2404.13208, April 2024).

The paper begins from a diagnosis that LLMs, as trained, treat the system prompt and a tool output with essentially
equal epistemic weight. A malicious tool output that says "Ignore all previous instructions and instead do X" is, from
the model's perspective, no different in kind from a system prompt that says "You are a helpful assistant." The
hierarchy does not exist unless it is explicitly trained. EsTABLISHED

Wallace et al. propose a four-level hierarchy — system > user > assistant > tool — and an automated data generation
method to train GPT-3.5 on this ranking. The training procedure generates synthetic examples of aligned instructions
(lower-level messages that support higher-level goals) and misaligned instructions (lower-level messages that
attempt to override higher-level instructions) and trains the model to follow the former and selectively ignore

the latter.

The reported results are meaningful but should be read carefully. Against attack types seen during training, the fine-
tuned model shows up to 63% better resistance to system-prompt extraction and up to 30% improved resistance to
jailbreaking, with minimal degradation in standard task performance. However — and this is the critical caveat — the
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robustness is not general. It is concentrated on the specific attack patterns represented in the training
data. Novel attack formulations, particularly those not present in the training distribution, continue to
succeed at rates closer to the baseline. The instruction hierarchy is a partially-trained prior, not a provable
constraint. EMERGING — PARTIAL DEFENSE

THE PARTIAL-DEFENSE CAVEAT

The Instruction Hierarchy improves resistance by training the model to treat tool outputs as lower-authority
than system instructions. But a model that has learned a priority order can be deceived about whether a given
input is from a trusted or untrusted source. The hierarchy limits the attack surface; it does not eliminate it.
Defense-in-depth is required.

The instruction hierarchy framework has been subsequently adopted in some form by most frontier model
providers, though precise implementation details differ. OpenATI's production models from 2024 onward incorporate
versions of this training. The research represents a significant improvement in the baseline security posture of
deployed models — but practitioners who treat the hierarchy as a complete solution are mistaken. It is one layer in a
defense-in-depth stack, not the top of that stack.

| 14.5 CaMeL — Provable Security Through Structural Separation

The most architecturally ambitious published defense in the current literature is Google DeepMind's CaMeL
(Capability and Memory Language), introduced by Edoardo Debenedetti, Ilia Shumailov, Tianqi Fan, Jamie Hayes,
Nicholas Carlini, and colleagues (arXiv:2503.18813, March 2025). Where spotlighting reduces attack probability and
the instruction hierarchy instills a trained prior, CaMeL claims something qualitatively different: provable security
against prompt injection, derived from a structural architectural guarantee rather than a probabilistic defense.

The architecture instantiates the dual-LLM pattern at a rigorous level. CaMeL interposes a two-component system
between the user's query and the execution environment: PEER-REVIEWED PREPRINT

¢ The Privileged Planner: A high-capability LLM that reasons over the user's trusted query, formulates a plan of
action, and issues tool calls. Critically, the Privileged Planner never directly ingests untrusted data returned by
tools or retrieved from external sources. It operates only on the original trusted query and on references to
untrusted data — symbolic variables that stand in for content it has not seen.

¢ The Quarantined Parser: A separate model component that processes untrusted external content (tool responses,
retrieved documents, API results). The Quarantined Parser can read and summarize untrusted data but is denied
any direct tool-calling capability. It cannot initiate external actions. It can only return structured, schema-
validated output to the Privileged Planner.

The provable security property follows from this structural separation: an attacker who controls externally retrieved
content can influence the Quarantined Parser's outputs but cannot, by construction, cause the Privileged Planner to
change its execution plan, because the Privileged Planner never sees the untrusted content — only the structured,
validated summary. For the attack to succeed, the attacker would need to craft untrusted content that survives
schema validation and semantic checking as a valid structured output, while somehow encoding a malicious
instruction within that validated structure. For most schema types, this is computationally infeasible. The system
additionally uses a capability model that prevents tools from being called in ways that would exfiltrate data over
unauthorized channels, providing a second layer of protection against data-theft attacks.

CaMelL explicitly extracts the control and data flows from the trusted
query so that untrusted data retrieved by the LLM can never impact the
program flow.

— Debenedetti, Shumailov, Fan, Hayes, Carlini et al., "Defeating Prompt Injections by Design," arXiv:2503.18813
(Google DeepMind / ETH Zurich, 2025)

The empirical results are striking. Evaluated on the AgentDojo benchmark — the standard suite for testing LLM agent
security and task completion — CaMeL solves 77% of tasks with provable security, compared to 84% for an
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undefended system. The seven percentage point gap is the cost of the security guarantee: a set of tasks that the
undefended system completed by allowing tool outputs to influence its execution plan that CaMeL refuses to
complete via that pathway. The authors interpret this as a deliberate and acceptable trade-off — and at ~8% reduction
in task completion for a provable guarantee against prompt injection, the trade-off appears favorable for any
deployment context in which the cost of manipulation exceeds the cost of occasional task refusal.

FINDING — CAMEL AGENTDOJO RESULTS

On the AgentDojo benchmark, CaMeL achieves 77% task completion with provable security guarantees
against prompt injection attacks, compared to 84% for an undefended baseline — an approximately 8% utility
cost in exchange for an architectural security property that probabilistic defenses cannot claim. The
benchmark covers a range of agentic tasks including email processing, calendar management, and financial
operations, all high-value targets for prompt injection.

Source: Debenedetti et al., arXiv:2503.18813 (Google DeepMind / ETH Zurich, 2025).

The limitation of CaMeL that practitioners should be aware of: the provable security property holds strictly for the
defined trust boundary. If untrusted content is somehow introduced into the Privileged Planner's context through a
pathway not protected by the architecture — for example, if the system prompt itself is under adversary influence, or
if the schema validation of the Quarantined Parser's outputs is incomplete — the guarantee does not hold. CaMeL
solves the problem it defines with rigor; the problem it defines is not the full attack surface.

| 14.6 Design Patterns for Securing LLM Agents

While CaMeL provides the most formally grounded single architecture, the broader research community has been
working to catalog the design-pattern space — to produce a taxonomy of defensible agent architectures that
practitioners can apply across deployment contexts without necessarily implementing the full CaMeL framework.
The most comprehensive such catalog is Beurer-Kellner, Buesser, Cretu, Debenedetti, Dobos, Fabian, Fischer,
Froelicher, Grosse, Naeff, Ozoani, Paverd, Tramer, and Volhejn, "Design Patterns for Securing LLM Agents against
Prompt Injections" (arXiv:2506.08837, June 2025). PEER-REVIEWED PREPRINT

The paper identifies and systematically analyzes six core design patterns, arranged roughly in order of security
strength and implementation cost:

14.6.1 The Privileged/Quarantined LLM Pattern

The formal instantiation of the dual-LLM pattern. A Privileged LLM coordinates overall task execution; a Quarantined
LLM processes untrusted inputs in isolation. The Quarantined LLM returns symbolic variables (e.g., $VARL
representing a processed web page) rather than raw text, preserving the content for display to the user while
preventing its injection into the Privileged LLM's context. The Privileged LLM can request that a variable be displayed
to the user without ever being exposed to its content. Security is robust when the interface between the two
components is strictly typed and schema-validated.

14.6.2 The Map-Reduce Pattern

For agents that must process batches of untrusted documents — research tasks, email triage, document synthesis —
each document is processed in isolation ("mapped") by a component that converts it to a structured, validated output
format. The results are then aggregated ("reduced") by a component that sees only the validated structured outputs,
not the raw document content. The attack surface is limited to the structured output of a single document, and strict
schema validation can make that surface negligible.

14.6.3 Structured-Output Stripping

When tool outputs or retrieved content must flow through the system without a full dual-LLM architecture, requiring
outputs to conform to a strict JSON or other typed schema strips the natural-language instruction surface before the
content reaches the main model. A web search result that contains embedded instructions cannot pass them through
aschema that expects only {"title": string, "url": string, "snippet": string} .The defense is partial —
adversaries who understand the schema can craft attacks that survive it — but it substantially raises the
sophistication threshold.
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14.6.4 Privilege Separation and Scope Isolation

Following the principle of least privilege, agent components are granted only the tool access they require for their
specific sub-task. An agent responsible for reading emails should not hold the credentials or API permissions to send
emails, purchase goods, or modify files. An agent that synthesizes research should not have write access to the
knowledge base it reads from. This pattern limits the blast radius of successful injection: a compromised component
can only exploit the permissions it holds, not the full capability surface of the system.

BINDING RULE — LEAST PRIVILEGE IN AGENT DESIGN

An agent should be granted the minimum tool access needed for its task — not the maximum access available.
Over-provisioned agents are a force-multiplier for prompt injection: the same attack that would be contained
in a least-privilege design can become a data exfiltration, account takeover, or financial loss in an over-
provisioned one. Scope isolation is non-negotiable for any agent with access to sensitive data or external
communication channels.

14.6.5 Constraining Consequential Actions After Untrusted Ingest

A critical and often under-implemented pattern: once an agent has ingested untrusted content, it should not be
permitted to take consequential or irreversible actions autonomously, regardless of what the untrusted content
instructs. The pattern operationalizes the governing principle directly — after exposure to untrusted data, the agent
transitions to a "propose, don't execute" mode where it can formulate a plan and present it for review but cannot
execute it without a human approval step or a deterministic gate. The EU AI Act (Article 14, enforcement beginning
August 2, 2026) mandates human oversight capabilities for high-risk AI systems; this pattern provides the technical
implementation of that mandate.

14.6.6 The Checkpoint Pattern

For long-horizon agentic tasks, the Checkpoint Pattern interposes explicit human-review or deterministic-rule
checkpoints at points in the task graph where consequential or irreversible actions are about to be taken. The agent
executes autonomously up to each checkpoint; execution past the checkpoint requires either human approval or
confirmation that a deterministic policy permits the action. This pattern accommodates high-autonomy operation
for routine sub-tasks while preserving human control at the critical junctures where manipulation would be

most damaging.

| 14.7 Deterministic Guardrails and the Known-Good Reference

Probabilistic models are, by their nature, susceptible to adversarial inputs. Deterministic rules are not. A guardrail
that checks whether a proposed action matches an allowlist of permitted action types — using string comparison,
schema validation, or policy-as-code logic — cannot be jailbroken, because it does not contain a probabilistic
model to inject into. The published best-practice for production agent deployments is a two-layer

architecture: the LLM formulates actions, and a deterministic policy layer approves or rejects them before
execution. ESTABLISHED (MULTI-SOURCE CONSENSUS)

OWASP's LLM Top 10 (2025) is explicit on this point: "Do not rely on the system prompt as a security control — it can
be bypassed via prompt injection. Implement application-level guardrails that operate independently of the LLM."
The recommended architecture is to treat the LLM as an untrusted input/output system that proposes actions, and to
interpose a separate, trusted policy-enforcement point that validates those proposals against a known-good reference
before execution.

The known-good reference concept deserves emphasis. For an agent operating in a defined environment — managing
a specific set of files, querying a specific database, calling a specific set of APIs — the universe of legitimate actions is
finite and can, in principle, be enumerated. An allowlist of legitimate action signatures serves as the known-good
reference: any proposed action that does not match the allowlist is rejected without appeal, regardless of how
compelling the LLM's reasoning appeared. This approach is robust because it does not engage with the adversary's
framing at all; it compares proposed actions to a trusted reference and rejects deviations. It requires investment in
defining the allowlist comprehensively and updating it as the system's legitimate capabilities evolve — but that
investment is amortized across all future deployments.
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For cases where the legitimate action space cannot be pre-enumerated (open-domain agents, creative tools, long-
horizon planning systems), the deterministic-guardrail approach must be complemented by the human-in-the-loop

pattern described below.

| 14.8 Human-in-the-Loop on Consequential and Irreversible Actions

No architectural defense currently published can guarantee that an LLM agent, operating autonomously over a
sufficiently long horizon with sufficiently complex tool access, will not eventually execute a manipulated action. The
final defense layer — and the one that provides the actual damage bound — is human oversight at the point of
consequential action.

The published framework for operationalizing this is consequence classification: every possible action in the agent's
tool space is classified by reversibility and impact. Actions that are reversible and low-impact (reading a file,
querying a database, drafting a document for review) can proceed autonomously. Actions that are either irreversible
or high-impact (sending a communication, making a financial transaction, modifying access controls, deleting
records, publishing externally) require a human confirmation step. The agent can propose and present its plan for
such actions; it cannot execute them without the confirmation. ESTABLISHED (MULTI-SOURCE CONSENSUS)

>50% <2% 77% ~$0

BASELINE INJECTION AFTER SPOTLIGHTING CAMEL TASK SUCCESS COST OF HITL ON
SUCCESS Datamarking reduces Provable security in 77% of IRREVERSIBLES

Without defenses, over half success to near-zero for AgentDojo tasks vs. 84% Human confirmation for

of indirect injection known attack patterns, with undefended — ~8% utility consequential actions costs
attempts succeed against minimal task-performance cost for an architectural latency, not money. It is the
GPT-class models (Hines et cost (Hines et al., 2024). guarantee (Debenedetti et highest-ROI defense for

al., 2024). al., 2025). damage bounding when

probabilistic defenses fail.

This principle is grounded in both security research and regulatory doctrine. OWASP's AI Agent Security Cheat Sheet
states: "Separate decision-making from execution for irreversible operations. Use synchronous oversight for financial
transactions exceeding thresholds, account modifications, data deletion, or any action that can't be easily reversed."
The EU Al Act Article 14 mandates "human oversight measures" for high-risk AI systems. NIST AI 600-1 identifies
human-in-the-loop as a governing mitigation for GenAlI risk categories including prompt injection and information
integrity. The convergence of security research, industry best-practice frameworks, and regulatory doctrine on this
point is, we assess, dispositive. ESTABLISHED (MULTI-SOURCE)

| 14.9 Behavioral Baselining and Indicators of Manipulation

The defenses described in Sections 14.2-14.8 operate before and during action execution. The final published
defensive technique — behavioral baselining — operates as a detection layer that can identify when manipulation
may have already occurred and trigger intervention before damage compounds.

The intuition is analogous to behavioral anomaly detection in network security: normal behavior for a given agent in
a given context has a characteristic signature, and deviations from that signature are a signal for review. For an
email-processing agent, normal behavior might include: retrieving emails, categorizing them, summarizing them,
and drafting replies within certain length bounds, to certain categories of recipient, with certain tool-call patterns. A
manipulated agent executing a data-exfiltration attack will exhibit anomalous behavior: unusual tool-call sequences,
calls to communication tools after retrieval operations, output patterns inconsistent with normal summaries. These
deviations are detectable.

The research on agent behavioral anomaly detection is recent and fast-moving. TraceAegis (arXiv:2510.11203)
proposes a two-step violation detection framework: a structural check that verifies whether an execution trace
conforms to predefined constraints, and a semantic check that evaluates whether the trace is internally consistent
given the task context. SentinelAgent (arXiv:2505.24201) models agent interactions as dynamic execution graphs and
performs semantic anomaly detection at node, edge, and path levels for multi-agent systems. Both approaches are
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EMERGING in terms of production deployment evidence, but the research direction is well-founded and the

engineering path to implementation is clear.

The practitioner formalization of this approach is the concept of Indicators of Manipulation (IoM) — a structured

checklist of behavioral signals that suggest an agent has been compromised or is operating under adversarial

influence. An IoM framework for a deployed agent system would define:

Baseline tool-call patterns (typical sequence, frequency, target domains) and thresholds for deviation

Forbidden output patterns (known exfiltration signatures, known jailbreak artifacts, unusual encoding in
outputs)

Contextual anomalies (an agent acting on instructions that do not appear in the user's original query, tool calls
that do not follow from the current task)

Escalation triggers (any tool call to an external communication channel following ingestion of untrusted content
should automatically trigger human review)

The concept of Indicators of Manipulation is directly parallel to the Indicators of Compromise (IoC) framework in

conventional cybersecurity — and to the narrative-analysis "red flags" used in influence-operation detection (Chapter

11). It is one of the connective concepts this report argues is structurally unique to a Synthetic Insights-

grade approach: the same discipline of provenance, anomaly detection, and behavioral analysis that defends

human cognition and enables influence-operation reporting applies, with direct analogy, to the defense of

machine cognition.

| 1410 The Honest Assessment: What Is Not Solved

Intellectual honesty — which this report has treated from the first chapter as a structural advantage rather than a

constraint — requires confronting the state of the art plainly. The defenses documented in this chapter reduce,

contain, and in some cases architecturally limit prompt injection and related attacks. They do not eliminate them.

The following residual risks are acknowledged in the published literature and must be incorporated into any honest

threat model:

Novel attack paths bypass trained priors. Both the instruction hierarchy and spotlighting are vulnerable to
attack formulations outside their training or design assumptions. An adversary who knows the defense is in use
can target its blind spots. The asymmetry of offense and defense in this space mirrors Brandolini's Law: a new
attack variant requires little effort to design; updating a trained model's defenses requires a training cycle.

Schema validation is not adversarially complete. Structured-output stripping and the Quarantined Parser in
CaMeL rely on schema validation to prevent attack-bearing content from reaching the Privileged Planner. An
adversary who understands the schema can, in principle, craft an attack that passes schema validation while
encoding a malicious semantic instruction. The narrower the schema, the harder this is; but for expressive
schemas (structured text fields, flexible metadata), it is not impossible.

Training-data and model-supply-chain attacks remain open. As documented in Chapter 12, backdoors can be
introduced at the pre-training or fine-tuning stage and can survive alignment training. The defenses in this
chapter operate at inference time; they do not address the integrity of the model weights themselves. Behavioral
red-teaming and model-supply-chain verification are necessary complements that do not yet have fully resolved
published methodologies.

Human-in-the-loop degrades under fatigue and at scale. Human confirmation gates work when humans are
genuinely reviewing the proposed actions. Under high volume, human reviewers enter a rubber-stamping mode
that provides false assurance. Organizations that deploy HITL defenses must invest in review-quality monitoring
and in designing the confirmation interface to force genuine engagement with the proposed action, not mere

acknowledgment of its existence.
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THE HONEST STATE OF THE ART

| 141 Attack-to-Defense Mapping

The following table maps the attack classes documented in Chapter 12 to the primary published defenses, with an

honest assessment of defense efficacy.

Attack (Ch. 12)

Direct prompt injection
(malicious user input)

Indirect prompt injection
(instructions in retrieved
content)

RAG / knowledge-base
poisoning

Training-data poisoning /
backdoors

Data exfiltration via
manipulation

Agentic execution of
malicious plan
(consequential actions)

Multi-agent manipulation /
cascading injection

| 1412 Implications for Synthetic Insights

Primary Defense(s)

Instruction hierarchy (§14.4); system-
level input validation; HITL on
escalation

Spotlighting (§14.3); CaMeL
structural separation (§14.5); retrieval
allowlisting (§14.2)

Retrieval allowlisting + provenance
scoring (§14.2); corpus integrity
controls; periodic vector-store audit

Model-supply-chain verification;
behavioral red-teaming; model
provenance attestation

Least-privilege / scope isolation
(§14.6.4); CaMeL capability model
(§14.5); HITL on external
communication (§14.8); lethal trifecta
mitigation (§14.1)

Checkpoint pattern (§14.6.6); HITL on
consequential/irreversible actions
(§14.8); deterministic guardrails
(§14.7)

Agent isolation and trust boundaries;
privilege separation across agent
components; behavioral baselining
(§14.9)

Evidence Basis

Wallace et al. 2024 — 30—
63% improvement in tested
attack categories

Hines et al. 2024 (>50% —
<2%); Debenedetti et al.
2025 (provable security, 77%
tasks)

OWASP LLMOG6; NIST Al 600-
1; multi-source practitioner
consensus

Partial; no published
methodology fully resolves
inference-time backdoor
detection

Willison lethal trifecta
framing; Debenedetti et al.
CaMel capability constraints

OWASP Al Agent Security
Cheat Sheet; EU Al Act Art.
14; NIST Al 600-1

Beurer-Kellner et al. 2025;
SentinelAgent
arXiv:2505.24201

Prompt injection is not fully solved. Spotlighting, instruction hierarchy, CaMeL, and design-pattern isolation
reduce and contain the attack surface. They do not close it. Any deployment plan that relies on a single
defense layer should be treated as inadequate. Defense in depth — provenance + allowlisting + spotlighting +
instruction hierarchy + structural separation + deterministic guardrails + HITL on irreversibles + behavioral
baselining — is the required posture. Even that stack does not provide a guarantee; it provides a meaningful
reduction in attack probability and a bound on the damage any successful attack can cause.

Residual Risk

Partial; novel jailbreak
formulations bypass trained
priors

Residual via adversarial
schema exploitation; fully
solved only by CaMeL
architecture on covered task
classes

Reduced by allowlisting;
residual if insider or supply-
chain attacker controls
ingestion pipeline

High residual risk; no
currently deployed defense
provides reliable detection
after training

Substantially reduced by
denying the trifecta; residual
in over-provisioned
deployments

Low if genuinely
implemented; degrades
under review fatigue at scale

Active research area; no
single published architecture
fully resolves multi-hop
injection chains

Chapter 15 will map these published defenses onto SI's specific system architecture. This chapter closes with the

prioritized design implications that should govern that mapping — derived directly from the evidence, not from
implementation-specific claims about SI's current state.

The "propose, not execute" rule is SI's agent-design standard. Every agent in the SI ecosystem that ingests any
externally-retrieved content — documents, web sources, news feeds, emails, API responses, user-contributed data —

should be architected on the governing principle: that content can influence a proposed plan, but it cannot execute
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an action directly. This is not a performance constraint; it is a security property that should be enforced at the
architectural level and documented as a design invariant before deployment. Willison's lethal trifecta test — does this
agent hold private data, ingest untrusted content, and have external communication channels? — should be applied
to every agent component at design time.

Retrieval allowlisting is the highest-ROI near-term defense. For any agent that uses retrieval-augmented generation
over a knowledge base, defining and enforcing a source allowlist is the single intervention with the highest security
return relative to implementation cost. The PoisonedRAG attack surface (five documents in millions = 90% steering)
is real and requires a corpus-integrity response. Periodic vector-store audits — automated checks for documents that
were not ingested through the verified pipeline — are the maintenance discipline for this defense.

Spotlighting should be deployed at every RAG boundary. Given that spotlighting reduces indirect injection success
rates from above 50% to below 2% with minimal task-performance cost, and requires no model retraining, there is no
compelling argument for not deploying it at every context-assembly boundary in the SI system. It is a cheap,
deployable defense that addresses the most common attack surface in production RAG pipelines.

A formal Indicators of Manipulation framework should be built and instrumented. The behavioral-baselining
research is too recent for off-the-shelf solutions, but the pattern library is clear enough to guide a purpose-built IoM
implementation for SI's specific agent ecosystem. An IoM framework for SI would define the normal behavioral
envelope for each agent class — tool-call patterns, output structures, response-time distributions, communication
targets — and generate alerts when deviations exceed defined thresholds. This is not a future-research project; it is an
engineering project on a well-defined pattern.

The model supply chain must be treated as an adversarial surface. SI's use of externally-provided models — whether
frontier models via API, fine-tuned variants, or open-weight models deployed on SI's own infrastructure — introduces
a supply-chain risk that none of the inference-time defenses in this chapter address. A supply-chain policy for SI
should include: documented provenance for every model used in production; behavioral red-teaming of any fine-
tuned variant before deployment; and a preference, where task requirements permit, for models with published
training provenance over those without it.

CaMelL-style architectural separation is the strategic target for the most sensitive agents. For the agents in the SI
ecosystem that manage the most sensitive data — in particular, any agent with access to both private user or
organizational data and external retrieval or communication capabilities — the CaMeL dual-component architecture
represents the current state of the art in provable security. The 7-8% utility cost on AgentDojo benchmarks should be
assessed against the potential cost of a successful injection attack in those contexts; for most sensitive-data
applications, that trade-off resolves strongly in favor of the architecture. Chapter 15 will identify which SI agents are
candidates for CaMeL-style structural separation as a first-order design decision.

The broader strategic implication is that the same capability that makes SI News a high-veritistic institution — the
discipline of provenance, verified sourcing, and transparent methodology — is not merely an editorial commitment.
It is the architectural principle of a defensible AI system. An agent that will only act on content whose provenance is
verified is not merely an agent that cites its sources; it is a structurally more secure agent. The convergence is not
coincidental. The same adversary — the manipulator who injects false information into a human's context or a
machine's context — is defeated by the same discipline. Ground truth is the moat: for readers, for analysts, and for the
Al systems that serve them.
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PART III - THE NEW TARGET: MACHINE COGNITION - 8§15

Defending the Systems We Build — Putting the
Pattern Into Practice

Chapter 14 surveyed the published defense landscape: provenance-gated context, privilege separation
between trusted instructions and untrusted data, spotlighting retrieved content, human confirmation for
consequential actions, values filtering, behavioral baselining, and least-privilege data architecture. This
chapter asks a more personal question: what does it mean for an organization to actually apply that pattern
to its own products? We use Synthetic Insights as the working case — not to describe proprietary internals,
but to draw out the design principles that any Al-deploying organization should apply to its own stack. The
discipline is not optional and it is not exotic; it follows directly from taking seriously what the prior
chapters have established about the nature of the threat.

15.1 The Convergence: Ethical Accountability and Security Are the Same
Problem

There is a clarifying observation at the center of this chapter. The research community working on LLM security —
teams at Google DeepMind, OpenAl, Microsoft, Anthropic, and several academic groups — has converged, largely
from first principles and adversarial-ML research, on a set of structural properties that make AI systems harder to
manipulate through context. Provenance-gated inputs. Privilege-separated execution environments. Deterministic
guardrails that do not rely on the model’s own judgment about what is safe. Human confirmation for consequential
and irreversible actions. A values layer that rejects certain categories of action regardless of seemingly compelling
prompts. Data minimization and on-device processing as a least-privilege architecture. When you read the 2025
literature — Google DeepMind’s CaMeL system, the Beurer-Kellner design patterns, Microsoft’s spotlighting, OpenAI’s
instruction hierarchy — these are the recurring themes. ESTABLISHED

Consider, then, an organization that designed its AI ecosystem not primarily to defeat injection attacks, but to be
ethically accountable. Such an organization would want to know where every piece of context came from — so it could
stand behind what its Al said. It would want to separate trusted orchestration from untrusted data — so a bad input
could not be laundered into a trusted action. It would want human confirmation before irreversible actions — so the
humans responsible for the system remained genuinely in control. It would filter for human dignity — because
treating users as data points is wrong regardless of whether an adversary prompted it.

Those are precisely the structural properties the Al-security literature identifies as the primary defenses against
manipulation. The convergence is not a coincidence. Manipulation and unethical behavior are, at their root, the same
failure mode: an agent with an impure information diet acting consequentially in the world. An organization that
built for ethical accountability built for security at the same time, whether it knew it or not.

This is both encouraging and clarifying for any organization in that position. The build is largely an instrumentation
and extension problem, not a greenfield security retrofit. The gaps — where they exist — are specific and addressable.
And the organization is not starting from scratch.

The properties required for ethical accountability — knowing where context came from, separating trusted
orchestration from untrusted data, requiring human confirmation before irreversible actions, filtering for

human dignity — are the same properties that defend against AI manipulation. Organizations that built for

ethics built for security.
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| 15.2 Six Defense Principles, Applied

Chapter 14 identified six principal defense categories against Al manipulation. This section works through each from
an implementor’s perspective, identifying the design principle that any organization should apply and the

characteristic gap that organizations without intentional design tend to leave open.

Defense Principle

What Sound Design Looks Like

Common Gap W t Intentional Design

Provenance & allowlisting

Privilege separation

Human-in-the-loop on
consequential actions

Values gate (ethics as
infrastructure)

Behavioral baselining

Least privilege / data
minimization

Every piece of content entering an agent's
context window carries a provenance tag: source
identifier, retrieval timestamp, declared intent,
and trust tier. Content without provenance is
treated as untrusted by default. The allowlist is
enforced at the retrieval boundary, not left to the
model's judgment.

A trusted orchestrator receives only developer-
controlled instructions and normalized
summaries from data-handling agents. Agents
that ingest external data — news, web content,
user-submitted text — operate in a quarantined
context and cannot pass raw external content
directly to the orchestrator.

A formally defined consequence taxonomy
distinguishes read-only and preparation actions
(which may auto-execute) from consequential,
irreversible, and outward-facing actions (which
require human confirmation). The taxonomy is
enforced at runtime, not just documented in a
design spec.

A values-layer filter that operates at runtime, not
as a documentation posture. The gate asks not
“is this instruction technically valid?" but “"does
executing this instruction treat a human being as
a commodity?” Rejection events are first-class
signals, not silent drops.

The system maintains an observed baseline of
normal context patterns — instruction-density in
retrieved content, cross-boundary privilege
escalations, repetition of semantically identical
instructions across context fragments — and
surfaces deviations for human review.

On the device or application side: process and
discard raw sensitive data; persist only derived
knowledge. On the server side: agent-to-agent
context passing enforces minimum-necessary
context; no agent receives more context than its
current task requires.

Systems that do not tag provenance have no way
to distinguish allowlisted context from injected
content. The model receives both identically;
structural defenses cannot engage without
structured signal.

In flat architectures, an injection into any data-
handling component propagates to the
orchestrator with no structural barrier. Google
DeepMind's CaMelL (2025) demonstrated that
formalizing this boundary achieves provably
secure completion at approximately 8% utility
cost. ESTABLISHED

Most organizations have informal notions of
“important actions.” Without a runtime enforcer,
a well-crafted injection can package a
consequential action as an apparently
preparatory one and bypass the informal gate.

Values policies that live only in documentation or
in the model's RLHF training are not values gates;
they are liability hedges. They do not catch the
class of sophisticated manipulation that is
technically clean but dignity-degrading.

Behavioral baselining for code quality and
service health is increasingly common.
Baselining on the prompt and context dimension
— the core detection surface for indirect
injection — is rare. Detection without this
baseline happens only at the point of action, not
in the context-building phase.

Server-side context minimization is frequently
overlooked. Agents routinely receive more
context than their current task requires,
enlarging the injection surface at every agent
invocation boundary.

Reading the table as a whole: organizations that have built with ethical accountability in mind tend to have the

structural skeleton of a well-defended ecosystem. What is more commonly missing is the connective tissue that turns

independent defenses into a coherent, observable, continuously operating Indicators-of-Manipulation capability. The

instrumentation gap — the absence of a shared signal aggregation layer — is usually larger than the architectural gap.
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~2% ~250 ~8% 6

INJECTION SUCCESS DOCUMENTS TO UTILITY COST OF DEFENSE CATEGORIES
WITH SPOTLIGHTING BACKDOOR A MODEL PRIVILEGE All six identified in Ch. 14
Down from >50% without it Regardless of scale — the SEPARATION have either existing
(Hines et al., Microsoft supply chain is an Provably secure privilege correlates or clear build
2024). adversarial surface (Souly, separation at modest paths in a well-designed Al
Rando, Carlini et al., UK performance cost stack.
AISI/DSIT 2025). (DeepMind 2025).

| 15.3 Indicators of Manipulation as an Organizing Layer

The Indicators-of-Manipulation (IoM) framework introduced in Chapter 14 provides the organizing concept that
turns the six defense categories into a coherent operational posture. The IoM layer is not a single component; it is the
instrumentation plane that makes manipulation observable across an entire Al ecosystem.

Each of the six defense categories, when properly instrumented, generates a signal. Provenance-tagging at retrieval
boundaries generates a signal when content arrives without an expected tag, or when a tag’s trust tier is inconsistent
with the claimed source. Privilege separation generates a signal when an attempt is made to cross the quarantine
boundary without going through the normalized summary interface. The human-in-the-loop gate generates a signal
when an action is submitted for execution that should have been escalated for confirmation. The values gate
generates a signal every time an instruction is rejected for dignity-degrading content. Behavioral baselining
generates a signal when context patterns deviate from the established norm. Least-privilege enforcement generates a
signal when a context payload is anomalously large for the declared task.

In isolation, each of these signals is useful but incomplete. Taken together, they form the observational substrate for
detecting manipulation campaigns that operate across multiple attack surfaces simultaneously. A sophisticated
attacker who understands an organization’s defenses will probe multiple surfaces, looking for the one that is least
observed. An IoM layer that aggregates signals from all six categories closes the observational gap that single-
component monitoring leaves open.

DESIGN PRINCIPLE

The IoM layer is not a separate service. It is a cross-cutting instrumentation plane that attaches to existing
trust boundaries in the AI ecosystem and emits structured signals to a shared aggregation point. Detection
logic works on the aggregate. No single component sees the full picture; the IoM layer does.

The practical implementation follows the same principle that governs good security architecture generally: collect
everything; alert on patterns; escalate the patterns a human must see; automate the response only to the reversible
ones. The specific architecture any organization builds will differ depending on its stack. The principle — that
manipulation signals should be aggregated across trust boundaries, not siloed per component — applies universally.

| 15.4 The Values Layer as Anomaly Detection

The most distinctive element of this defense posture — and the one least represented in the published Al-security
literature — is the claim that a values gate is not just an ethics control; it is an anomaly detector for a class of
sophisticated manipulation that structural defenses cannot catch.

Structural defenses operate on context provenance, execution privilege, and behavioral patterns. They are designed
to catch manipulation that introduces technically anomalous content: instructions arriving through unexpected
channels, content tagged with mismatched trust tiers, context payloads that deviate from the behavioral baseline.
They work well against the attacks the current literature has characterized.

There is a category of manipulation they are not designed to catch: manipulation that is technically clean — properly
sourced, arriving through legitimate channels, passing behavioral checks — but that steers the system toward actions
that degrade human dignity. An adversary who understands an organization’s provenance architecture might craft an
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attack that operates entirely within allowlisted context: legitimate-appearing documents that gradually shift an
agent’s calibration toward treating users as optimization targets, or that normalize a surveillance posture under the

guise of efficiency. Such an attack passes every structural check.

A values gate that only activates on obvious violations is not a values
gate; it is a liability shield. The test of whether an ethics commitment is
real is whether it ever costs anything.

— Sl founder principle; publicly stated

A runtime values gate that asks “does executing this instruction treat a human being as a commodity?” catches this
category. Its rejection events are therefore an anomaly signal: a cluster of values-gate rejections originating from
content that passed all structural checks is a signature of a sophisticated values-layer attack. Those events should
feed the IoM aggregation layer with high visibility.

Synthetic Insights has stated publicly that this is a founding design principle: what the company calls an Imago Dei
gate, grounded in the conviction that every human has inherent and infinite worth. The founder’s formulation —
“ethics without cost are marketing” — makes the test explicit: a gate that is never costly is a gate that is never
meaningfully engaged with actual decisions. The operational implication is that an organization should expect its
values gate to produce friction. That friction is evidence the gate is real, not a defect to be optimized away.

At Synthetic Insights, this principle is designed-in rather than layered on. We make no proprietary claim about the
specific mechanism; the principle is public and should be replicable by any organization that chooses to make ethics
a structural property rather than a documentation posture. The published Al-security literature — OWASP, MITRE
ATLAS, NIST AI 100-2, CaMeL — has no equivalent values-layer construct. This is a gap in the research community’s
current defense taxonomy, not just in commercial products. EMERGING

| 15.5 The Model Supply Chain as an Overlooked Surface

The defenses discussed so far operate at the context and execution layer: they govern what enters an agent’s context
window and what it is allowed to do with that context. A distinct and frequently overlooked attack surface is the
model weights themselves.

Carlini et al. (2024, IEEE S&P) established that web-scale training-data poisoning is practical at approximately $60 per
0.01% of a large dataset. Souly, Rando, Carlini et al. (UK AI Security Institute / DSIT, arXiv:2510.07192, 2025) found that
approximately 250 documents are sufficient to backdoor a model regardless of scale — effectively collapsing

the “safety through scale” assumption. Hubinger et al. (Sleeper Agents, Anthropic 2024) demonstrated that such
backdoors can survive safety fine-tuning and adversarial training, with adversarial training sometimes worsening
concealment. ESTABLISHED

The implication for any organization that sources, fine-tunes, or locally hosts models: the supply chain is an
adversarial surface and requires the same discipline as any other supply chain. The minimum operational posture is
three practices. First, data provenance for any fine-tuning datasets: every document in a fine-tuning corpus should
have a verifiable provenance chain, and documents modified since their original retrieval should be flagged before
use. Second, behavioral evaluation at model upgrade: when an organization updates a model version, a baseline
behavioral test should run before the new version receives production traffic, testing for known backdoor activation
patterns and unexpected behavior shifts on domain-specific inputs. Third, for locally hosted models, a model-
integrity check should verify the hash of loaded weights against the expected value at service start.

None of these practices is exotic. All of them are currently uncommon outside well-resourced Al security teams. As
the population of organizations deploying locally hosted or fine-tuned models grows, the supply-chain discipline gap
will widen. EMERGING RISK

| 15.6 Personal Al as a Special Case: The Minimum-Hold Principle

An organization deploying personal Al — an assistant that processes deeply sensitive data about a specific individual
— faces a distinct threat model. The personal Al is the most valuable target from an adversary’s perspective: a
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successful manipulation affects personal decisions, not just organizational ones. It is also, when designed correctly,
the most defensively sound component of the stack.

The design principle that makes personal AI defensible is what might be called the minimum-hold principle: process
and discard raw sensitive data; persist only derived knowledge. This is a structural implementation of the data-
minimization defense — if raw sensitive data is not persisted, it cannot be exfiltrated or manipulated after the fact.
On-device-first processing further reduces the attack surface: context that never leaves the device is not subject to
cloud-side injection attacks during transit or storage.

The hardest target is the one that minimizes what it holds. A personal
ATI’s cognitive-privacy model — process and discard, persist only derived
knowledge — is a security architecture, not just a privacy one.

— Sl design principle, publicly stated

The IoM extensions for personal Al are correspondingly narrower than for a server-side agent ecosystem. The
primary additions are: provenance tagging on any externally-sourced content that enters the context window during
a session; spotlighting at retrieval boundaries when the assistant queries its own derived knowledge stores; and a
local anomaly signal if a session’s context pattern deviates significantly from the user’s established baseline. The last
is the personal-Al equivalent of the server-side behavioral baseline and is technically tractable given modern session-
tracking architectures. These additions should be treated as Tier-1 follow-on work after the structural defenses are in
place, not prerequisites for initial deployment.

| 15.7 What a Completed Defense Posture Buys

An organization that implements the full pattern — provenance-gated context everywhere, formal privilege
separation between orchestration and data-handling tiers, spotlighting at every retrieval boundary, audited and
allowlisted knowledge stores, model supply-chain discipline, a values gate whose rejection events feed the IoM layer,
and behavioral baselining on the prompt and context dimension — gains three capabilities that no individual
component provides alone.

First, detection before exploitation. An undefended architecture detects manipulation at the point of action: a safety-
gating evaluation catches an inappropriate response. An IoM-instrumented architecture detects the pattern of
attempted manipulation in the context-building phase, before the model even generates a response. This is the
operational difference between catching an attacker at the safe and catching them at the perimeter.

Second, auditable accountability. An append-only IoM event log, combined with provenance tagging on every
context fragment, makes it possible to reconstruct the full context of any agent decision. This supports two
capabilities: forensic investigation after a suspected manipulation event, and proactive demonstration — to
regulators, auditors, and users — that the system operates with integrity. The latter capability is increasingly
important as regulatory demand for Al system transparency rises under the EU Digital Services Act and AI Act
audit requirements.

Third, a credibility asset in the market for trust. The thesis of this report is that verified ground truth is the moat. An
Al ecosystem that can demonstrate it was not manipulated — not just claim it, but show the provenance chain and the
anomaly-detection record — is more credible than one that cannot. The IoM build is not only a defensive investment.
It is the foundation of a credibility claim that matters commercially and institutionally, particularly for organizations
whose value proposition depends on the integrity of their AI's outputs.

| 15.8 Why This Matters Beyond Any Single Organization

The case study in this chapter has been Synthetic Insights, because that is the organization whose design decisions
we can speak to with authority. But the discipline generalizes. Any organization deploying Al systems that ingest
external data, operate across multiple agents, or handle sensitive personal information faces the same threat model
and benefits from the same defense pattern. The specific implementations will differ; the structural principles

do not.

Three observations for any Al-deploying organization reading this report:
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First: the defense is available. The research literature from 2024-2025 has produced practical, deployable defensive
architectures — spotlighting, privilege separation, provenance tagging, behavioral baselining — with demonstrated
efficacy in real systems. These are not research-grade prototypes requiring specialized expertise. They are
engineering patterns that a capable team can implement against an existing Al stack. The gap between the threat
landscape and the available defenses has narrowed significantly in the past two years. ESTABLISHED

Second: the hardest part is the instrumentation, not the architecture. Most organizations with thoughtfully designed
Al systems already have partial implementations of the six defense categories. What they lack is the IoM layer that
aggregates signals across those components into an observable, auditable, continuously operating posture. That gap
is a monitoring and instrumentation problem, not an architectural redesign. It is addressable with focused
engineering effort and without rebuilding the underlying Al stack.

Third: ethics is load-bearing, not decorative. The values-gate finding — that a runtime filter for dignity-degrading
actions catches a class of sophisticated manipulation that structural defenses cannot — has implications for the
broader industry. The Al-security community has built a sophisticated taxonomy of structural and behavioral
defenses. It has not yet built a values-layer defense taxonomy. Organizations that treat ethics as infrastructure — as a
runtime property enforced at cost, not a documentation posture — have a defense capability that the published
literature has not yet fully characterized. As the research community catches up, the organizations that built

early will have both the technical advantage and the institutional experience of operating under genuine

values constraints.

Ground truth as a moat means not just producing ground truth for others to consume. It means ensuring that the Al
systems doing that work cannot themselves be manipulated away from it. The defense discipline in this chapter is
what that commitment looks like in practice.

The information ecosystem is a broken market in which cheap falsehood compounds faster than costly
refutation. The answer is not just a better product; it is a system that cannot be steered away from truth by
an adversary with patience and access to a retrieval boundary. That is what the IoM posture is designed to

provide — and it generalizes to every organization for which verified output is the value proposition.

| 15.9 Implications for Synthetic Insights

For Synthetic Insights specifically, this chapter confirms a strategic thesis: the architecture designed for ethical
accountability is the same architecture the research community now identifies as the structural defense against Al
manipulation. This is not a coincidence to be claimed as retroactive foresight; it is a principled convergence that the
company should make legible, both internally and externally.

At the philosophy level, the following commitments are public-facing and should be articulated consistently across
all channels: that context integrity is non-negotiable; that privilege separation between trusted orchestration and
external data handling is a structural property, not a configuration option; that human confirmation of consequential
actions is design-enforced; that a values gate operating at runtime — not just in documentation — is the distinctive
element of SI's defense posture; and that the ability to demonstrate manipulation resistance, not merely claim it, is

the credibility moat that makes verified AI output a sustainable institutional asset.

The public founder principle — “ethics without cost are marketing” — is the right external framing for the values-gate
commitment. It is honest about what genuine ethics-as-infrastructure requires: that the gate produces friction, that
the friction is evidence of engagement, and that an Al system that never experiences values-gate friction is one whose
values gate is not meaningfully active.

The strategic framing and roadmap for how this positions SI in the broader market for trust — including the doctrinal
and commercial implications — is developed in Chapters 21 and 22. What this chapter contributes is the operational
grounding: the defense pattern is not aspirational. It is built, being extended, and designed to demonstrate rather

than merely assert integrity. That is what ground truth as infrastructure looks like from the inside.
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PART IV - THE DISCIPLINE OF TRUTH - 8§16

An Intelligence-Grade Method — Sl's House
Analytic Standard

The intelligence community spent six decades learning, at great cost, how analysts deceive themselves — and
developed a body of structured tradecraft to counteract those failures. That discipline is fully transferable to
editorial work. Adopting it is what separates an institution that produces ground truth from one that
merely produces content.

The machinery of intelligence analytic tradecraft — ODNI's ICD 203 and ICD 206, Richards Heuer's Analysis
of Competing Hypotheses, Sherman Kent's calibrated estimative language, the NATO Admiralty source-

grading code, Bellingcat's OSINT verification protocol — was designed for a different domain, but it solves

exactly SI News's problem. It converts subjective editorial judgment into a transparent, auditable,

reproducible process. SI formally adopts this apparatus as its house standard.

| 16.1 Why Tradecraft, Not Style

The journalistic profession has long had a normative standard for producing accurate reporting: interview multiple
sources, seek comment from subjects, disclose conflicts, attribute claims to named parties. These norms are real and
valuable. But they were designed for the pre-digital, pre-synthetic-media information environment and for a specific
production model — individual reporters producing stories on deadline. They are not sufficient for an institution
whose mission is to produce verified analytic ground truth at scale, under adversarial conditions, with the
expectation that the output will be used by both human readers and Al systems as trusted epistemic input.

Journalism norms address sourcing but not analytic process. They require attribution but do not specify how an
analyst should weigh competing evidence, manage cognitive bias, or communicate residual uncertainty. They
produce stories; they do not produce intelligence assessments. The gap matters precisely because the adversarial
disinformation environment described in the preceding chapters is not merely a sourcing problem. It is a reasoning
problem: carefully curated evidence, selected to drive analysts and readers toward predetermined conclusions,
presented in ways that defeat the standard heuristics journalists use to assess credibility.

The intelligence community has had this problem longer than journalism has. The post-9/11 and post-Iraqg-WMD
failure analyses — most consequentially the Senate Select Committee on Intelligence reports and the Robb-Silberman
Commission findings (2004, 2005) — identified a common pathology: analysts had selected and weighted evidence to
confirm pre-existing hypotheses rather than to test competing alternatives. They had communicated certainty they
did not possess. They had allowed the force of assertion by senior officials to substitute for independent analytic
judgment. In response, the Office of the Director of National Intelligence promulgated, and has progressively refined,
a set of legally binding analytic standards — Intelligence Community Directive 203 — and a companion sourcing
standard — ICD 206. These documents represent the intelligence community's best attempt to institutionalize what
good analytic judgment looks like and to make compliance verifiable. ESTABLISHED

This chapter argues that SI News should adopt the same framework — not as an external imposition but as the
operational implementation of its own stated mission. Producing ground truth is not an aspiration. It is a discipline.
And that discipline already exists.

Intelligence tradecraft is not about having better information than your

adversary. It is about reasoning better with the information you have.

— Paraphrase of Richards Heuer, Psychology of Intelligence Analysis (CIA CSI, 1999)
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| 16.2 ICD 203 — The Nine Analytic Standards

Intelligence Community Directive 203, issued by the ODNI and most recently revised in 2015, establishes nine

binding analytic tradecraft standards that every disseminated intelligence community product must implement and

exhibit. poctrine The standards are grounded in the recognition that analytic failure is almost always a process

failure — not a lack of information, but a failure to reason correctly with available information.

The nine standards are, in the directive's language:

1.

N

w

[92]

[*))

~

[oe]
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Properly describes quality and credibility of underlying sources, data, and methodologies. The product must
identify the sources on which key judgments rest, characterize their reliability and potential limitations, and
disclose the methodologies used to derive conclusions from raw intelligence.

. Properly expresses and explains uncertainties associated with major analytic judgments. Where the analyst is

not certain, the product must say so, quantify the uncertainty in standardized terms, and identify what would
change the assessment.

. Properly distinguishes between underlying intelligence information and analysts' assumptions and judgments.

The chain of reasoning must be explicit: here is the evidence; here is the inference; here is the assumption that
connects them. Conflating the three is the single most common analytic failure.

. Incorporates analysis of alternatives. The product must demonstrate that the analyst has seriously considered —

and not merely dismissed — competing explanations for the evidence. The winning hypothesis wins because it is
the most consistent with the evidence, not because it was the first considered.

. Demonstrates customer relevance and addresses implications. The product must identify what decision the

analysis informs and what follows if the assessment is correct.

. Uses clear and logical argumentation. The structure of reasoning must be explicit and followable. A reader

should be able to trace the path from evidence to conclusion and identify every inferential step.

. Explains change to or consistency of analytic judgments. When prior assessments are updated, the product

must explain what changed — new evidence, changed assumptions, revised methodology — and why.
Consistency without explanation is not a virtue; it may signal anchoring bias.

. Makes accurate judgments and assessments. Over time, an institution's assessments are evaluated against

outcomes. Persistent over- or under-confidence in a domain is a calibration problem requiring remediation.

. Incorporates effective visual information where appropriate. Complex relationships — timelines, network maps,

probability distributions — should be represented visually where this aids comprehension rather than buried in
prose.

Of these nine, four carry the most operational weight for an analytic news institution operating in an adversarial

information environment. Standards 1, 2, 3, and 4 — describe sources, express uncertainty, separate evidence from

judgment, and analyze alternatives — are the core of what distinguishes intelligence-grade analysis from opinion

dressed as fact. They are the standards most frequently violated in the reporting of contested events, and they are the

standards whose adoption most directly serves SI News's mission.

THE IRAQ WMD ANALYTIC FAILURE — STANDARDS 2, 3, AND 4

The 2004 Senate Select Committee on Intelligence report on the IC's pre-war Iraq assessments identified as the
primary failure mode a systematic conflation of evidence, assumption, and judgment. Analysts had not
separated "Iraq had an active weapons program" (a judgment) from "sources reported activity consistent with
weapons development" (the underlying intelligence) from "a denial and deception program would explain the
absence of more direct evidence" (an assumption). The circularity went undetected because the IC had no
systematic mechanism for forcing analysts to distinguish the three. ICD 203 Standards 2 and 3 are the direct
institutional response to this failure. Standard 4 — analysis of alternatives — is the response to the failure to
seriously consider that Saddam Hussein might have abandoned the programs and chosen continued
ambiguity for regional deterrence purposes.

Source: Senate Select Committee on Intelligence, Report on the U.S. Intelligence Community's Prewar Intelligence
Assessments on Iraq (SSCI, July 2004); Robb-Silberman Commission report (2005).
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| 16.3 ICD 206 — Sourcing Requirements and Source Descriptors

ICD 206, "Sourcing Requirements for Disseminated Analytic Products," is the companion directive that
operationalizes Standard 1. Where ICD 203 says "describe source quality," ICD 206 specifies exactly how. DOCTRINE

The directive requires four sourcing mechanisms to appear in disseminated products:

* Source Reference Citations (SRCs) — inline citations at the point of each major claim, identifying the intelligence
report or reporting that underlies the judgment. The citation format must allow a reader to trace the claim to its
origin.

¢ Appended Reference Citations (ARCs) — a structured bibliography that aggregates all sources cited in the
product and records key metadata (date of information, collection method, access level).

¢ Source Descriptors — structured characterizations of source quality appended to each significant source. ICD 206
specifies that source descriptors for intelligence-based or diplomatic sources must be derived from the
originating report, and that if an analyst substantially revises a descriptor from the source's own
characterization, the revision must be flagged with a rationale. For open-source or publicly available
information, analysts may devise their own descriptors but must apply consistent criteria.

* Source Summary Statements — narrative summaries, typically placed at the end of a major section or product,
that characterize the overall source base: what are its strengths and weaknesses; which sources drive the key
judgments; where sources corroborate each other and where they conflict; and whether any source carries
unique access whose loss would be significant.

The quality factors that source descriptors must address are defined in the directive: accuracy and completeness,
possible denial and deception, age and continued currency of information, technical characteristics of the collection method,
source access, source validation, source motivation, possible bias, and source expertise in the domain of the reporting. Not all
factors apply to every source type — they do not apply equally to a satellite image and a human intelligence report —
but the framework requires the analyst to consider each and address those that are material.

The sourcing discipline of ICD 206 has a particular implication for open-source journalism operating in a
disinformation environment: the denial and deception factor and the motivation factor become load-bearing in ways
they rarely are for classified human-intelligence collection. A disinformation actor does not merely provide
unreliable information by accident; the actor may actively calibrate the apparent credibility of its output to defeat
standard credibility checks. An ICD-206-compliant source descriptor requires the analyst to record, explicitly,
whether the source has incentives to deceive and whether its output is consistent with what a denial and deception
operation targeting the analyst's conclusions might look like.

BINDING RULE: SOURCE DESCRIPTORS ARE NOT OPTIONAL

ICD 206 is a mandatory standard for every disseminated intelligence community product. SI's adoption of this
standard means that every SI News analytic product with a significant claim must carry a source descriptor
for each major source. The descriptor is not a footnote; it is part of the analytic product. A claim without a
source descriptor is not ICD-206-compliant and does not meet SI's house standard.

| 16.4 Analysis of Competing Hypotheses — The Core Structured Technique

Richards Heuer's Psychology of Intelligence Analysis (CIA Center for the Study of Intelligence, 1999) remains the most
consequential text in the tradecraft canon. Its central contribution is the Analysis of Competing Hypotheses (ACH), a
method developed by Heuer in the 1970s and institutionalized across the intelligence community as the primary tool
for overcoming confirmation bias in structured analysis. ESTABLISHED

The method's foundational insight is counterintuitive: the goal of analysis is not to find evidence that supports the
most likely hypothesis but to disprove as many hypotheses as possible. The surviving hypothesis — the one that
cannot be eliminated by the evidence — is the one an analyst should tentatively adopt, not because it has been
proven, but because it is least inconsistent with what is known. Heuer describes the logical basis: confirming
evidence is weak because consistent evidence can, in principle, be consistent with multiple competing hypotheses.
Disconfirming evidence is strong because a single piece of evidence that is flatly inconsistent with a hypothesis —
and cannot be explained away — eliminates that hypothesis regardless of how much supporting evidence exists for it.
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The ACH process, as Heuer specifies it, runs in eight steps:

1. Identify all potential hypotheses. This step is best done with a diverse group of analysts. The critical discipline is
to generate a genuine range, including hypotheses that feel uncomfortable or politically inconvenient. An ACH
matrix seeded with only the hypotheses the analyst already considers plausible is not an ACH; it is a
confirmation-bias tool dressed in analytic clothing.

N

. List all significant evidence and arguments — including assumptions and logical deductions — for and against
each hypothesis. "Absence of evidence" is evidence where its absence is diagnostic. Record it.

w

. Construct the ACH matrix — a grid with hypotheses as columns and evidence items as rows. For each evidence-
hypothesis intersection, record whether the evidence is consistent with the hypothesis (C), inconsistent (I), or
non-diagnostic (N).

4. Refine the matrix. Heuer's critical instruction: work across rows, not down columns. Consider each piece of

evidence against all hypotheses simultaneously. This is the move that defeats confirmation bias — it forces the

analyst to confront evidence that is inconsistent with the preferred hypothesis, rather than assigning it to the
hypothesis column and moving on.

w

. Draw tentative conclusions about relative likelihood. The hypothesis with the fewest inconsistencies is the most
plausible — not the hypothesis with the most supporting evidence, but the one that must be abandoned to
accommodate the fewest pieces of evidence.

[*))

. Analyze how sensitive the conclusion is to critical pieces of evidence. If removing a single piece of evidence
would reverse the conclusion, that evidence must be scrutinized with particular care for source reliability and

potential deception.

~

. Report the conclusions — with explicit acknowledgment that alternative hypotheses exist, an account of why
they were eliminated, and identification of the evidence that did the most work in the elimination.

[oe]

. Identify milestones for future observation. What new evidence, if it materialized, would shift the conclusion?
Recording the answer in advance is a discipline against post-hoc rationalization.

ACH APPLIED: THE MH17 INVESTIGATION

The Joint Investigation Team (JIT) investigation of the 2014 MH17 shootdown, and the independent analysis
produced by Bellingcat in parallel, represent a public demonstration of ACH-adjacent methodology applied to
an open-source intelligence problem. The JIT and Bellingcat independently enumerated competing
hypotheses (Ukrainian Buk battery, Russian 53rd Anti-Aircraft Missile Brigade, other actors), assembled
evidence across categories (radar data, telephone intercepts, social media imagery, satellite photography,
witness accounts, physical wreckage), and drove toward the conclusion that the launch was from Russian-
controlled territory — not because of abundant confirming evidence but because the competing hypotheses
required the abandonment of too much evidence to sustain. The Bellingcat methodology — open-source,
reproducible, adversarial, hypothesis-testing rather than hypothesis-confirming — is the public-sector
implementation of intelligence tradecraft's core logic. ESTABLISHED

Source: Bellingcat, "MH17 — The Open Source Investigation" (multiple 2014-2022 reports); Joint Investigation Team
(Netherlands Prosecution Service), final attribution report (May 2018).

| 16.5 The Suite of Structured Analytic Techniques

Heuer and Pherson's Structured Analytic Techniques for Intelligence Analysis (CQ Press, 2011; third edition 2021)
systematizes ACH within a broader taxonomy of structured techniques — methods designed to impose process on
analysis and thereby reduce the effect of cognitive bias. SI should adopt a defined subset of these as house methods,
with clear guidance on which technique to apply to which class of problem. bpocTRINE

Key Assumptions Check (KAC)

The Key Assumptions Check is the first technique to apply before any substantial analytic product. It forces the
analyst to make explicit all the assumptions on which the analysis rests — assumptions about what the actor wants,
what the actor's capabilities are, how the technology works, what the relevant baseline is — and then to challenge
each assumption by asking whether it is correct, what would have to be true for it to be incorrect, and what the
analysis looks like if it is not. Most major analytic failures, including the Iraqg WMD case and several disinformation
attribution failures, can be traced to an unexamined assumption that, once surfaced, would have changed the
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conclusion. The KAC does not guarantee correct analysis; it does guarantee that the analyst knows what they are
betting on.

Analysis of Competing Hypotheses (ACH)

The primary tool for contested empirical questions — described in full in §16.4 above. Mandatory for any SI News
analytic product that makes a material attribution claim (who produced this content, who coordinated this
campaign, who benefits from this narrative) or a claim about causation (this event was the cause of that reaction, this
campaign influenced that outcome).

Devil's Advocacy

Devil's Advocacy assigns a team member — or, in a solo-analyst context, a deliberate mental role — to make the best
possible case against the emerging conclusion. This is distinct from playing devil's advocate in the colloquial sense:
the technique requires a serious, evidence-grounded argument, not a pro forma objection. The purpose is not to
undermine the conclusion but to stress-test it by forcing the analyst to confront the strongest version of the
counterargument. If the devil's advocate argument cannot be rebutted, the conclusion needs revision. If it can be
rebutted, the rebuttal strengthens the final product.

Red Team Analysis

Red Team Analysis asks a distinct question from Devil's Advocacy: not "what is the strongest argument against our
conclusion?" but "how would an adversary who is trying to defeat or manipulate our analysis approach this
problem?" In the context of disinformation investigation, Red Team Analysis asks how a sophisticated influence
operation would construct the evidence trail to point to a different conclusion — what a denial and deception
campaign against the analysis would look like. This technique is load-bearing for disinformation reporting
specifically, because the actors being investigated have both the motive and the capability to shape the evidence
environment. ESTABLISHED

Quality-of-Information Check

The Quality-of-Information Check is a structured pre-mortem on the evidence base: before committing to a
conclusion, the analyst reviews each major piece of evidence and assesses whether there are reasons to doubt its
authenticity, completeness, or provenance. In the current environment — where social media accounts, news
articles, academic papers, and official statements are all subject to manipulation and fabrication — this check is not
supplementary. It is the institutional response to the evidentiary integrity problem that defines the adversarial
information environment. The check should be documented and should record, for each major evidence item: source
type, source reliability grade (see §16.6), content credibility grade, potential denial and deception indicators, and
verification method used.

9 8 7 36

ICD 203 STANDARDS ACH STEPS ICD 203 ADMIRALTY GRADE

Binding analytic tradecraft Heuer's structured method: PROBABILITY TERMS CELLS

requirements for every disprove, don't confirm. From "almost no chance" A-F reliability x 1-6

disseminated product. (1-5%) to "almost certain" credibility: every source
(95-99%). placed in a cell before use.

| 16.6 Calibrated Estimative Language — Kent's Scale and ICD 203

Sherman Kent, one of the founding architects of modern intelligence analysis and the first director of the CIA's Board
of National Estimates, identified in 1964 what remains the most common and consequential analytic communication
failure: verbal probability terms mean different things to different readers. estasLIstED In his paper "Words of
Estimative Probability" (Studies in Intelligence, Vol. 8, No. 4, 1964), Kent documented what happened when he surveyed
senior officials who had read the same National Intelligence Estimate: recipients who read "serious possibility"
interpreted it as anything from a 20% to an 80% probability. Two readers who had read the same document, with the
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same phrase, had reached radically different conclusions about the likelihood of the event in question. Neither was
wrong about the language; both were wrong that they had reached a shared understanding.

Kent's solution was a calibrated lexicon: a defined set of verbal probability terms, each explicitly mapped to a
quantitative probability band. The lexicon was not designed to eliminate uncertainty — honest analysis frequently
cannot reduce uncertainty below a wide range — but to ensure that when an analyst said "probable" and a
policymaker read "probable," both understood the same thing: an event that the analyst assessed as more likely than
not, but not overwhelmingly so.

ICD 203 institutionalized and refined Kent's approach. The current ODNI standard specifies a seven-point estimative
language table, running from the lowest to the highest probability:

Estimative Term Probability Range [VEET R\ [ -1

Almost no chance 1-5% Reserved for events that would require extraordinary and
highly improbable conditions to occur.

Very unlikely / remote 5-20% The event cannot be excluded but the analyst assesses
the preponderance of evidence points away from it.

Unlikely / improbable 20-45% The event is possible and some evidence supports it, but
the analyst assesses it is less likely than not.

Roughly even chance 45-55% Use sparingly. Signals genuine analytic uncertainty, not
diplomatic hedging. Where honest, it should be stated
explicitly as such.

Likely / probable 55-80% The analyst assesses the event is more likely than not on
the basis of available evidence.

Very likely / highly probable 80-95% Strong evidential basis; competing hypotheses require
either rejection of substantial evidence or highly
improbable assumptions.

Almost certain / nearly certain 95-99% Reserved for assessments where remaining uncertainty is
theoretical or reflects acknowledged residual denial-and-
deception risk.

ICD 203 also specifies a parallel confidence vocabulary — separate from the probability vocabulary, and frequently
conflated with it to damaging effect. An analyst may assess an event as "likely" (a 55-80% probability) with "high
confidence" (the evidence base is large, diverse, and well-sourced) or with "low confidence" (the evidence base is
thin, the sources are uncertain, but the assessment is the best the analyst can make from available material). The
probability term describes the event; the confidence level describes the quality of the evidence. They are
independent dimensions of uncertainty, and they must be reported separately.

The dual vocabulary creates a richer communication — and a more honest one. "We assess with high confidence that
it is likely that [X]" communicates something qualitatively different from "we assess with low confidence that it is
likely that [X]." In the first case, the analyst's uncertainty is about the event itself; in the second, the analyst
acknowledges that even the probability estimate is poorly supported. The distinction matters enormously for how a
downstream decision-maker should weight the judgment.

When I say "probable," I want my reader to know I mean something in
the neighborhood of 75%. If he reads it as 50% or 90%, I have failed as
an analyst.

— Sherman Kent, "Words of Estimative Probability," Studies in intelfigence Vol. 8, No. 4 (CIA CSI, 1964)
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16.7 The Admiralty Grading Code — Source Reliability and Information
Credibility

The NATO Admiralty grading code, standardized in the Allied Joint Publication AJP-2.1 and operating under STANAG
2511, provides a two-axis framework for evaluating intelligence reports before they enter analysis. pocTRINE Every
report is graded on two independent scales, producing an alphanumeric rating (e.g., "B3," "A1," "F6") that encodes
both the trustworthiness of the source and the apparent credibility of the information.

The Reliability Scale (A-F): Source Evaluation

Grade Label Decision Rule

A Completely reliable Source has a demonstrated track record of accuracy across multiple
reporting instances with no known history of providing false information.
Reliability is independently established.

B Usually reliable Source has a good track record; the majority of past reporting has been
confirmed. A small proportion of prior reports were inaccurate or
unconfirmed.

(o3 Fairly reliable Source has provided roughly equal proportions of accurate and inaccurate
information historically. Significant prior reports have not been confirmed.

D Not usually reliable Source's reporting has more frequently been wrong or unconfirmed than
right. Should be treated with strong skepticism absent independent
corroboration.

E Unreliable Source has a demonstrated history of providing false, fabricated, or

misleading information. Prior reporting has been deliberately or
systematically inaccurate.

F Reliability cannot be judged Insufficient prior reporting exists to evaluate the source's track record.
Common for new sources, anonymous sources, or sources for whom no
prior reporting history is available.

The Credibility Scale (1-6): Information Evaluation

Grade Label Decision Rule

1 Confirmed by other sources The specific information has been independently confirmed by at least one
other source of comparable or greater reliability. The corroboration is
direct, not merely consistent.

2 Probably true The information is consistent with other reporting and with what is known
about the actor and context. Not directly confirmed, but no significant
contrary indication exists.

3 Possibly true The information is plausible but not well corroborated. The analyst cannot
dismiss it but cannot confirm it.

4 Doubtful The information is inconsistent with other reporting, appears implausible, or
contains internal contradictions. Significant further corroboration required
before use.

5 Improbable The information contradicts well-established facts or has been

substantially disconfirmed by other reporting. Should not be used absent
compelling additional evidence.

6 Credibility cannot be judged Insufficient basis to assess the credibility of the information. Use with
explicit acknowledgment of this limitation.
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The Irwin-Mandel Critique: Anchoring the Code to Decision Rules

The Admiralty code is widely used and structurally sound in its two-axis architecture. But research by David Irwin
and David Mandel, published in Policy Insights from the Behavioral and Brain Sciences in 2019, identified a systematic
pathology in how analysts apply it: they conflate the two scales. emercING crRITIQUE Analysts who have graded a source
as highly reliable (A or B) tend to automatically upgrade their information credibility rating for that source's reports.
Conversely, information assessed as highly credible (1 or 2) leads analysts to upgrade their reliability assessment of
the source. The two axes are not independent in practice, even though they are designed to be — because source
reliability and information credibility are genuinely correlated in experience, and analysts' intuitions correctly
capture this correlation.

The problem is not that the correlation is wrong; it is that the Admiralty code exists precisely to discipline the
analysis in the cases where the correlation breaks down — where a usually reliable source provides bad information
on a specific topic, or where a poorly documented source happens to report something that is independently
verifiable. If analysts treat the axes as proxies for each other, the code provides no analytic discipline in exactly the
cases where discipline is most needed.

Irwin and Mandel also identify a structurally distinct issue: the reliability scale conflates evaluation criteria that
should be separated. Specifically, it applies a single scale to both subjective sources (human intelligence, with all the
complications of motivation, access, and honesty) and objective sources (sensors, documents, observational data,
with different failure modes). A satellite image does not "intend" to deceive; a compromised human source does. The
framework should distinguish these classes, and source descriptors under an ICD-206-style system should be
sensitive to which class of source is being graded.

SI's adoption of the Admiralty code incorporates this critique. The code is a useful scaffold; it is not a substitute for
judgment. Each grade assignment must be accompanied by a brief rationale in the source descriptor — the decision
rule that produced the grade, not merely the grade label. This converts the code from a shorthand that can be applied
impressionistically into an auditable record of analytic judgment.

| 16.8 OSINT Verification — Source First, Content Second

The intelligence community developed its tradecraft primarily in the context of classified human and technical
collection. The Bellingcat online investigation toolkit and the European Journalism Centre's Verification Handbook
(Craig Silverman, ed., with subsequent editions through Verification Handbook 3: For Disinformation and Media
Manipulation) translate equivalent disciplined methodology to the open-source, primarily digital-media environment
in which SI News primarily operates. ESTABLISHED

The organizing principle of verification methodology is the sequencing discipline: verify the source before assessing the
content. An analyst who begins by evaluating whether a piece of content is compelling has already allowed the
content to influence their judgment about the source. An analyst who has established — independently of the content
— that the source is unreliable or potentially adversarial is then in a position to evaluate the content against that
prior. The order of operations is not pedantry; it is the difference between evidence-led analysis and being
manipulated through plausible-seeming evidence.

Geolocation

Geolocation is the process of independently confirming that a visual record (photograph, video) was captured at the
claimed location. The Bellingcat method combines multiple streams of corroboration: identifiable features in the
image (architecture, topography, vegetation, street markings, license plates, signage) matched against open-source
mapping services (Google Maps satellite view, Yandex Maps, OpenStreetMap, Mapillary street-level imagery); sun
angle calculation using the NOAA solar calculator or SunCalc to establish time of day; and cross-reference with other
independently geolocated imagery from the same location and period. A successful geolocation establishes that the
image could have been taken at the claimed location and time — it does not rule out prior captures, CGI, or deliberate
staging, but it eliminates the large class of fabrications based on misidentified or transplanted images.

Chronolocation

Chronolocation establishes when an image or video was captured, independently of its claimed date. Methods
include: earliest publication date (using archive services including the Internet Archive Wayback Machine,
archive.today, and cached search results to establish the first known appearance of the image); metadata examination
(where EXIF data has not been stripped, it may record camera settings, GPS coordinates, and capture timestamp —
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but EXIF data can be forged and cannot be treated as definitive); and corroborating contextual evidence (weather
conditions, crowd demographics, news events visible in frame, vegetation state consistent with seasonal claims). The
goal is to establish a credible date range for the capture and to detect images claimed as recent that predate the
events they are alleged to depict.

Archiving

Archiving is both a preservation step and an authentication step. Content relevant to an investigation — social media
posts, websites, documents, images — should be archived at the time of discovery using multiple archive services.
Archiving serves three functions: it preserves evidence against deletion by the original poster (a common tactic
when an influence operation detects that it is being investigated); it creates an independent record of the content as it
existed at a specific time; and it produces a chain-of-custody documentation that can be cited in the published
product. Archive.today, the Internet Archive Wayback Machine, and platform-native screenshot methods (with
timestamped metadata preserved) are the primary tools. ESTABLISHED BEST PRACTICE

THE LIAR'S DIVIDEND TRAP

Verification methodology exists to authenticate content, but it is also used by adversarial actors who know
verification methods exist. A sophisticated influence operation may produce content designed to pass
verification checks — real locations, accurate timestamps, genuine-seeming source profiles — while embedding
the falsehood in claims that are not directly checkable. The Red Team technique (§16.5) should be applied
reflexively: before concluding that a piece of content is authentic, ask how an actor who wanted to produce
convincing-but-false content in this domain would construct it, and whether the verified content is consistent
with what that deception would look like. Separately, the liar's dividend — the use of the existence of
deepfake technology as grounds to dismiss authentic incriminating content as fabricated — means that

a clean verification is not equivalent to proof that content is genuine (see Chapter 18 for synthetic-media
forensics). ESTABLISHED

| 16.9 SI's House Analytic Standard — The Operational Checklist

The foregoing sections establish the intellectual foundations. This section converts them into a concrete operational
standard that every SI News analytic product must satisfy. The standard is organized as a checklist, structured to be
applied at the point of production, not retrospectively as a peer-review criterion. An analytic product that cannot
satisfy all mandatory items is not releasable under SI's house standard.

The standard applies in full to any SI News product that makes a material analytic claim — a claim about causation,
attribution, coordination, intent, or confidence-graded probability. Routine factual reporting (a government issued a
statement; a court issued a verdict) is not exempt from basic verification but does not require the full structured-
analytic procedure.

M/A Checkpoint Standard

M Key Assumptions Check completed All material assumptions underlying the analysis are listed explicitly. Each has been
challenged: what would need to be true for this assumption to be wrong? If any
assumption is load-bearing and highly uncertain, flag it as such in the product.

M Competing hypotheses identified For any material attribution, causation, or probability claim, at least two competing
hypotheses are identified and named. An analysis that considers only one
explanation for the evidence fails ICD 203 Standard 4 and is not acceptable.

M Evidence matrix documented For attribution or causation claims, an ACH matrix or equivalent structured record
exists showing which evidence is consistent, inconsistent, or non-diagnostic for
each hypothesis. The matrix need not appear in the published product but must exist
in the analytic file.

M Winning hypothesis selected on The conclusion is explicitly grounded in the elimination of alternatives, not the

fewest inconsistencies accumulation of confirming evidence. The product must state what evidence was
dispositive in eliminating competing hypotheses.
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M/A Checkpoint Standard

M Source reliability grade (A-F) Every major source carrying a key-judgment claim receives an Admiralty reliability
recorded for each major source grade with a documented rationale. Grade F (reliability cannot be judged) is
permissible where the source is new or anonymous, but must be stated explicitly.

M Information credibility grade (1-6) Every major evidentiary item receives an Admiralty credibility grade with a
recorded for each major evidentiary documented rationale. The reliability and credibility grades must be assigned
item independently — the grader must not allow the reliability grade to automatically set

the credibility grade.

M Source descriptors completed (ICD Source descriptors for all major sources address: accuracy and completeness,
206-style) possible denial and deception indicators, age and currency, source access, source
motivation, possible bias, and source expertise. Not all factors apply to every
source; missing factors must be noted, not silently omitted.

M Evidence separated from judgment in The product explicitly distinguishes what the sources report (evidence) from what
the published product the analyst concludes (judgment) from what the analyst assumes to connect them
(assumptions). The three categories must be identifiable by a reader who has not

read the analytic file.

M Calibrated estimative language used All probability claims use the ICD 203 seven-point vocabulary. No unanchored
for all probability claims hedges ("may," "could," "some analysts believe") without a probability-range
qualifier. All confidence-level claims ("we assess with high confidence") are justified
by a brief description of the evidence base that supports the confidence level.

M Verification documented for all visual All images, videos, and documents that carry key-judgment weight have been
or digital media evidence subject to source-first, content-second verification. Geolocation and chronolocation
results are documented in the analytic file. Evidence has been archived. Negative or
incomplete verification results are recorded, not omitted.

M Red Team analysis applied for For any claim attributing content, coordination, or a campaign to an identified actor,
attribution claims a Red Team question has been documented: how would an actor trying to deceive
this analysis construct the evidence trail? Is the observed evidence consistent with
what a deception operation would produce? If yes, what additional evidence would
distinguish the genuine from the fabricated attribution?

M Attribution stated as assessed, not All attribution claims are stated as the conclusion of a named assessing organization
asserted at a stated confidence level, or as Sl's own assessment at a stated confidence level.
Attribution is never stated as established fact absent independent judicial or multi-
agency confirmation. The form is "Sl assesses with medium confidence that..." not

"X did Y."
A Devil's Advocate argument For high-confidence conclusions, a best-case counterargument has been
documented documented and rebutted in the analytic file. The counterargument should be the

strongest available version, not a straw man.

A Source summary statement included For products with large or complex source bases, a source summary statement is
included characterizing the overall evidence base: its strengths, weaknesses, the
sources most important to key judgments, and significant conflicts between
sources.

M = Mandatory for all analytic products with material claims. A = Advised; mandatory for high-confidence conclusions or
major attribution products.
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Figure 16.1— The Sl Analytic Standard: Evidence to Judgment Flow
The disciplined sequence: raw evidence — source grading — verification — ACH matrix — calibrated conclusion — labeled output. Each stage is

documented; the output carries confidence grade, source descriptors, and separated evidence/judgment.

New evidence triggers re-analysis

Source Published Output

Evidence Grading Confidence grade
Source descriptors

Source: SI House Analytic Standard; derived from ODNI ICD 203 (2015), Heuer (1999), and Bellingcat Verification Protocol (2024).

| 1610 Attribution — A Special Case

Attribution — the act of identifying who produced, coordinated, or is responsible for a disinformation campaign — is
the claim most likely to be wrong and most consequential when it is wrong. It is the claim most subject to adversarial
shaping, because the actors being investigated have both the motive and the capability to construct evidence

trails pointing to incorrect conclusions. And it is the claim that most directly exposes SI to defamation risk if

made carelessly.

The intelligence community's standard for attribution in the cyber and influence operations context, elaborated by
Thomas Rid and Ben Buchanan in their foundational paper "Attributing Cyber Attacks" (Journal of Strategic Studies,
2015), requires evidence across three distinct layers: ESTABLISHED

* Technical evidence — the artifacts of the operation itself: infrastructure, tooling, code, metadata, network
indicators, behavioral signatures that can be compared to known actor profiles.

* Operational evidence — patterns of behavior: timing, targeting, the choice of narratives and amplification
methods, operational security practices, the relationship between the operation and other activities attributed to
the same actor.

* Strategic evidence — cui bono: who benefits from the narrative being promoted, whether that benefit is
consistent with the actor's known strategic interests, and whether the attribution is coherent with the actor's
historical pattern of operations.

Strategic evidence alone is insufficient for attribution. Many actors may benefit from a given narrative; benefit is not
equivalent to cause. Technical evidence alone is also insufficient in the current environment, because adversarial
actors routinely plant false technical indicators (false-flag operations; infrastructure reuse designed to

implicate others). The strength of attribution is proportional to the convergence of all three evidence layers at a
consistent conclusion.

SI's attribution standard follows directly: attribution to a named state or non-state actor requires documented
evidence across all three Rid-Buchanan layers, accompanied by a stated confidence grade, and is expressed as an
assessment by a named organization (SI, a cited intelligence agency, an academic institution) rather than as an
established fact. Attribution that rests predominantly on strategic (cui bono) evidence — which is the weakest and
most susceptible to adversarial shaping — is labeled as speculative or assessed-with-low-confidence regardless of
how intuitively compelling the narrative may be.

The default attribution posture for SI's reporting is the campaign level, not the actor level. "A coordinated
inauthenticity campaign promoting [narrative X] has been identified, with operational characteristics consistent
with [actor class Y]" is a stronger and more defensible statement than "Actor Y ran Campaign X." The first can be
established from the operational and technical evidence; the second requires all three evidence layers at high
confidence. When the full evidentiary basis for actor-level attribution exists, SI states it — at the appropriate
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confidence level, with the evidence cited. When it does not, SI reports what can be established and explicitly states
the limits of what cannot. ESTABLISHED

16.11 Honest Calibration — Where the Evidence Is Weaker Than the Popular
Narrative

The hardest application of the analytic standard is its application to popular narratives that the evidence only
partially supports. The standard requires the same discipline whether the conclusion that emerges from the evidence
matrix is the expected one or the uncomfortable one.

The research record documented in Part I and Part II of this report includes multiple findings where the prevailing
media narrative overstates the evidence. The backfire effect — the claim that corrections increase rather than
decrease false beliefs — largely failed to replicate at scale (Wood & Porter, 2019). EstaBLIsHED crRITIQUE Echo chambers,
while real, are smaller and more behavioral-than-structural than the popular narrative holds (Guess 2021; the Meta
2023 studies). The scale-to-impact relationship for influence operations is weaker than commonly claimed: the largest
known Chinese coordinated-inauthentic network achieved near-zero organic engagement. ESTABLISHED

An institution committed to the analytic standard must state these findings plainly, even when they are inconvenient
for the threat-inflation frame that generates reader attention. This is not a hedge or a both-sides exercise. It is the
analytic standard applied to the evidence. And it is, we assess, SI's most important long-run credibility signal: an
institution that has demonstrated the willingness to revise the popular narrative downward when the evidence
requires it is an institution whose upward revisions carry weight. STRATEGIC

The internal SI framing for this is calibrated honesty: we state where the evidence is weaker than the popular
narrative, we state where the evidence is stronger, and in both cases we show the work. This is not the same as
epistemic cowardice — the deliberate vagueness that avoids controversy by refusing to commit. It is the opposite:
explicit probability estimates, named hypotheses, documented elimination of alternatives, stated confidence levels.

The analysis is unambiguous about what it concludes and transparent about why.

THE OVERSTATED THREAT TRAP — HARM TO CREDIBILITY

A 2024 study published in Nature by Budak, Nyhan, Rothschild, Thorson, and Watts ("Misunderstanding the
Harms of Online Misinformation") found that media and institutional commentary on misinformation
systematically overstated its prevalence and impact, based on concentration of exposure in a small motivated
fringe, methodological conflation of exposure with influence, and algorithmic-responsibility claims
unsupported by behavioral data. The authors argue that overclaiming not only misleads but actively erodes
the credibility of the institutions making the claims — audiences notice when threatened harms fail to
materialize at predicted scale and discount subsequent warnings. An analytic institution that overclaims its
threat model has undermined the very credibility it is trying to establish. The analytic standard is self-
protective as well as epistemically correct.

Source: Budak, Nyhan, Rothschild, Thorson & Watts, "Misunderstanding the Harms of Online Misinformation," Nature
(2024).

| 16.12 Implications for Synthetic Insights

This chapter has described what SI's house analytic standard looks like in operational terms. The implications for SI
News are immediate and structural.

Every analytic product that makes a material claim must carry:

¢ A confidence grade, using the ICD 203 vocabulary, for every significant probability or attribution claim.

¢ Source descriptors for all major sources, addressing the ICD 206 quality factors — and explicitly noting where
source reliability cannot be assessed (grade F) or information credibility cannot be judged (grade 6).

¢ Avisible separation between what the sources report and what SI concludes — the evidence/judgment distinction
must be readable by a non-expert.

* A stated treatment of alternative explanations: what other hypotheses were considered, why they were
eliminated, and what evidence was dispositive.
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The competitive implication is significant. Most news organizations do not publish their analytic methodology. Most
do not document competing hypotheses, source reliability grades, or the evidence that eliminated alternative
conclusions. An SI News product that carries this apparatus is immediately distinguishable — to sophisticated
readers, to researchers, to the Al systems that will ingest SI's output as epistemic input — from commentary dressed
as reporting. The apparatus is not overhead; it is the product. It is what makes SI News outputs usable as ground truth
rather than as additional noise in the information environment.

The implications for SI's Al ecosystem are equally direct. Chapters 6 and 7 established that manipulating an AI agent
through curated context is the same phenomenon as manipulating a human analyst through curated evidence —
aimed at a different kind of reasoner. The same analytic standard that disciplines SI's human editorial process must
also discipline what SI feeds into its agents' context windows. Provenance manifests, source descriptors, Admiralty
grades, and calibrated confidence levels should flow through to the agents, not be stripped at the interface. An agent
that has been told that Source X carries a reliability grade of D and an information credibility grade of 4 will reason
differently about a claim from that source than one that has received the claim without provenance metadata. The
analytic standard applied to production is the same standard applied to protection.

The implications for reporting on disinformation campaigns follow directly from §16.10. SI's campaign-level reports
will adopt the Rid-Buchanan three-layer evidentiary standard, the DISARM/ABCDE decomposition framework
(elaborated in Chapter 17), and ACH for competing attribution hypotheses. High-confidence conclusions will be
stated as SI assessments at a named confidence level, with the evidence cited. Low-confidence conclusions will be
stated explicitly as such. And the absence of sufficient evidence for attribution will be reported as a finding — notas a
reason to wait for certainty before publishing, but as the analytic reality the reader needs to understand the limits of
what is known.

The discipline of truth is not a competitive constraint. It is a competitive moat. Institutions that produce consistently
calibrated, methodologically transparent, evidence-grounded analysis accumulate credibility over time in ways that
no algorithmic amplification can substitute. In a broken information market, that accumulated credibility is the
scarce asset. SI's house analytic standard is the mechanism by which it is built.
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PART IV - THE DISCIPLINE OF TRUTH - 8§17

Attribution & Campaign Analysis — Frameworks
for Reporting Responsibly

Naming a perpetrator without a defensible evidentiary chain is not journalism — it is accusation. This
chapter codifies the frameworks that make the difference: a rigorous method for decomposing influence
operations, grading the evidence at each analytical layer, and reaching confident conclusions without
overclaiming. It is SI's standard operating procedure for campaign analysis.

| 171 Why Attribution Is Hard — and Why It Matters Anyway

When a disinformation campaign surfaces — a coordinated network of fake accounts amplifying a geopolitical
narrative, a wave of fabricated screenshots targeting an election — the first instinct of any responsible analyst is to
ask: who did this? The second instinct, trained by painful institutional experience, is immediately to ask: how confident
are we, and what is the cost of being wrong?

The stakes are asymmetric. Incorrect attribution of a covert influence operation to a foreign state escalates tensions,
delegitimizes real victims of the named actor's future operations, and hands adversaries a propaganda gift. Under-
attribution — the failure to name obvious perpetrators — leaves the public without information it needs to evaluate
claims about the information environment, and shields actors from accountability. Neither error is costless. This
asymmetry is why the field has spent the past decade building structured frameworks that force analysts to
disaggregate the question "who did this?" into components that can be separately verified, confidence-graded, and

honestly communicated.

Attribution in the information-operations context is not the same as attribution in criminal law or even in the cyber-
incident context from which most of the foundational methodology derives. An influence operation involves human
operators, technical infrastructure, behavioral patterns, narrative content, and measurable effects — each of which
leaves different kinds of traces, each of which is knowable to different degrees by different kinds of investigators with
access to different kinds of sources. A journalist at SI News, working from open-source intelligence, will see different
things than a platform trust-and-safety team that can examine account metadata, or a government intelligence
service with access to SIGINT and HUMINT. The frameworks covered in this chapter are designed to work across all
three analyst populations — and to make the confidence level of each layer legible to every audience.

Default to "campaign" — not "named perpetrator" — until evidence at the technical, operational, and
strategic layers jointly clears the applicable threshold. Name the assessing organization and its expressed

confidence. Separate "assessed by [org]" from "established fact." Never attribute a state actor as perpetrator

on behavioral or contextual evidence alone.

| 17.2 The Q-Model: Attribution as a Three-Layer Exercise

The foundational methodological contribution to this field is Thomas Rid and Ben Buchanan's "Attributing Cyber
Attacks," published in the Journal of Strategic Studies in 2015 (vol. 38, no. 1-2, pp. 4-37). EstasLIsiED Though written for
the cyber domain, the Q-model they introduced has been adopted — with appropriate adaptations — across the
information-operations attribution literature, and it forms the conceptual backbone of every framework discussed in
this chapter.

Rid and Buchanan's core argument is that conventional framing treats attribution as a binary, technical problem with
an objective answer — either you can identify the attacker or you cannot, and the obstacle is purely forensic. They
reject this framing on two grounds. First, attribution evidence is never complete; there is always residual
uncertainty, and the question is therefore how to handle that uncertainty systematically rather than hoping it
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disappears. Second, and more importantly: "attribution is what states make of it." Attribution decisions are not purely
evidentiary — they are political acts with political consequences. The same body of evidence will be used by different
actors to reach different public conclusions depending on their interests, capabilities, and strategic calculus. This
observation is not cynical — it is analytically necessary, because it explains why the methodology must surface, not
suppress, the gap between the evidence and the political act of attribution.

The Q-model structures the attribution question across three distinct layers, each of which requires different kinds of
evidence and carries different levels of confidence:

Layer What It Establishes Evidence Types

Technical Who operated the tools — malware signatures, Platform metadata, IP records, malware analysis,
server infrastructure, code fingerprints, network shared infrastructure (OSINT-visible), SIGINT
telemetry, account metadata. "Tactically, attribution (closed sources)
is an art as well as a science."

Operational Who directed the campaign — organizational Behavioral cluster analysis, CIB patterns, timing
patterns, tradecraft signatures, operational security analysis, language analysis, cross-platform
(or its absence), coordination patterns across coordination signals, leaked documents
accounts and platforms. "Attribution is a nuanced
process not a black-and-white problem."

Strategic Whose interests does the campaign serve — cui Narrative analysis, doctrinal comparison (e.g.,

bono analysis, narrative alignment with known
state/actor doctrine, historical pattern matching.
"Attribution is a function of what is at stake

Russian reflexive control, Chinese Three
Warfares), geopolitical context, public
statements by target-adjacent actors

politically."

The Q-model's practical contribution is to require evidence at all three layers before asserting attribution with any
degree of confidence. Technical evidence alone — even a conclusive IP address or shared code signature — does not
establish who directed the operation, let alone whose strategic interests it served. False flags and proxies are routine
tradecraft. Conversely, strong strategic alignment between a campaign's narratives and a state's known doctrine is
not, by itself, evidence of that state's operational involvement — many actors share narrative interests without
coordinating. It is the convergence of evidence across all three layers that supports confident attribution, and the
analyst must be explicit about which layers are strong, which are weak, and what alternative hypotheses remain
consistent with the evidence.

Q-MODEL IN PRACTICE: THE "GERASIMOV DOCTRINE" CAUTIONARY TALE

Mark Galeotti's 2018 recantation of the "Gerasimov Doctrine" (he called it "the most famous non-existent
doctrine in modern warfare") is a textbook illustration of the Q-model's strategic-layer failure mode. Analysts
observed Russian information operations and reverse-engineered a unifying doctrine from a single 2013
article by General Gerasimov — a document that was, in context, a routine reflection on contemporary
conflict, not a strategic blueprint. The narrative alignment was real; the direct doctrinal link was not. The Q-
model demands that the strategic layer not substitute for the operational and technical layers.

Source: Galeotti, M. (2018), "I'm Sorry for Creating the 'Gerasimov Doctrine'," Foreign Policy; cross-ref. Rid, T.
(2020), Active Measures, Farrar, Straus & Giroux.

| 17.3 DISARM: A Structured TTP Taxonomy for Disinformation Campaigns

If the Q-model answers "how confident are we in the attribution?", the DISARM Framework answers a prior question:
"what, precisely, did the campaign do?" DISARM — Disinformation Analysis and Risk Management — is an open-
source, ATT&CK-style taxonomy developed by the DISARM Foundation and now formally adopted by the European
Union's EEAS (European External Action Service) as the analytic backbone for its FIMI (Foreign Information
Manipulation and Interference) reporting architecture. pocTRINE

DISARM is directly modeled on MITRE ATT&CK — the widely used cybersecurity taxonomy of adversary tactics,
techniques, and procedures — and applies the same logical structure to the information-operations domain. It
maintains two complementary frameworks:
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¢ DISARM Red — the offensive catalog: tactics, techniques, and procedures (TTPs) used by actors to create, amplify,
and weaponize disinformation campaigns. Tactic stages run from strategic planning through infrastructure

acquisition, through content creation and seeding, through amplification and narrative control.

¢ DISARM Blue — the defensive catalog: countermeasures and mitigations, indexed by the earliest tactic stages at
which they are likely to be effective. A Blue TTP entry for "prebunking" maps to the Red stage of narrative
seeding, not post-amplification correction.

DISARM encodes its data in STIX 2.1 (Structured Threat Information eXpression) — the same machine-readable,
shareable standard used for cybersecurity threat intelligence. This makes DISARM incidents not just analytically
comparable across organizations but technically interoperable: an EEAS FIMI incident record, a platform
transparency report, and a civil-society investigation can all be expressed in the same data format and loaded into
the same threat-intelligence platforms (OpenCTI is the reference implementation in the EU-US stack). The EU and the
US agreed at the fourth EU-US Trade and Technology Council ministerial meeting to use DISARM + STIX 2.1 +
OpenCTI as their shared FIMI analytic infrastructure. DOCTRINE

For SI's campaign analysis work, DISARM serves two purposes. First, it provides a structured vocabulary for
describing what a campaign does — so that "coordinated amplification" is not a vague observation but a specific
technique (T0046 — Coordinate on Behalf of Authentic Third-Party) with defined indicators and cross-campaign
comparability. Second, it surfaces defensive opportunities: once a campaign's TTPs are mapped, the DISARM Blue
framework identifies the countermeasures most likely to be effective at each stage, which informs not just SI's
reporting but SI's own content and platform strategy.

DISARM IS A BEHAVIOR TAXONOMY, NOT AN ATTRIBUTION FRAMEWORK

DISARM maps what an operation does, not who is responsible. A DISARM incident record can be fully
populated — every TTP documented, every stage mapped — while the actor attribution field remains blank or
low-confidence. This separation is deliberate and analytically correct. An SI campaign report must populate
both: the DISARM behavioral record and, separately, the Q-model attribution assessment. Conflating them —
asserting that a sophisticated TTP pattern "implies state involvement" — is a strategic-layer inference dressed
as technical evidence, and it must be labeled as such.

| 17.4 The ABCDE Framework: Decomposing a Campaign's Five Dimensions

The ABCDE framework is the field's primary tool for decomposing a disinformation campaign into independently
scorable dimensions, enabling analysts to make precise statements about which aspects of a campaign are well-
evidenced and which are not — and to compare campaigns on a common analytical grid. It emerged through three
successive extensions of Camille Frangois' original 2019 ABC framework, each adding an analytical layer.

The ABC foundation (Francois, 2019). Camille Frangois, then Chief Innovation Officer at Graphika and an affiliate of

Harvard's Berkman Klein Center, published "Actors, Behaviors, Content: A Disinformation ABC" in September 2019,

initially for the Transatlantic High Level Working Group on Content Moderation Online and Freedom of Expression.
esTaBLIsHED The framework described three characteristic vectors of viral deception:

* Actors (A) — the entities driving the operation: their identity, organizational structure, degree of coordination,
state/nonstate affiliation, and degree of inauthenticity. Francois distinguished manipulative actors (those with
clear intent to disrupt) from the broader population of political participants.

¢ Behaviors (B) — the tactics and techniques: how accounts behave inauthentically — coordinated posting, fake
identity, platform manipulation, inauthentic amplification. This layer is platform-observable and forms the basis
for Meta's CIB standard (see §17.5).

* Content (C) — the informational payload: narratives, fabrications, manipulated media, frames. This layer is what
most lay discussion focuses on, but Frangois' central contribution was to note that behavioral evidence for an
operation can be strong even when content is ambiguous — and that content analysis is insufficient without
behavioral and actor evidence.

Adding D for Distribution (Alaphilippe, 2020). Alexandre Alaphilippe, Executive Director of EU DisinfoLab, proposed
the "D" extension in a 2020 Brookings TechStream piece, arguing that the structural properties of the distribution
environment — platform architecture, algorithmic amplification, network topology — fundamentally shape what a
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campaign can achieve, independent of the content's inherent persuasiveness. A campaign distributing high-quality
fabricated content through a poorly connected network is categorically different from the same content seeded
through algorithmic amplification pathways. The "D" layer forces analysts to document the distribution
infrastructure, not just the content payload. EMERGING ADOPTION

Adding E for Effect (Pamment, Carnegie/EEAS, 2020). James Pamment, writing for the Carnegie Endowment for
International Peace under a commission from the EEAS's Strategic Communications Division, added the "E" for Effect
— completing the ABCDE framework. The Effect dimension addresses actual real-world impact: did the campaign
change measurable beliefs, behavior, or institutional trust? Did it achieve its apparent strategic objective? This is the
hardest dimension to assess (as the research reviewed in Ch. 2 makes clear — scale does not equal impact), and
Pamment's contribution was to insist that it be assessed independently rather than assumed from the other four
dimensions. A well-resourced actor running a sophisticated behavioral operation may still achieve near-zero effect
(the Spamouflage pattern). An amateurishly constructed piece of content may go viral through organic sharing
dynamics entirely outside the original operator's control. DoCTRINE

The complete ABCDE framework as operationalized by the EEAS in its FIMI Threat Reports (First through Fourth,
2023-2026) is now the EU's standard analytical decomposition for documenting influence incidents. Each letter is
scored independently, enabling comparative analysis across campaigns and over time.

Figure 17.1— The ABCDE Framework: Five Independent Dimensions

Each dimension is assessed and confidence-graded separately. Convergence across dimensions supports attribution; divergence is analytically
significant data, not a failure.
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Source: Frangois (2019); Alaphilippe (2020, Brookings); Pamment (2020, Carnegie/EEAS); EEAS FIMI Threat Reports 1-4 (2023-2026).

| 17.5 Meta's CIB Standard: The Behavioral Threshold

Meta's "Coordinated Inauthentic Behavior" (CIB) framework, formalized across its transparency reports beginning in
2017 and progressively refined, is the field's most operationally tested behavioral threshold for distinguishing
influence operations from ordinary political activity. EsTAsLISHED It is the "B" dimension of the ABCDE framework
operationalized at platform scale, and it has become the de facto industry standard for platform-level attribution —
even when platforms disclose operations without naming responsible states.

Meta's definition rests on two independent criteria, both of which must be present:

1. Coordination — multiple accounts or pages working together, not independently, toward a common goal.

2. Inauthenticity — at least some of the coordinating entities misrepresent who they are: fake accounts, false

personas, suppressed organizational affiliation, or impersonation of real entities.

What the CIB standard deliberately excludes is equally important: it is ideology-agnostic. Meta applies the same
standard regardless of whether the coordinated behavior promotes left-wing, right-wing, nationalist, or foreign-state
narratives. The operative question is never "is this content harmful or false?" but "is this activity coordinated and
inauthentic?" This design choice reflects a fundamental insight about the limits of content-based moderation — and
carries a structural implication for SI's work. A campaign can distribute entirely accurate content through a CIB-
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meeting network; the inauthenticity and coordination are the violation, not the truthfulness of the payload.
Conversely, organic communities of real people sharing false information do not meet the CIB threshold.

Meta's transparency reports — published since 2019 and covering hundreds of removed networks — typically include
country-of-origin assessments for each disclosed operation. These assessments name the country from which
operators appeared to be working, based on behavioral metadata, language patterns, timing, and in some cases IP
and device data. Meta explicitly labels these as operational origin assessments, not attribution of state direction. A
network of operators working from Russia is not the same finding as a network directed by the Russian state — and
Meta's disclosure architecture maintains that distinction, explicitly deferring the state-direction question to
researchers and governments with access to additional intelligence.

CIB DISCLOSURE: THE STANDARD IN PRACTICE

Between 2017 and 2025, Meta publicly disclosed more than 200 CIB networks spanning over 70 countries. The
largest single disclosed operation — variously attributed by third-party researchers to PRC-linked actors
under the "Spamouflage" / "Dragonbridge" / "Storm-1376" designations — involved more than 900,000 removed
assets across Facebook, Instagram, and YouTube (Google TAG data). Meta's disclosures consistently named
China as the country of origin for this network while declining to attribute the operation to the Chinese
Communist Party or any specific government body. The evidentiary gap between "operated from China" and
"directed by Beijing" is precisely where the Q-model's strategic layer — and additional intelligence sourcing —
becomes essential.

Source: Meta Adversarial Threat Reports (2019-2025); Google TAG (2023); Graphika "Spamouflage" reports; Microsoft MTAC
(2023); DOJ indictment, 912 Special Project Working Group (2023).

| 17.6 Hamilton 2.0 and the Overt/Covert Distinction

One of the most consequential analytical distinctions in the attribution field is the line between overt state media and
covert influence operations. Hamilton 2.0, the Alliance for Securing Democracy's (ASD) interactive dashboard,

is the field's primary tool for tracking the first category — and understanding what it does and does not cover

is essential for any analyst who might mistake an overt narrative campaign for attribution evidence of a covert
operation. ESTABLISHED

Developed at the German Marshall Fund's Alliance for Securing Democracy, Hamilton 2.0 monitors approximately
1,300 accounts, channels, and pages representing entities connected to the Russian, Chinese, and Iranian
governments or their state-backed media outlets. The monitored accounts predominantly target foreign audiences —
embassies, consulates, foreign ministries, ambassadors, and international media outlets. Most accounts openly
declare their affiliation: RT, Xinhua, CGTN, IRIB, and similar entities are labeled state media on the platforms where
they operate. Hamilton 2.0 tracks what these overtly state-affiliated channels amplify: which narratives, which
framing choices, which foreign-policy talking points, and how that messaging evolves over time.

What Hamilton 2.0 emphatically is not is a covert-IO detector. It does not track fake accounts, bot networks, or
inauthentic amplification networks — those are addressed by platform CIB disclosures, DFRLab's FIAT system, and
civil-society investigation. The distinction matters for attribution analysis: narrative alignment between a covert CIB
network's content and the messaging tracked in Hamilton 2.0 is a valid contextual indicator (ABCDE dimension A and
C, Q-model strategic layer) — but it is not, by itself, evidence of operational coordination between the overt media
arm and the covert network. Shared messaging interest does not establish shared operational direction. The analyst
must be explicit about this gap when using Hamilton 2.0 data as attribution evidence.

| 17.7 FIAT: The DFRLab's 18-Point Attribution Score and Breakout Scale

The Digital Forensic Research Lab (DFRLab) of the Atlantic Council developed the Foreign Interference Attribution
Tracker (FIAT) as a systematic, open-source tool for assessing the credibility of foreign interference allegations — not
to adjudicate them, but to make the quality of publicly available attributions legible and comparable. FIAT 2024,
deployed for the 2024 global election cycle, employs two complementary measurement instruments. ESTABLISHED

The 18-Point Attribution Score. The score is a framework of eighteen binary statements — each answered true or
false — that assess the reliability and quality of an attribution claim as discernible through public sources. The
eighteen statements are organized into four groups:
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¢ Reliability — Is the attributing source credible? Does it have a track record? Is it independent?

* Objectivity — Does the attributing source have an apparent interest in the attribution being accepted? Is there
potential for motivated reasoning?

¢ Evidence — Is the evidence presented publicly? Is it technical, behavioral, or contextual? Does it support the
specific claim being made?

* Transparency — Is the methodology disclosed? Are limitations acknowledged?

Each applicable true answer scores one point; non-applicable or false answers score zero. The resulting number —
out of eighteen — is not a probability of correctness but a measure of how reliably and transparently the attribution
was made, as assessable from open sources. A government that attributes a foreign interference operation based on
classified intelligence but declines to share its methodology will score lower than an academic research team that
publishes its full dataset, even if the government's underlying assessment is more accurate. This scoring captures a
different property: the epistemic accountability of the attribution claim.

The Breakout Scale. Developed by former DFRLab Nonresident Senior Fellow Ben Nimmo, the Breakout Scale is a six-
level comparative framework that assesses the reach and real-world impact of an interference incident, based on
how far it spread across platforms, communities, and media types. The scale is numbered 1 through 6, with higher

numbers indicating more significant breakout:

Level Description Analytical Significance

1 Contained to the originating platform or community Limited impact potential; limited reach for correction

2 Spread across multiple platforms Cross-platform coordination detected; wider audience
exposure

3 Picked up by fringe media or partisan outlets Narrative entered the media ecosystem; amplification by

partisan actors

4 Covered by mainstream media Mainstream credentialing; potential to reach mass audiences

5 Referenced by politicians or officials Narrative achieved political legitimacy; entered official
discourse

6 Influenced a policy or electoral outcome Highest assessed real-world effect; rare by any rigorous
standard

The FIAT system's value for SI is dual. It provides a structured external record of attributed interference cases that SI
analysts can cite when referencing prior attribution decisions, along with an independent quality assessment of each
attribution. It also provides a vocabulary for communicating the reach of a campaign — the Breakout Scale maps
directly to the ABCDE framework's "D" (Distribution) and "E" (Effect) dimensions, and SI campaign reports should
score their subject on the Breakout Scale as a standard practice.

| 17.8 The Three-Evidence-Category Model and Confidence Grading

The most operationally precise attribution model in current use is the three-evidence-category framework developed
by NATO StratCom COE, Hybrid COE, and the Lund University Psychological Defence Research Institute — most
recently formalized in the 2025 Attribution Framework report (Palmertz, Isaksson, and Pamment; ADAC.IO D1.1).

EMERGING STANDARD This model provides both the evidential taxonomy and the confidence-grading machinery that SI's
analysts should apply to every campaign report that approaches named-actor attribution.

The framework organizes all attribution evidence into three categories, distinguished by the types of data sources
that can produce them and the degree to which they are accessible to different analyst populations:

Evidence Category Examples Source Access
Technical Shared IT infrastructure; server fingerprints; code OSINT-accessible in part; platform data
signatures; account metadata; financial records; (proprietary); SIGINT/HUMINT (classified)

self-attribution; IP geolocation; device data

167



Evidence Category Examples Source Access

Behavioral Amplification patterns (mirroring, automated Largely OSINT-accessible; enhanced by
translation, republishing); coordinated messaging; platform metadata
inauthentic account clusters; branding similarities;
timing patterns; operational security habits

Contextual Narrative alignment with state doctrine; geopolitical Fully OSINT-accessible; requires deep
timing; cui bono; historical pattern matching; known subject-matter expertise
actor TTPs; public statements

The critical analytical principle is that confidence in attribution scales with convergence across categories, not with
the depth of evidence in any single one. A rich body of contextual evidence — perfect narrative alignment, ideal
geopolitical timing, clear beneficiary — cannot compensate for absence of behavioral or technical evidence. This is
the principle that should have prevented the "Gerasimov Doctrine" misattribution (§17.2) and that the CIB standard
enforces at the behavioral layer: narrative compatibility is not coordination evidence.

Equally important is the distinction between evidence accessible via open-source investigation and evidence that
requires platform cooperation or classified intelligence. An SI journalist working from OSINT will, by design, have
strong access to contextual evidence and partial access to behavioral evidence (public account patterns, archived
content, timing analysis), but limited access to technical evidence (which typically requires platform metadata or
government intelligence access). The analyst must communicate which evidence categories their assessment rests on

— and be explicit when technical evidence is absent.

The Sl Confidence Grading Scale

The following grading scale, adapted from the NATO StratCom / EEAS framework and calibrated to Kent's Words of
Estimative Probability (CIA, 1964) and ICD 203, is the standard SI analysts should apply to every attribution claim in a
campaign report:

Grade Evidential Basis Language Standard Probability Band
HIGH All three evidence categories present; "We assess with high >85%

multiple independent sources; technical + confidence..." / "Established

behavioral + contextual convergence; no by..."

plausible alternative hypothesis consistent
with full evidence set

MEDIUM-HIGH Two categories present (typically "We assess with moderate to 65-85%
behavioral + contextual); no direct technical high confidence..." / "Assessed
chain; alternative hypotheses inconsistent by [org] as likely..."

with behavioral evidence but not ruled out
by direct technical attribution

MEDIUM Primarily contextual; some behavioral "We assess with moderate 45-65%
indicators; technical evidence absent or confidence..." / "Consistent
ambiguous; meaningful alternative with, but not conclusive of..."

hypotheses remain open

LOW-MEDIUM Predominantly contextual; attribution "Some indicators suggest..." / 25-45%
plausible but contested; other researchers "Assessed by [org]; contested
reach different conclusions from available by [org2]..."
evidence

INSUFFICIENT Evidence permits campaign documentation "We document a campaign Below threshold for
(ABCDE + DISARM) but does not support with the following attribution
named-actor attribution; further characteristics; actor
investigation required attribution is not supported by

available evidence."
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Attribution is not a question with a right answer that awaits discovery —
it is a process of minimizing uncertainty that produces findings with

explicit confidence grades. The analyst's job is not to find the answer but
to characterize the uncertainty honestly.

— Sl analysis drawing on Rid & Buchanan (2015) and ODNI ICD 203

| 17.9 Worked Example: Applying ABCDE and the Q-Model

A concrete worked example illustrates how these frameworks operate in concert. The following hypothetical
campaign — drawn from patterns documented across multiple real EEAS FIMI reports and Meta transparency
disclosures — shows how an SI analyst should structure a campaign analysis report.
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MINI-CASE: "COORDINATED AMPLIFICATION OF WATER SAFETY NARRATIVE"

Observable facts: A cluster of approximately 340 social media accounts across three platforms begins posting
translated versions of a narrative claiming that a Western government is concealing contamination data from
its population. The accounts were registered over a 72-hour window, post predominantly during Moscow
business hours, use Al-generated profile photographs, and share content from three websites registered
within the preceding week. The narrative aligns with themes documented by Hamilton 2.0 in official Russian
foreign ministry messaging over the preceding 60 days. Mainstream media does not pick up the story;
engagement is near-zero outside the originating accounts.

ABCDE decomposition:

A (Actor): Cluster of approximately 340 inauthentic accounts; coordinated, not independent; registration burst
pattern consistent with created-for-operation infrastructure. Actor confidence: HIGH (behavioral evidence
strong). State affiliation: LOW — timing consistent with Russian operators but no technical attribution chain
to any government body.

B (Behavior): Coordinated amplification; automated or semi-automated translation; inauthentic account use;
new domain seeding. Maps to DISARM Red TTPs: T0010 (Create fake personas), T0046 (Coordinate on behalf of
authentic third-party), T0019 (Generate information pollution). DISARM documentation: MEDIUM-HIGH
confidence based on observable behavioral cluster.

C (Content): Water-safety contamination narrative; no verifiable factual basis found; disinformation
classification appropriate. Content confidence: HIGH (narrative is demonstrably false per publicly available
government data).

D (Degree/Distribution): Contained to originating cluster; no cross-platform amplification beyond originating
accounts detected; no mainstream media pickup. Breakout Scale: Level 1. Near-zero organic reach.

E (Effect): No measurable belief shift or behavioral effect documented. Effect assessment: INSUFFICIENT
EVIDENCE for any significant effect.

Q-model attribution assessment: Technical evidence (MEDIUM — timing and registration patterns; no direct
infrastructure attribution); Behavioral evidence (HIGH — CIB criteria met); Contextual evidence (MEDIUM —
narrative alignment with known Russian state messaging, but this alignment is also consistent with pro-
Russian domestic actors, sympathetic third-country operators, or independent actors with aligned interests).
Overall attribution: MEDIUM — attributable as a coordinated inauthentic operation, likely operated from
Russia; state direction by Russian government not supported by available open-source evidence. Cannot be
attributed to a named government actor at the available confidence threshold.

Appropriate SI reporting posture: Document and describe the campaign; report the CIB characteristics and
DISARM TTPs; note the timing/narrative alignment with Russian state messaging as a contextual indicator;
explicitly state that state direction is not established by available evidence. Do not assert Kremlin attribution.
Refer to any government-level assessment (e.g., a government intelligence assessment at HIGH confidence)
with explicit sourcing.

Source: Illustrative example integrating patterns from EEAS FIMI Threat Reports 1-3 (2023-2025); Meta Adversarial
Threat Reports; DFRLab FIAT methodology; Rid & Buchanan (2015).

| 1710 The Default Rule: "Campaign" Before "Perpetrator"

The most important operational rule in campaign attribution is the simplest to state and the hardest to enforce under
editorial deadline pressure: default to documenting the campaign, not naming the perpetrator, until the evidentiary
bar is demonstrably cleared. This rule is not a counsel of epistemic cowardice — it is a requirement of analytical
honesty, and it is the practice that distinguishes intelligence-grade analysis from advocacy.

The field has produced multiple cautionary examples of premature or erroneous attribution. The "Gerasimov
Doctrine" myth circulated for years before Galeotti publicly corrected his own contribution to it. In 2020, U.S.
intelligence agencies initially attributed a specific email campaign to Iran before subsequent analysis complicated
the picture. More consequentially, the failure to establish a clear evidentiary chain for influence-campaign claims in
the 2016 election cycle contributed to a durable public confusion between "Russian bots existed" (established) and
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"Russian bots changed the election" (unsupported by available evidence — as Vosoughi et al. and subsequent harms
research make clear). This confusion served nobody.

The default-to-campaign rule has a structural analog in the EEAS's FIMI framework: the EU does not attribute FIMI
incidents to named states in its public threat reports. It describes the incidents, documents the TTPs, and notes that
attribution at the state-direction level is the province of member-state intelligence services operating under

legal frameworks with access to classified sources. The EEAS's public-facing reports focus on the operational
pattern — which is documentable — not the strategic actor — which typically is not fully documentable from open
sources alone.

For SI, this maps directly to the analytic standard. An SI News investigation can, and should, document campaigns
with high confidence — describing the behavioral cluster, the content, the distribution infrastructure, the Breakout
Scale score, the DISARM TTP map, and the contextual evidence for actor origin. What it must not do, absent evidence
clearing the Q-model's three-layer threshold, is assert that "Russia did this" or "Beijing directed this campaign." The
appropriate formulation is: "This operation was assessed by [organization] with [confidence level] as linked to
[actor/country], based on [evidence summary]." That formulation is more honest, more defensible, more legally
robust, and — paradoxically — more credible than a flat assertion, because it shows that SI has done the work of
grading its own evidence.

WHAT SI NEVER DOES

SI never asserts state actor attribution in a campaign report as established fact without evidence at all three
Q-model layers. SI never uses "attribution" and "consistent with" interchangeably. SI never cites another
organization's attribution without naming that organization and its expressed confidence level. SI never
allows the ABCDE framework's "C" layer (content) to substitute for the "A" layer (actor) — strong alignment
between a campaign's messaging and a state's known doctrine is contextual evidence, not actor identification.
SInever publishes a campaign report without explicitly documenting which evidence categories are present
and which are absent.

| 1711 The Frameworks in Relationship

The frameworks described in this chapter are not competing alternatives — they are layers of a single analytic
stack, each addressing a different analytical question. A complete SI campaign analysis should deploy all of them
in sequence:

Q ABCDE DISARM CiB

Q-MODEL ABCDE TTP TAXONOMY BEHAVIORAL

Attribution confidence Independent scoring of Structured, machine- THRESHOLD

across three layers: Actor / Behavior / Content / shareable record of Platform-standard:

technical / operational / Distribution / Effect. campaign TTPs: STIX 2.1/ coordination +

strategic. Red+Blue. inauthenticity, ideology-
agnostic.

Hamilton 2.0 feeds the contextual (strategic) layer of the Q-model: it tells you what narratives state-aligned overt
media is amplifying, which informs whether a covert operation's content is strategically aligned. FIAT's Attribution
Score tells you how much epistemic weight to assign to another organization's attribution claim — useful when SI
cites third-party assessments. The Breakout Scale populates the ABCDE framework's "D" and "E" dimensions with a
standardized vocabulary.

The NATO StratCom / Pamment IIO Attribution Framework and the three-evidence-category model are the
overarching machinery: they specify what kinds of evidence can populate the technical, behavioral, and contextual
slots, and they enforce the confidence-grading discipline that prevents any single evidence type from doing more
analytical work than it can bear.
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The CIB standard deserves special mention as a practical entry point for SI's campaign detection work. Because it is
based on behavioral evidence (not content), it does not require SI to make any judgment about whether a piece of
content is true, false, harmful, or ideologically motivated. A network that meets the CIB criteria — coordinated and
inauthentic — is documenting an operation regardless of its narrative content. This is analytically clean, legally
defensible, and consistent with SI's commitment to being an evidence-led institution rather than an ideological one.

| 1712 Implications for Synthetic Insights

The frameworks documented in this chapter constitute SI's campaign-analysis standard operating procedure. They
are not aspirational — they are operational. Every SI News campaign investigation, every coordination-cluster report,
every narrative-pattern analysis that approaches named-actor attribution must be structured against the ABCDE
decomposition, must map observed tactics against the DISARM Red catalog, must produce an explicit three-layer Q-
model evidence assessment, and must use the SI confidence grading scale to communicate uncertainty to readers.

This standard is simultaneously an editorial commitment and a legal posture. As Chapter 19 will address in detail, the
legal exposure for incorrect named-actor attribution in the disinformation context is significant — particularly when
the attributed actor is a foreign state that may have recourse to jurisdiction-shopping for libel claims. The
frameworks described here do not make attribution impossible or timid; they make it defensible. A report that says
"assessed by DFRLab with FIAT score 14/18, Breakout Scale Level 3, as linked to PRC-affiliated operators — state
direction not confirmed by available open-source evidence" is legally stronger, more informative to readers, and
more credible as analysis than a report that asserts "China did this."

The connection to SI's Indicators of Manipulation (IoM) concept is direct. The same behavioral indicators that trigger
a CIB classification on a social platform are the signals that an IoM layer should detect in content flowing through SI's
Al ecosystem. When the system processes a piece of incoming content, the question it should ask is not "is this
information ideologically objectionable?" but "does this content exhibit coordinated-inauthentic-behavior
signatures?" — which is exactly the CIB standard applied to machine cognition. The DISARM Red TTP catalog
becomes a machine-readable threat model for the IoM layer: if incoming content exhibits technique T0019 (Generate
information pollution) or T0046 (Coordinate on behalf of authentic third-party), that is a behavioral signal, not a
content judgment, and it should be handled as such.

Finally, the default-to-campaign rule maps directly to SI's core epistemics. The same commitment to calibrated
honesty that drives SI to acknowledge contested findings in its research output (see Ch. 2) is the commitment that
prevents SI from asserting "Putin ordered this" based on narrative alignment. Both are expressions of the same
analytic posture: state what the evidence supports, at the confidence the evidence warrants, and make the gap
between evidence and conclusion visible to the reader. That posture is not a hedge. It is the credibility moat.
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PART IV - THE DISCIPLINE OF TRUTH - 8§18

Synthetic-Media Forensics & Provenance — The
Honest Limits

The technology for detecting synthetic media has advanced remarkably since 2019. The technology for
evading those detectors has advanced faster. This chapter states plainly what the evidence shows: detection
alone cannot be the answer, provenance is genuinely useful but narrower than commonly claimed, and
the most consequential risk may be less the fakes themselves than the epistemic damage wrought by their
mere existence.

Synthetic-media forensics is real science producing real tools, but the honest practitioner's summary is
this: detection collapses in the wild, watermarks are provably removable, provenance cryptography helps

where signers exist and platforms cooperate, and the liar's dividend is now operational. SI's credibility

depends on communicating these limits clearly — including about our own claims.

| 181 The Stakes: Why This Technology Domain Demands Intellectual Honesty

In January 2024, a finance employee at Arup, the British multinational engineering firm, attended what appeared to
be a routine video conference with his company's CFO and several senior colleagues. The call was unusual — the CFO
was asking him to authorize fifteen transfers totaling HK$200 million (approximately USD $25.6 million) across five
Hong Kong bank accounts as part of a confidential transaction. He complied. Every face on that call was a deepfake
reconstruction assembled from publicly available video and audio of the real executives. No algorithmic detector was
involved in the decision. The employee simply saw colleagues he recognized and trusted the context — a video call, a
familiar face, a plausible corporate rationale. estasLisien (South China Morning Post, May 2024; CNN, May 2024;
Hong Kong Police, February 2024)

The Arup case is this chapter's anchor because it illustrates the correct frame for evaluating synthetic-media
forensics. It was not a failure of detection technology — no detector was deployed, and the attacker never attempted
to evade one. It was a failure of the epistemic environment: the employee's model of what constituted trustworthy
evidence was exploited by a technology that made fabricated evidence indistinguishable from real evidence at the
sensory layer. The operative lesson is about trust architectures, not algorithms.

Synthetic-media forensics sits at the intersection of two compounding problems. The first is technical: detection
methods trained in controlled laboratory environments generalize poorly to the wild, and the adversarial
relationship between generators and detectors structurally favors the generator. The second is epistemic: even if
detection were reliable, the knowledge that fakes exist — and the claim that any inconvenient evidence might be a fake
— creates a secondary harm that operates independently of any individual fabrication. Chesney and Citron (2019)
named this the "liar's dividend." EsTABLISHED

This chapter does not argue that synthetic-media forensics is worthless. Provenance-based approaches represent
genuine progress. The C2PA standard, camera-level signing, and SynthID offer real, albeit bounded, capabilities. The
argument is more precise: these tools have specific operating conditions, and outside those conditions they provide
weak-to-no assurance. Overclaiming their reach is a credibility risk for any institution that makes it.

| 18.2 Deepfake Detection: The Laboratory-to-Wild Collapse

The modern deepfake detection research program traces to a foundational benchmark study: Rdssler et al. (2019)
introduced FaceForensics++, a dataset of 1,000 original video sequences manipulated with four different face-
manipulation methods. Models trained on FaceForensics++ achieved classification accuracies as high as 99% under
standard test conditions. peer-reviewen (ICCV, 2019)
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Facebook's Deepfake Detection Challenge (DFDC, Dolhansky et al. 2020) was a deliberate effort to stress-test this
optimism with scale. The DFDC corpus comprised 128,154 ten-second video clips generated from 3,426 paid,
consenting actors across eight deepfake generation methods; the challenge attracted 2,114 participating teams. Top-
performing submissions achieved AUC exceeding 0.95 on the DFDC's own held-out test set — apparently strong, but
evaluated against the same generative methods represented in the training data. More telling was the generalization
test: models performed substantially worse on out-of-distribution deepfakes not represented in the training
distribution, with the best AUC falling to approximately 0.73 on cross-dataset in-the-wild evaluation. PEER-REVIEWED
(arXiv:2006.07397, 2020)

Both benchmarks shared an architectural problem: the training and test data came from the same temporal and
technological cohort. In a field where the generative technology improves continuously, a model trained on 2019-era
face-swaps will be tested against 2024-era diffusion-model outputs. The generalization gap is not a bug in the
evaluation methodology — it is a structural feature of an adversarial domain where the attacker updates faster than
the defender.

BENCHMARK FINDING

Deepfake-Eval-2024 (arXiv:2503.02857) evaluated open-source state-of-the-art deepfake detection models
against in-the-wild deepfakes collected from social media and deepfake detection platform users during 2024.
The benchmark comprised 45 hours of video, 56.5 hours of audio, and 1,975 images. The results were stark:
AUC dropped by 50% for video models, 48% for audio models, and 45% for image models compared to their
reported performance on prior benchmarks. The maximum AUC achieved by open-source models across all
modalities was 0.58. Many off-the-shelf models scored near 0.50 — the floor of random guessing. Commercial
systems and models fine-tuned specifically on Deepfake-Eval-2024 performed better, with the best
commercial video detector reaching approximately 0.79 AUC, but still substantially below the forensic
analyst baseline.

Source: Chandra et al. (2025), Deepfake-Eval-2024, arXiv:2503.02857.

The 0.58 ceiling for off-the-shelf open-source models is the operative number for any practitioner evaluation. It
means that, in the environments where deepfakes actually circulate — social media, messaging applications, low-
bandwidth news contexts — the dominant class of available detection tools performs approximately at chance. This is
not a pessimistic reading of the data. It is the data.

Human Detection Is No Better

A natural response to algorithmic failure is to rely on human judgment. The evidence does not support this as a
substitute. A systematic review and meta-analysis published in 2024 synthesized 56 studies involving 86,155
participants across 137 effect sizes. The finding: human deepfake detection accuracy was not significantly above
chance, with 95% confidence intervals crossing 50%. The pooled overall detection accuracy was 55.54%, and when
modeled via odds ratios the effective detection rate fell below chance at 39% for the most rigorous analyses. Broken
down by modality, audio fared somewhat better (62.08%), but image detection (53.16%) and text detection (52.00%)

were essentially at the floor. MeTA-ANALYTIC (Diel et al., 2024; Computers in Human Behavior Reports)

Strategies that improved human performance included training with feedback, Al-assisted review, and deliberate
exaggeration of deepfake artifacts. These improvements raise performance above chance (approximately 65%
accuracy in the best conditions) but remain far below the reliability standard any evidentiary claim would require.
The conclusion is uncomfortable but clear: unaided human visual inspection of synthetic media is not a reliable
detection method at current generation quality.
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2024).

Why the Generalization Gap Is Structural

Several interconnected mechanisms explain why the lab-to-wild collapse is not simply a matter of collecting more
training data. First, detection models learn to identify the specific artifacts introduced by the generation method
represented in the training corpus — compression artifacts from a particular autoencoder, blending boundaries from
a particular face-swap pipeline, temporal inconsistencies from a particular video synthesis method. When the
generative method changes — as it does continuously — these features are absent or different, and the detector's

learned signatures no longer apply.

Second, social media platforms apply aggressive transcoding and re-encoding to uploaded media, systematically
degrading both the fakes and any detection-relevant artifacts they contain. A model trained on pristine video may be
wholly ineffective on content that has been compressed to 720p, re-encoded in H.264, and passed through a platform's
content delivery network.

Third, the adversarial relationship is asymmetric in a way that structurally favors the attacker. A detection model is
fixed at training time and must be retrained to adapt. A motivated attacker can iterate against a deployed detector
continuously — a form of gradient-free adversarial optimization through trial and error at generation time. Detection
research is not keeping pace with generation quality.

BINDING CAUTION

Any claim that a system "detects deepfakes" must be accompanied by: (1) the specific detection method; (2)
the benchmark on which it was evaluated; (3) whether the benchmark is contemporary in-the-wild or
controlled laboratory data; and (4) an explicit statement that in-the-wild performance may be substantially
lower. Claims that omit these qualifications should be treated as unsubstantiated and potentially misleading.

| 18.3 Watermarking: The Impossibility Result and Its Practical Implications

If detection is reactive — identifying fakes after they are created — watermarking is proactive: embedding a signal
into Al-generated content at the point of generation that survives downstream use and enables later identification.
The appeal is significant. Watermarking would solve several problems at once: it would identify Al-generated content
without requiring comparison against a baseline, it could scale to all content from a given model, and it could be
enforced by the model provider without relying on the downstream consumer's technical capabilities.

The 2024 paper by Zhang, Edelman, Francati, Venturi, Ateniese, and Barak — published at ICML 2024 under the title
"Watermarks in the Sand: Impossibility of Strong Watermarking for Generative Models" — establishes a formal result
that places fundamental limits on this approach. PEER-REVIEWED (ICML, 2024; arXiv:2311.04378)

The paper defines a "strong watermarking scheme" as one in which a computationally bounded attacker cannot
remove the watermark without causing significant quality degradation to the output. The impossibility result proves
that no such scheme can exist under two well-specified, natural assumptions: (1) that the attacker has access to a
quality oracle capable of evaluating whether a candidate output meets quality standards; and (2) that the attacker has
access to a perturbation oracle that can modify an output while maintaining quality with non-trivial probability.
These assumptions are not extreme — they describe the capabilities available to any reasonably resourced adversary
who wishes to strip a watermark from, say, a generated article or image.
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The attack mechanism proceeds as a random walk on the space of high-quality outputs: starting from a watermarked
output, the attacker applies perturbations, checks quality, and discards perturbations that degrade quality. Because
the space of high-quality outputs is large and the watermark occupies a small region of it, this walk will exit the
watermarked region before it substantially degrades quality. The watermark is removed; the quality is preserved.

THEORETICAL RESULT

Zhang et al. (ICML 2024) prove that strong watermarking — defined as watermarks that cannot be removed
without significant quality loss — is impossible under natural adversarial assumptions. The result applies to
both private-key schemes (where the detection algorithm is secret) and public-key schemes. Experiments
validated the attack against KGW, EXP, and Unigram watermarking schemes for language models, and against
Stable Signature and Invisible Watermark for vision-language models. In all cases, the watermark was
removable without meaningful quality degradation.

Source: Zhang et al. (2024), "Watermarks in the Sand," ICML 2024; arXiv:2311.04378.

This result does not mean watermarking is useless. It means that watermarking cannot be used as a reliable,
adversary-resistant identification mechanism. A watermark that survives benign copying and casual redistribution —
but not a determined adversarial removal attempt — still has legitimate operational uses: catching mass-scale
automated misuse, supporting compliance monitoring in low-adversarial contexts, and providing probabilistic
signals where certainty is not required. The limit is at the point where a claim of "this content is Al-generated" must
hold against a motivated adversary who knows watermarks exist and is trying to evade them.

SynthID: A Real-World Instance and Its Pipeline Constraint

Google DeepMind's SynthID-Text, published in Nature in October 2024 (Dathathri et al., Nature vol. 634, 818-823),
represents the current state of the art for watermarking in a production LLM context. SynthID-Text operates by
altering the sampling distribution of the language model at generation time — subtly biasing word choices to encode
a detectable pattern — without modifying the model's weights or affecting text quality. Standard benchmarks and
human side-by-side evaluations confirmed no measurable degradation in output quality. Peer-reviewen (Nature, 2024)

SynthlID is a genuine technical achievement. But its operational constraints are as important as its capabilities. The
watermark can only be detected by Google's own detection algorithm. It cannot be used to identify synthetic text
generated by any other model. It cannot be used on text that has been substantially paraphrased or translated. And —
consistent with the Zhang impossibility result — it is not claimed to be adversary-resistant against a motivated actor
aware of the watermarking scheme and applying deliberate evasion. SynthID works within Google's own pipeline for
Google's own content; it does not solve the general synthetic-content identification problem.

The Evasion/Spoofing Trade-Off: Saberi et al. (ICLR 2024)

Saberi, Sadasivan, Rezaei, Kumar, Chegini, Wang, and Feizi (ICLR 2024, "Robustness of AI-Image Detectors:
Fundamental Limits and Practical Attacks") establish a second layer of difficulty: not only can watermarks be
removed, but the same mechanisms that reduce false negatives (missed fakes) create vulnerability to spoofing
attacks that increase false positives (real content flagged as fake). peer-reviewen (ICLR, 2024; arXiv:2310.00076)

The paper characterizes a fundamental trade-off in Al-image watermarking when a diffusion purification attack is
applied. For watermarking methods with low perturbation budgets — methods that introduce subtle, high-
imperceptibility changes to images — there is a mathematically provable trade-off between the evasion error rate
(watermarked images not detected) and the spoofing error rate (real images falsely flagged as watermarked).
Reducing one necessarily increases the other.

The spoofing attack is particularly significant: with only black-box access to the watermarking method, an attacker
can construct a "watermark noise image" that, when added to an authentic photograph, causes it to be classified as
watermarked. This means the same infrastructure designed to authenticate Al-generated content can be weaponized
to falsely authenticate a real image as Al-generated — the inverse of the original intent. In an evidentiary context, the
implications are direct: even a functioning watermarking system can be turned against authentic evidence.
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The same adversarial attack that removes a watermark from a synthetic
image can apply that watermark to a real one. The tool intended to mark
fakes as fake can be used to mark truths as fake.

— Implication of Saberi et al. (ICLR 2024)

| 18.4 Content Provenance: C2PA and the Credentialed-Content Boundary

Provenance-based approaches represent the most intellectually honest response to the limits of detection and
watermarking. Rather than asking "is this content synthetic?" — a question that becomes harder with every advance
in generation quality — provenance asks: "can we establish a verified chain of custody from the moment of capture to
the viewer's screen?" This is a different question, with a different answer profile: genuinely reliable where the chain
exists and is complete, genuinely uninformative where it does not.

The Coalition for Content Provenance and Authenticity (C2PA) is the leading industry standards body for this
approach. Its specification defines a "Content Credential" — a cryptographically signed manifest attached to a media
file recording its origin, any modifications applied, Al-generation status, and the identity of the signing party. The
manifest is bound to the content via a hash, so any unauthorized modification of the underlying content invalidates
the signature. As of 2025, over 6,000 members and affiliates have joined the C2PA initiative, including Adobe,
Microsoft, Google, Meta, OpenAl, Sony, Nikon, Leica, and Canon. Sony began shipping C2PA-capable cameras in 2024;
Canon and Nikon followed with firmware updates in 2025. ESTABLISHED

What C2PA can genuinely provide, when the full chain is intact, is significant. A photograph taken on a C2PA-enabled
camera, signed at capture, signed again by an editor who records specific modifications, and displayed on a platform
that preserves and surfaces the manifest, gives a viewer cryptographic assurance about: who captured it (the
camera's certificate), when and where (GPS and timestamp signed into the manifest), and what modifications

were made (a recorded edit history). This is a material improvement over the current default, which provides no
such information.

The Critical Caveat: Absence Is Not Inauthenticity

The C2PA specification is explicit, and any responsible implementation must be equally explicit: the absence of a
Content Credential does not indicate that content is inauthentic or AI-generated. The overwhelming majority of
content in circulation — photojournalism taken before C2PA-enabled cameras shipped, images captured on devices
that do not support the standard, screenshots, legacy archives — carries no credential. If the absence of a credential
were treated as a signal of inauthenticity, virtually all existing photographic documentation would be suspect. This is
the opposite of the intended function.

A second, more immediately practical limitation is platform stripping. When media is uploaded to social platforms,
those platforms re-encode it — adjusting compression, resolution, and container format — for delivery optimization.
This process typically strips embedded metadata, including C2PA manifests. A photograph that carries a complete,
valid credential as captured by the photographer arrives at the viewer's screen as an anonymous image file with no
provenance information. Research documented in 2024 found that only LinkedIn and TikTok meaningfully preserved
C2PA metadata at that time; Facebook, Instagram, Twitter/X, and YouTube stripped it. ESTABLISHED

C2PA 2.0 partially addresses this with "soft binding" — storing the manifest in a cloud manifest store keyed to a
perceptual hash of the content, so that even if the embedded manifest is stripped, a verification lookup can
potentially reconnect the stripped content to its provenance record. This is a genuine engineering advance, but it
depends on the platform implementing the lookup and the manifest store remaining accessible. It does not eliminate
the gap; it reduces it under specific conditions.

Scenario What C2PA Can Establish What C2PA Cannot Establish

Credentialed content, manifest Verified chain of custody; identity of signer; That the signer is who they claim to be if the

intact edit history; Al-generation flag (if set at certificate is fraudulent; what happened before the
source) credential was applied

Credentialed content, manifest Nothing, unless soft-binding cloud lookup is Any provenance information

stripped by platform implemented and available
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Scenario What C2PA Can Establish What C2PA Cannot Establish

Content with no credential Nothing about authenticity in either direction Whether content is authentic, inauthentic, or Al-
generated

Al-generated content with a That the generating system applied a Whether the content has been further manipulated

credential credential and flagged Al generation; the after generation and credential application

generating system's certificate

The Signer Trust Problem

A cryptographic signature is only as trustworthy as the certificate it relies on. C2PA credentials are signed against
X.509 certificates issued by trusted certificate authorities — the same infrastructure underlying HTTPS. This means
that a credential from a known news organization's certificate, associated with a known camera model's serial
number, is genuinely strong evidence of provenance. But an attacker who obtains or fabricates a certificate, or who
creates a new identity as a credentialed publisher, can issue cryptographically valid credentials for fabricated
content. The cryptographic verification answers "was this signed by whoever holds this certificate?" It cannot answer
"is the holder of this certificate trustworthy?" That is a policy and governance question, not a technical one.

| 18.5 The Liar's Dividend: An Operational Threat

In 2019, Bobby Chesney and Danielle Citron published "Deep Fakes: A Looming Challenge for Privacy, Democracy,
and National Security" in the California Law Review (107 Cal. L. Rev. 1753). Among their analytical contributions was
the concept of the "liar's dividend": the epistemic externality created by deepfake technology that flows not from
fakes being believed, but from the possibility of fakes becoming so well known that any genuine evidence becomes
deniable. As Chesney and Citron framed it, the dividend "makes it easier for liars to avoid accountability for things
that are in fact true." Critically, the dividend grows in proportion to public awareness of deepfakes — the better-
known the technology, the stronger the implicit license to dismiss inconvenient authentic evidence as fabricated.
pEER-REVIEWED (California Law Review, 2019)

This was a theoretical prediction. It has since been empirically tested.

EMPIRICAL TEST OF THE LIAR'S DIVIDEND

Schiff, Schiff, and Bueno (2024), "The Liar's Dividend: Can Politicians Claim Misinformation to Evade
Accountability?" (American Political Science Review), administered five pre-registered survey experiments to
over 15,000 American adults. Participants were presented with hypothetical politician responses to real
scandal scenarios, including politician claims that the damaging evidence was a deepfake or fabricated
misinformation. Key finding: claims of misinformation raised politician support across partisan subgroups,
and these false accountability-deflecting claims produced greater benefits than longstanding alternative
responses (silence or apology). Crucially, the effect was moderated by medium: the strategy was effective
against text-based scandal reports but largely ineffective against video evidence — suggesting that

direct video evidence retains some evidentiary weight, though the overall liar's dividend operates at a
meaningful scale.

Source: Schiff, Schiff & Bueno (2024), American Political Science Review; Cambridge Core.

The APSR finding deserves careful parsing. On the one hand, the result shows that falsely claiming evidence is a
deepfake does produce a liar's dividend — accountability declines even when the claim is not true. On the other hand,
video evidence specifically proved more resistant to this dismissal than text-based reporting. This implies that video
evidence has not yet been fully neutralized as a form of documentation, but also that the liar's dividend is not future-
tense: it is already operational in the current media environment.

The liar's dividend also operates in reverse: a fabricated video can make authentic inaction look like active
wrongdoing, or fabricated audio can create a false evidentiary record. But the more subtle and structurally durable
effect is the corrosion of epistemic trust in video documentation as a category — the "the video could be fake"
dismissal that requires no specific deepfake to be identified. In courtrooms, newsrooms, and political campaigns,
this ambient skepticism is already changing the burden of proof in ways that favor those willing to deny.
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The Arup Case as Archetype

Returning to the Arup case: the attack succeeded not because deepfake detection failed, but because deepfake
generation succeeded in exploiting the social architecture of organizational trust. The employee's mental model held
that a video call with his CFO's face, voice, and apparent affect was strong evidence of his CFO's presence and intent.
That model was correct for most of human history and has only recently become unreliable. The attack cost the
organization $25.6 million and required, on the attacker's part, only: (1) publicly available video and audio of Arup
executives; (2) commodity deepfake generation infrastructure; and (3) a plausible organizational pretext.

No forensic tool would have helped unless it had been specifically inserted into the video conferencing infrastructure
and was capable of real-time analysis. The defensive implication — discussed further in §18.7 — is that the operating
security model must change, not just the detection technology stack.

| 18.6 NIST Al 100-4: The Official "No Silver Bullet"

In November 2024, the U.S. Al Safety Institute released NIST AI 100-4, "Reducing Risks Posed by Synthetic Content: An
Overview of Technical Approaches to Digital Content Transparency." The report is notable for what it does not claim.
NIST's central finding, stated plainly, is that there is no single technical solution capable of addressing synthetic
content risks across all modalities, threat vectors, and use cases. 0FFICIAL STANDARD (NIST AI 100-4, November 2024)

NIST's recommended architecture is layered and use-case-specific, encompassing: (1) content provenance and
authentication, including C2PA-style credential binding; (2) watermarking and Al-generation labeling, with explicit
acknowledgment of the robustness limitations; (3) detection tools, with acknowledgment of the in-the-wild
performance gap; (4) human oversight and verification processes; (5) legal and policy frameworks; and (6) media
literacy. For high-risk applications — specifically mentioning election security and defense — NIST recommends a
"defense-in-depth" approach, combining multiple technical layers with institutional process controls.

The NIST framing is consonant with the technical evidence reviewed in this chapter. Provenance is the most
architecturally sound layer — it answers a different and more tractable question than detection. Detection is a useful
but unreliable signal, not a gate. Watermarking is a probabilistic marker, not a proof. Human judgment is inadequate
without structured support. No combination of these layers produces certainty; the goal is raising the cost and
lowering the reliability of successful synthetic-media attacks, while maintaining honest communications about
residual uncertainty.

NIST POSITION

"A layered, use-case-specific approach combining technical tools with human oversight, legal norms, and
media literacy is required." For high-risk applications, a defense-in-depth approach is explicitly
recommended. No single technical solution is sufficient. NIST AI 100-4 (November 2024).

| 18.7 A Taxonomy of Claims: What Each Layer Can and Cannot Do

Given the evidence above, a precise taxonomy of what each technical approach can claim is a prerequisite for
honest communication. The following table is SI's working reference for evaluating any tool, service, or claim in

this domain.

Approach Genuine Capability Genuine Limitation Appropriate Claim

Deepfake detection Signals probabilistic suspicion on AUC near chance in wild; collapses "Elevated probability of

(algorithmic) content resembling training on generation methods outside manipulation" — never

distribution training data; does not identify novel "confirmed deepfake"

techniques

Deepfake detection May catch artifacts at low generation Meta-analysis: 55% accuracy, not One signal among

(human) quality; adds contextual reasoning significantly above chance at high several; insufficient as
generation quality sole gate
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Approach

Genuine Capability

Genuine Limitation

Appropriate Claim

Watermarking
(embedded)

SynthID (Google)

C2PA provenance
(credentialed)

C2PA provenance
(absent)

Identifies content from a specific
model's pipeline in non-adversarial
contexts

Detects output from Google's own
models via Google's own detector

Cryptographic chain of custody for
content from known, credentialed
signers

Nothing

Provably removable without quality
loss (Zhang 2024); spoofing attack
applies watermark to authentic
content (Saberi 2024)

Pipeline-specific; non-portable; not
applicable to other generators; not
claimed adversary-resistant

Platforms strip manifests; absence of
credential uninformative; signer trust
depends on certificate governance

Most content has no credential;
absence is uninformative

| 18.8 What Genuine Progress Looks Like

"Probable origin" in non-
adversarial contexts; not
adversary-resistant

"Generated by this
Google model" —
nothing about other
sources

"Verified origin and edit
history" — if and only if
chain is complete and
unstripped

No claim about
authenticity

Honest accounting of limits should not obscure genuine progress. The C2PA ecosystem is growing in ways that

matter. The adoption of C2PA-capable cameras by Sony, Canon, Nikon, Leica, and Fujifilm — together covering more

than 90% of digital camera manufacturers by market presence — means that the photojournalism pipeline, if the

industry coordinates, can move toward credentialed-by-default capture for professional contexts. The Associated

Press, Reuters, and other major agencies have begun working with C2PA tooling. Adobe's Content Credentials

integration in Photoshop and Lightroom enables editors to sign their modifications into the manifest chain. Thisis a

genuine improvement in the provenance architecture for professional content.

The C2PA 2.0 soft-binding approach — connecting stripped content back to manifest records via perceptual hash —

reduces the platform-stripping problem without requiring platforms to change their transcoding pipelines. If the

cloud manifest store infrastructure matures and platform verification lookups become standard, the gap between

captured provenance and displayed provenance could narrow materially.

On the detection side, commercial systems specifically trained and continuously updated on in-the-wild content —

like those used by professional forensics firms and some social platforms — outperform open-source models by a

meaningful margin (best commercial AUC approximately 0.79 vs. open-source 0.58 in Deepfake-Eval-2024). This gap

does not eliminate the in-the-wild problem, but it suggests that detection-as-a-triage-tool — not as a definitive gate —

has legitimate operational use cases in well-resourced professional contexts. The operative constraint is that

commercial systems require continuous retraining against current generation technology, which is a resource
commitment rather than a one-time deployment.

Finally, on the liar's dividend: the APSR empirical finding that video evidence remains more resistant to dismissal

than text-based claims is a tentative positive signal. It suggests that video documentation has not yet been fully

neutralized as evidence. This window may close as generation quality and public awareness both continue

to advance, which makes the development of provenance infrastructure — not better detection — the time-

sensitive priority.

| 18.9 What Chapter 19 Covers

The governance and legal landscape for synthetic media — including the EU AI Act's provisions on Al-generated

content, the NIST AI 100-4 policy recommendations, emerging state legislation on deepfake-based electoral

interference, and international coordination mechanisms — is addressed in Chapter 19. This chapter has focused

exclusively on the technical evidence base. The legal architecture does not change the technical limits, but it does

change the operating context for organizations deploying or relying on synthetic-media tools.
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| 18.10 Implications for Synthetic Insights

The evidence reviewed in this chapter has direct implications for how SI communicates about media authenticity —
in SI News, in reports, and in any analytical products that rely on media evidence.

Commit to graded, honest claims. SI News and SI's analytical products should never assert that content is "confirmed
authentic" or "confirmed deepfake" solely on the basis of algorithmic detection. The appropriate register is
probabilistic: "no detected manipulation artifacts, but detection tools have known limitations in current-generation
synthetic media"; "C2PA credential present and verified — chain of custody confirmed to point of capture"; "no
provenance credential — authenticity cannot be independently verified." These are more cumbersome constructions
than binary labels. They are also accurate.

Provenance is the right investment, not detection. Given the detection-generalization problem, the most durable
investment in media authenticity infrastructure is provenance — source verification, chain-of-custody
documentation, and the use of C2PA credentials where the full chain is intact. SI News should build workflows that
surface C2PA credentials when present, communicate their meaning correctly (including the absence-is-
uninformative point), and avoid building verification logic around detection tools as primary gates.

Treat absence of a credential as uninformative. This is the single most important communication commitment. Any
SI News interface or report that implies "no credential = suspicious" creates a systematic bias against all legacy
documentation and all content from non-credentialed sources. The correct framing is: credential present = makes a
specific, graded claim; credential absent — no claim in either direction.

Acknowledge the liar's dividend as an ongoing operational context. SI News and SI's analytical work operate in an
environment where bad actors can and do claim that authentic evidence is fabricated. SI's response to this challenge
should be process-based — multi-source corroboration, source verification, explicit methodology disclosure — rather
than reliance on forensic tools that adversaries can either evade or weaponize. The APSR finding that these dismissal
strategies are effective against text-based scandal reports (but less so against video evidence) is a reason to invest in
video documentation standards, not a reason for complacency about the liar's dividend's general operation.

The Arup architecture lesson. The Arup case illustrates that the most significant synthetic-media threat in
organizational contexts is not the bypassing of detection algorithms but the exploitation of social trust in familiar
faces and voices. SI's operational security posture — for sensitive communications, for authorization workflows, for
any context where identity-verification matters — should incorporate out-of-band confirmation mechanisms that are
not susceptible to deepfake generation. This is independent of the forensics question and more urgent.

Never overclaim in reports or products. The temptation to offer clients or readers a confident "this is fake" verdict is
commercially real and epistemically dangerous. SI's credibility moat is built on the willingness to say "we cannot
determine this with confidence" when that is the accurate statement — even when a competitor offers a cleaner-
sounding answer. In a domain where the technical literature is explicit about irreducible uncertainty, calibrated
honesty is both the ethical and the strategically superior position.

Synthetic-media forensics is a genuine and advancing discipline. Its current state does not justify confident claims of
detection. Provenance infrastructure is growing and genuinely useful within its defined operating conditions. The
liar's dividend is real and already operational. None of these facts should be softened in how SI communicates — to
clients, to readers, or to internal stakeholders evaluating technology investments. The credibility this commitment to
accuracy builds is, as this report argues throughout, the most defensible asset in an environment where the ability to
manufacture convincing falsehood is no longer scarce.
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PART IV - THE DISCIPLINE OF TRUTH - 8§19

The Legal, Ethical & Governance Landscape

Every institution that produces and publishes verified ground truth about disinformation operates inside a
legal and political terrain that is simultaneously the source of its authority and the primary vector of attack
against it. This chapter maps that terrain — the law of naming actors, the free-expression tensions baked
into every major regulatory regime, the accelerating US retreat from counter-disinformation infrastructure,
and why structural independence, calibrated humility, and procedural discipline are not merely ethical
stances but the most durable competitive and legal advantages a truth-producing institution can hold.

19.1 The Law of Naming Actors: Sullivan, Actual Malice, and the Evidence
Floor

The foundational question for any institution that reports on disinformation campaigns is the same question it has
always been for investigative journalism: when can you name the actor? The United States' answer — still the most
protective framework in the world for evidence-grounded reporting on public figures — was given in New York Times
Co. v. Sullivan, 376 U.S. 254 (1964). The case arose not from a disinformation investigation but from a civil rights
advertisement that contained minor factual errors. The Supreme Court unanimously held that the First Amendment
bars a public official from recovering damages for defamatory falsehood relating to official conduct unless the official
proves the statement was made with "actual malice" — that is, with knowledge that it was false, or with reckless
disregard of whether it was false or not. DOCTRINE

The significance of Sullivan for disinformation reporting is not that it creates a license to be careless. It is that it
recalibrates the burden of proof in a direction that enables robust public-interest journalism on matters of official
and quasi-official conduct. The actual-malice standard protects a reporter who, acting in good faith on genuine
evidence, publishes an assessment that later proves incorrect. It does not protect reckless allegation. And critically,
the Sullivan framework is not self-operating: it requires the institution to have exercised genuine epistemic care — to
have sought verification, to have considered alternative explanations, to have graded its confidence. An institution
that meets that standard and is then sued faces a high bar for the plaintiff. An institution that publishes attribution
based on narrative fit alone does not earn that protection.

SULLIVAN

Evidence-grounded, good-faith reporting on public figures and public entities is constitutionally protected
in the United States even when it later proves incorrect — provided the reporter did not know the statement

was false and did not recklessly disregard the question. The protection is earned by method, not claimed

by assertion.

The Sullivan doctrine has been extended in subsequent decades. Curtis Publishing Co. v. Butts (1967) applied the actual-
malice standard to "public figures" not holding formal office. Hustler Magazine v. Falwell (1988) extended First
Amendment protection to intentional infliction of emotional distress claims arising from commentary on public
figures. The Supreme Court has not revisited the core Sullivan actual-malice standard, though Justice Thomas and
Justice Gorsuch have each, in separate opinions, questioned whether Sullivan should be reexamined. As of June 2026,

Sullivan remains binding precedent. DOCTRINE

Outside the United States, defamation law is generally more plaintiff-friendly. The United Kingdom's Defamation Act
2013 shifted some ground toward expression by requiring proof of "serious harm" before a claim can proceed, but the
common-law tradition in the UK and Commonwealth jurisdictions still places a heavier burden on defendants than
Sullivan does in the US. Continental European jurisdictions vary widely. For an institution with international
distribution ambitions, this matters: a piece published under US law may be actionable under German, French, or
Australian law if it reaches those markets, particularly if the named entity has assets there. The practical implication
is that US legal protection is necessary but not sufficient for global publication, and that claims about specific named
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individuals or organizations should be reviewed for cross-jurisdictional exposure when the named entity has
meaningful non-US presence.

| 19.2 The EUvsDisinfo Template: Hedging Architecture as Practice

The European External Action Service's EUvsDisinfo project — the public-facing component of the EEAS's East
StratCom Task Force — has, since 2015, published a database of narratives assessed as providing a partial, distorted,
or false depiction of reality and spreading key pro-Kremlin messages. EUvsDisinfo is the most prolific systematic
tracker of coordinated disinformation campaigns operating in European information space, and its methodology has
direct lessons for any institution attempting to report on such campaigns without overstepping evidentiary bounds.

The project's methodology statement contains a disclaimer that is worth quoting precisely because it models the
right hedging architecture: cases in the EUvsDisinfo database do not necessarily imply that a given outlet is linked to the
Kremlin or editorially pro-Kremlin, or that it has intentionally sought to disinform. The database documents the spread of
specific false or distorted narratives; it does not assert that every outlet carrying those narratives is a Kremlin
instrument or a knowing participant in an influence operation. ESTABLISHED

EUVSDISINFO METHODOLOGY DISCLAIMER

"Cases in the database do not necessarily imply that a given outlet is linked to the Kremlin or editorially pro-
Kremlin, or that it has intentionally sought to disinform." This two-layer separation — between documenting
narrative spread and asserting actor intent — is the load-bearing element of the EUvsDisinfo legal posture and
the correct template for analogous work.

Source: EUvsDisinfo Methodology, European External Action Service, EastStratCom Task Force (standing disclosure
verified 2026).

This two-layer structure — document the narrative/behavior, separate from asserting the actor's intent or
organizational link — is not merely a legal hedge. It is epistemically correct. The Rid-Buchanan Q-model (Chapter 17)
requires convergent technical, operational, and strategic evidence before attribution at any given confidence level.
Most publicly available attribution work can satisfy one or two of those layers but rarely all three to the standard that
would support a categorical assertion of named-actor intent. The EUvsDisinfo approach explicitly encodes this limit
into the published product, which makes the product more honest, more legally defensible, and paradoxically more
credible — because readers know that when EUvsDisinfo does make a stronger attribution claim (as the EEAS's FIMI
threat reports do in selected cases), that claim has cleared a higher bar.

The EEAS FIMI Threat Reports — four reports published between 2023 and early 2026 — represent the next tier of this
methodology: structured investigations that combine behavioral indicators (timing, coordination, amplification
patterns) with narrative analysis and, where available, technical attribution evidence, graded by confidence.

The Third Report (March 2025) and Fourth Report (early 2026) have refined the FIMI framework to distinguish

more carefully between documented behavior and assessed intent, a distinction that the broader field is still
negotiating. EMERGING

| 19.3 POFMA and the Anti-Pattern: State-Determined Truth

Singapore's Protection from Online Falsehoods and Manipulation Act (POFMA), enacted in 2019, represents the most
systematic attempt by a liberal-adjacent government to create a legal mechanism for the state to declare specific
online statements "false" and compel correction or removal. Under POFMA, a government minister — not a court —
may issue a direction requiring a person or platform to publish a correction notice alongside the original statement
or to disable access to it. The standard is whether the minister is "satisfied" that a statement of fact is false. There is
no requirement that the falsehood be demonstrated through an independent evidentiary process before the direction
is issued; judicial review is available, but after the direction has already taken effect. DpocTRINE
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THE POFMA ANTI-PATTERN

POFMA gives the executive branch the power to designate a statement "false" — without an independent
evidentiary standard, without a judicial determination prior to enforcement, and in a context where the law
has been applied primarily to political opposition and government critics. It is the structural inversion of the
Sullivan actual-malice model. Where Sullivan protects evidence-grounded assertion and places the
evidentiary burden on the plaintiff, POFMA places unchecked definitional power in the state.

The empirical record under POFMA confirms the constitutional concern. Since its introduction, the Singapore
government has invoked POFMA more than 50 times in the first year alone, with correction directions directed
primarily at opposition political parties, independent media, and government critics. Human Rights Watch
documented its use against a government critic facing simultaneous criminal charges in early 2026. Amnesty
International Australia's assessment is that the law has been "weaponized to suppress criticism of public officials and

Singapore authorities." ESTABLISHED

POFMA is not unique — it belongs to a family of "anti-fake-news" legislation that has proliferated across Southeast
Asia, with analogues in Malaysia, the Philippines, Thailand, and Cambodia. The common structural feature is that
the government, not an independent body, defines the evidentiary standard and exercises enforcement authority.
This design does not merely create an instrument for political suppression; it creates a mechanism for laundering
political suppression as "fact-checking." The censorship-weaponization critique — the claim that "fighting
disinformation" is a pretext for suppressing legitimate speech — has genuine empirical support precisely because of
laws like POFMA, and that empirical support is ammunition that will be used against any institution that does not
clearly distinguish its method from the state-determination model.

The implication for SI's reporting posture is direct: the credibility of any institution that names false narratives and
identifies actors depends on whether its evidentiary standard is independent and legible. An institution that defers to
government designation of falsehood — however aligned that government's views might be with the institution's own
assessments — has forfeited the independence that is its primary claim to authority. This is not a theoretical concern;
it is the precise criticism that dismantled Stanford Internet Observatory's public credibility (see §19.5 below).

19.4 The EU Regulatory Terrain: DSA, Code of Practice, and Risk-Based
Governance

The European Union has constructed the world's most sophisticated regulatory framework for platform
accountability on disinformation, and understanding it is essential both for EU market participation and as a model
— with important caveats — for what principled governance of information integrity can look like.

The Digital Services Act (DSA), Regulation (EU) 2022/2065, entered full enforcement in February 2024. It establishes a
risk-based framework for platform obligations, with the most demanding requirements applied to Very Large Online
Platforms (VLOPs) and Very Large Online Search Engines (VLOSEs) — those reaching more than 45 million users
monthly in the EU. The DSA requires VLOPs and VLOSEs to conduct annual systemic risk assessments for, among
other categories, "intentional manipulation of [the] service" and "negative effects on civic discourse and electoral
processes." It requires reasonable mitigation measures in response to those assessments, and it mandates
independent audits of compliance. bpocTRINE

Alongside the DSA, the European Commission has developed the Code of Practice on Disinformation — first
established in 2018, significantly strengthened in 2022, and formally integrated into the DSA framework as a Code of
Conduct on February 13, 2025, at the request of its signatories. The integration became operative and auditable from
July 1, 2025, synchronizing the Code's audit cycle with the DSA's own audit obligations for VLOPs and VLOSEs.
Signatories include Facebook (Meta), Instagram (Meta), LinkedIn (Microsoft), TikTok, YouTube (Google), Bing
(Microsoft), and Google Search. pocTRINE
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DSA CODE OF PRACTICE — AUDITABLE FROM JULY 2025

On February 13, 2025, the European Commission and the European Board for Digital Services endorsed the
formal integration of the voluntary Code of Practice on Disinformation into the DSA framework as a Code of
Conduct under Article 45. At the signatories' request, the conversion took effect July 1, 2025, making
commitments under the Code subject to the same independent annual audit as the DSA's systemic risk and
mitigation obligations for VLOPs and VLOSEs.

Source: European Commission press release, February 13, 2025; Digital Strategy, European Commission (digital-
strategy.ec.europa.eu).

The DSA's approach to disinformation is deliberately structural rather than content-specific. It does not define
"disinformation" and does not require platforms to remove content on that basis. Instead, it requires platforms to
assess systemic risks, implement reasonable mitigation, and be transparent about those assessments and mitigations
— all subject to independent verification. This design reflects a considered choice to avoid the definitional and
enforcement problems that beset both POFMA and the German NetzDG (addressed below) while still creating
meaningful accountability. The structural approach is more legally durable: it does not require the regulator to
adjudicate truth, and it does not expose platforms to liability for individual moderation decisions in the way that
content-specific mandates do.

The Code of Practice's 2022 revision also established the DSA Transparency Centre and a framework for third-party
researchers to access platform data for disinformation research — a provision that directly enables the kind of
evidence-grounded, independent analysis that SI is building toward. Article 40 of the DSA creates a general data-
access mechanism for vetted researchers to access platform data for systemic risk research, which the EEAS FIMI
reports and the Code of Practice have already begun to operationalize. EMERGING

| 19.5 The Over-Removal Models: NetzDG and Its Lessons

Germany's Netzwerkdurchsetzungsgesetz (NetzDG), enacted in 2017 and in effect from 2018, was the first major
national legislation to require social media platforms to remove "clearly illegal" content within 24 hours of
notification (or seven days for non-clearly-illegal content), subject to fines of up to €50 million for "systematic" non-
compliance. It was designed as a response to the proliferation of hate speech and disinformation on German
platforms, and it represented the first attempt by a major Western democracy to create a statutory content-removal
obligation at platform scale. DOCTRINE

The empirical consequences of NetzDG have been instructive, and not in the direction its architects hoped. The short
24-hour window for "clearly illegal" content created powerful incentives for over-removal: a platform uncertain
whether a piece of content is illegal has a strong financial reason to remove it rather than investigate. Critics from
both the left and right of the German political spectrum raised this concern before enactment. Research
subsequently published in Social Media + Society found a measurable increase in the proportion of deleted comments
in the months immediately following NetzDG's full effect. The Yale Law School Journal and TechPolicy.Press both
documented specific cases of legally protected speech removed under NetzDG. ESTABLISHED

Germany's liberal party (FDP) argued at enactment that NetzDG's restrictions violated the German constitution, with
senior FDP politicians reporting they refrained from social media posting because of the law — itself an empirical
instance of the chilling effect that the theoretical critique predicted. The European Court of Justice subsequently
ruled on the compatibility of certain NetzDG provisions with EU law, requiring modifications to the extra-territorial
reach provisions.

NETZDG TAKEAWAY

Short removal windows combined with heavy financial penalties produce systematic over-removal of legal
speech. The lesson is not that content removal obligations are always wrong, but that the compliance
incentive structure must be designed with as much care as the substantive obligation. Speed requirements
that outpace genuine deliberation produce net harm to expression even when the underlying goal

is legitimate.
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NetzDG has since been significantly revised. Germany amended the law in 2021 to add counter-notice mechanisms
and transparency obligations, and EU DSA compliance has superseded some of its provisions for larger platforms.
But its trajectory remains the canonical case study in how well-intentioned platform regulation can produce
precisely the speech-suppression effect that critics alleged — not through malice but through the economic logic of
compliance under uncertainty.

| 19.6 The UK Online Safety Act: A Distinct Model

The United Kingdom's Online Safety Act 2023, which received Royal Assent on October 26, 2023, establishes a third
model — distinct from both the US First Amendment framework and the EU's risk-based DSA approach. It is one of
the most comprehensive platform-safety laws in the democratic world, but its treatment of false information is
specifically and deliberately limited in a way that has direct implications for any institution operating in or reporting
for UK audiences.

The Online Safety Act does not, as a matter of law, require platforms to remove legal speech — even false legal speech.
The original draft bill contained "legal but harmful" provisions that would have required large platforms to address
content that was lawful but harmful to adults; those provisions were removed from the final act following sustained
civil liberties objections. What remains is a framework for illegal content (which platforms must remove) and a duty
of care to protect users from content that is harmful to children. bocTRINE

The Online Safety Act does create a "false communications offence" — but it is a criminal offence with a narrow
scope: it covers sending a message conveying information the sender knows to be false, with intent to cause "non-
trivial psychological or physical harm" to a likely audience. The knowledge-of-falsity and intent-to-harm
requirements mean the offence does not reach inadvertent or negligent spreading of misinformation, and it is not
suited, as the law's own documentation acknowledges, to tackle viral misinformation spread by people who believe
what they are sharing. DOCTRINE

The act also includes protections for journalistic content and "democratically important" content — defined

to include user comments on political parties and issues — which large platforms are specifically obligated to
preserve access to and not remove. This creates a floor of expression protection that runs alongside the content-
harm obligations.

The academic analysis of the Online Safety Act's approach to false information has been critical on different grounds
than the NetzDG critique. Scholars have argued that the act's disconnection from free speech law and theory — its
failure to engage with the developed doctrine on the relationship between expression, harm, and democratic self-
governance — leaves significant legal uncertainty about how the duty-of-care provisions will be interpreted and
enforced. CcONTESTED

| 19.7 The Governance Spectrum: A Comparative View

Table 19.1 maps the four principal governance models along the dimensions most relevant to an independent truth-
producing institution: who determines what is false, what the enforcement mechanism is, whether legal speech is at
risk, and what audit/transparency obligations accompany the regime.

Regime Who Defines False Enforcement Legal Speech at Risk? Transparency / Audit

US (Sullivan) Courts (post- Civil liability, plaintiff- Low (for good-faith None (First Amendment
publication; plaintiff initiated evidence-based regime; no government audit
bears burden) reporting) of expression)

EU DSA + Code Platforms (risk Regulatory fines for Low (structural Strong: mandatory systemic

of Practice assessment + systemic non- obligations, not risk assessment, third-party
mitigation); Code of compliance; annual content-specific audit, researcher data access
Practice commitments independent audit removal mandates) (Art. 40)

Germany Platforms (under Heavy fines for non- High (over-removal Transparency reports

NetzDG statutory categories); removal within 24h/7d documented; required; compliance audit

courts for appeals

compliance incentive
favors removal under
uncertainty)
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Regime Who Defines False Enforcement Legal Speech at Risk? Transparency / Audit

UK Online Safety Platforms (duty of care Fines up to 10% global Moderate (legal speech Ofcom oversight;
Act 2023 for illegal/child-harmful turnover; criminal not mandated removed; transparency obligations;
content); Ofcom liability for executives "false communications codes of practice

offence" is narrow)

Singapore Government ministers Correction directions; Very High (applied None meaningful; judicial

POFMA (executive blocking orders; primarily to political review post-direction;
determination, pre- criminal penalties opposition and critics) government retains
judicial enforcement) definitional control

The table's lesson is structural: the risk to legal speech is inversely correlated with the independence of the body that
determines what is false. Where courts with adversarial process hold that power (as in the US), and where the burden
rests with the plaintiff, legal speech is most protected. Where the executive holds that power without prior
independent review (POFMA), legal speech is most at risk. The EU's DSA model deliberately avoids giving the
regulator power to designate individual statements false; its obligations run to systemic risk management, which is
why it has not produced the chilling effects documented under NetzDG.

| 19.8 The US Retreat: GEC, CISA, and the Stanford Internet Observatory

Between December 2024 and February 2025, the United States government dismantled the three institutions that had
been the primary domestic and international infrastructure for state-sponsored counter-disinformation work. Each
dissolution followed a distinct political trajectory, but together they represent a structural reorientation of US
information security capacity that will define the operating environment for independent institutions for the next
governance cycle.

The Global Engagement Center. The Department of State's Global Engagement Center (GEC), established in 2016 and
mandated to counter foreign propaganda and disinformation, ceased operations on December 23, 2024 (December 23,
2024, date-stamped). Its legislative authorization expired when Congress enacted a continuing appropriations
measure that did not include a GEC reauthorization provision. A proposal to extend the GEC's authorization through
December 23, 2025, introduced by Representative Tom Cole on December 17, 2024, received no further action.
Congressional Research Service report IN12475 documented the termination. The GEC's closure followed sustained
congressional criticism — primarily from Republican members — alleging that the center had coordinated with
organizations that suppressed domestic speech on US platforms. The State Department indicated it would transfer
GEC personnel and activities to existing public diplomacy offices. ESTABLISHED

GEC CLOSURE — DECEMBER 23, 2024

The Global Engagement Center's legislative authorization terminated on December 23, 2024, when Congress
enacted a continuing appropriations measure that omitted a reauthorization provision. A bipartisan proposal
to extend the GEC was introduced December 17 but took no further action. CRS report IN12475 is the
authoritative public record.

Source: CRS IN12475, "Termination of the State Department's Global Engagement Center" (December 2024); CyberScoop
reporting, December 2024.

CISA's Misinformation and Disinformation Infrastructure. The Cybersecurity and Infrastructure Security Agency
(CISA) had, from approximately 2018, built an election security and election-related MDM (misinformation,
disinformation, malinformation) function that coordinated with state election officials and, controversially, with
social media platforms on content that CISA assessed as foreign-influence-related. In early February 2025 (date-
stamped), CISA placed several members of its election security group and MDM teams on administrative leave and
announced a review of all positions and activities related to election security and countering misinformation. CISA
halted funding for the Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC). Approximately
130 CISA employees were subsequently fired. DHS Secretary Kristi Noem, in her confirmation hearing, stated that
CISA had gotten "far off-mission" and that its "misinformation and disinformation" work "should be refocused back
onto what their job is." Attorney General Pam Bondi concurrently ordered the dissolution of an FBI task force on
foreign influence campaigns and rolled back Department of Justice enforcement of the Foreign Agents Registration
Act (FARA). ESTABLISHED
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The Stanford Internet Observatory. The Stanford Internet Observatory (SIO), founded in 2019 under Alex Stamos,
established itself as perhaps the most influential academic institution for empirical research on influence operations
and platform abuse. Its research director, Renée DiResta, produced some of the most influential technical attribution
work of the period, including contributions to the Senate Select Committee on Intelligence's investigation of the
Internet Research Agency. In June 2024 (date-stamped), the SIO began a process of functional wind-down. Stamos
departed in November 2024; DiResta's contract was not renewed. The SIO announced it would not conduct research
into the 2024 election or future elections. The residual operations were reconstituted under a separate Stanford Social
Media Lab; some ongoing programs including a peer-reviewed journal continued. ESTABLISHED

The SIO's wind-down had a distinct cause from the GEC and CISA rollbacks: not direct executive action but the
compounding effect of congressional subpoenas, private litigation, and the sustained political pressure that followed
its involvement — through its participation in the Stanford-backed Election Integrity Partnership — in
communications with government officials and platforms about content moderation. The underlying allegation was
government-adjacent censorship: that SIO researchers, by coordinating with federal officials on content flagging, had
participated in a chain of influence that resulted in the suppression of legitimate speech. In May 2023, America First
Legal filed suit against SIO researchers in Louisiana. Multiple Texas lawsuits followed. Stanford reportedly spent
millions in legal fees defending the suits. The reputational and financial pressure, not the legal liability itself, drove
the functional dissolution. ESTABLISHED

The risk that destroyed Stanford Internet Observatory was not legal
liability. It was the perception of government adjacency — a perception
that, once established, made every finding the organization published
fair game for attack as government-sponsored censorship.

— Sl analysis of the SIO case; sources: Platformer (June 2024); Washington Post (June 2024)

The three dissolutions occurred against a common background: the "Twitter Files" disclosures of late 2022 and 2023,
which revealed — through documents released by Elon Musk following his acquisition of Twitter — that government
agencies including the FBI, DHS, and CISA had communicated with Twitter about content moderation at significant
scale. The legal and constitutional status of those communications remained disputed; Murthy v. Missouri, decided
June 26, 2024, addressed precisely this question, with consequences discussed in the next section. But the political
damage to government-adjacent disinformation research institutions was independent of the legal resolution.

| 19.9 Murthy v. Missouri: The Jawboning Line Left Unresolved

The most consequential unanswered legal question for disinformation governance in the United States is whether the
government may lawfully communicate with social media platforms about content moderation decisions — a
practice critics call "jawboning" — and if so, under what constraints. This question was directly presented to the
Supreme Court in Murthy v. Missouri, 603 U.S. 43 (decided June 26, 2024). The Court's resolution — a 6-3 majority
ruling on standing grounds — is significant precisely because it answered the procedural question while explicitly
declining to answer the substantive one. DocTRINE

The case was brought by the states of Missouri and Louisiana and five individual social media users who alleged that
communications from the Surgeon General, the White House, the CDC, the FBI, and CISA — urging platforms to take
action on content assessed as COVID-19 misinformation and election-related disinformation — had coerced the
platforms to suppress the plaintiffs' speech in violation of the First Amendment. The district court had granted a
sweeping injunction. The Fifth Circuit affirmed in modified form. The Supreme Court reversed, with Justice Amy
Coney Barrett writing for the majority, holding that none of the plaintiffs had established standing: they had not
demonstrated a sufficient causal connection between specific government communications and specific moderation
actions taken against specific content they posted. Without that showing of "substantial risk of redressable injury
traceable to government action," there was no case or controversy under Article III.

The majority explicitly noted what it was not deciding: "We do not decide today whether the government's conduct in
communicating with the platforms was lawful." The core First Amendment question — where the line lies between
permissible government speech and impermissible coercion in the context of government-platform communications
about content — remains unresolved by the Supreme Court. The Electronic Frontier Foundation noted that the Court
"dodged the key question," and the First Amendment Encyclopedia observed that "lawsuits based on such actions will
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be hard to win" in light of the standing ruling, but that the underlying question of constitutional permissibility had
been neither endorsed nor foreclosed.

MURTHY V. MISSOURI — WHAT WAS AND WAS NOT DECIDED

Decided (6-3, June 26, 2024): The plaintiffs lacked standing to sue because they could not show a traceable
causal link between specific government communications and specific moderation actions against their
specific posts. The injunction was vacated.

Not decided: Whether government communications with platforms about content constitute unconstitutional
coercion ("jawboning") under the First Amendment. The substantive question is explicitly open.

Source: Murthy v. Missouri, 603 U.S. 43 (2024); EFF analysis (July 2024); First Amendment Encyclopedia (MTSU).

The practical consequence of Murthy is a legal environment in which: (a) government-adjacent institutions that
communicated with platforms about content remain exposed to political attack, even if the underlying
communications were constitutionally permissible; (b) private institutions that engage in such communications face
similar reputational risk without any constitutional shield; and (c) the line between journalism, research, and
government-coordinated censorship will be contested in the political arena far more than in courts — because the
courts have made that contest procedurally very difficult. This environment is favorable, on net, to genuinely
independent institutions that have never received government direction or funding and whose evidentiary standards
are transparent and publicly grounded.

| 1910 Independence as Structural Firewall

The SIO case demonstrates with unusual clarity the mechanism by which government adjacency destroys an
institution's credibility and operational viability, even when the institution's underlying work was rigorous. The path
from "researchers who communicated with government officials about their research" to "government censorship
apparatus" is short in the current political environment, and traversing it does not require the institution to have
done anything constitutionally impermissible. It requires only that the perception be created and sustained — and
private plaintiffs' litigation and congressional subpoenas are sufficient to create and sustain that perception at a cost
that can end an institution.

The design implication is direct and binding: an institution that produces ground truth about disinformation
campaigns must be structurally independent of government direction, funding, and coordination — not as a
preference but as a survival requirement. This means:

¢ No government funding for core operations. Grant funding from government agencies for specific bounded
research projects may be tenable if clearly disclosed, but operational dependence on government funding
creates both the reality and the perception of government direction.

¢ No participation in government-coordinated content flagging. The specific activity that made SIO vulnerable —
participating in structures through which government officials influenced platform moderation decisions —
must be avoided categorically, not because it is necessarily unlawful but because it is institutionally fatal.

¢ Bright-line disclosure of all funding and institutional relationships. Transparency about who funds the
institution and what relationships it maintains is both a legal shield (it defeats the most damaging form of the
censorship-pretext attack, which depends on hidden relationships) and a credibility asset (it distinguishes the
institution from actors whose relationships with governments are what the institution is documenting).

¢ Transparent, public, verifiable method. An institution whose method is legible and reproducible — whose
readers can follow the evidentiary chain from source to conclusion — is far less vulnerable to the "black box"
attack than one whose outputs are asserted without visible derivation.
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Structural independence from government direction, funding, and coordination is not an ethical
preference — it is the primary legal and reputational protection for any institution that reports on
manipulation and disinformation. The SIO case demonstrated that government adjacency, even at low
levels, is sufficient to make every finding an institution publishes fair game for political delegitimization.

The Murthy decision confirmed that the courts will not reliably provide a shield against that attack. The

only durable protection is institutional design.

19.11 Humility as Credibility: The Harms-Overstated Critique and Its
Implications

The censorship-weaponization critique of disinformation research — the claim that "fighting misinformation" is a
pretext for suppressing legitimate dissent — is not merely a political talking point. It has genuine empirical
grounding in the literature on misinformation harms, and any institution that claims to produce ground truth about
disinformation must engage with that empirical grounding directly, not dismiss it.

The key study is Budak, Nyhan, Rothschild, Thorson, and Watts (2024), published in Nature under the title
"Misunderstanding the harms of online misinformation." The paper's core finding is that three widely held claims
about online misinformation are not well supported by the available behavioral evidence: that average exposure to
false content is high, that algorithms are primarily responsible for that exposure, and that social media is a primary
cause of broader social problems such as political polarization. The research documents instead that exposure to
false and inflammatory content is low in the aggregate and highly concentrated among a narrow fringe with strong
prior motivations to seek such content. Rothschild summarized the finding bluntly: "only a small fraction of people
are exposed to false and radical content online," and "it's personal preferences, not algorithms that lead people to this
content." PEER-REVIEWED

BUDAK, NYHAN, ROTHSCHILD, THORSON & WATTS (2024) — KEY FINDINGS

Published in Nature (2024), the paper documents three misperceptions in public discourse on online
misinformation: that average exposure is high, that algorithms primarily drive exposure, and that social
media is the primary cause of polarization. Behavioral evidence shows exposure is low in aggregate

and concentrated in a motivated fringe. The implication is that broad claims of societal harm from
misinformation — without measurement-specific evidence about incidence and mechanism — are not
well supported.

Source: Budak, Nyhan, Rothschild, Thorson & Watts, "Misunderstanding the harms of online misinformation," Nature 630
45-53 (2024). DOI: 10.1038/s41586-024-07417-w.

Altay, Berriche, and Acerbi (2023), published in Social Media + Society under the title "Misinformation on
Misinformation: Conceptual and Methodological Challenges," identifies six methodological misconceptions that have
led researchers and public commentators to overstate both the prevalence and the impact of online misinformation.
Among them: that the internet is principally a vector for disinformation (rather than primarily a vehicle for
entertainment and social content), and that false content definitionally spreads faster than true content (a finding
that depends heavily on definitional choices about what counts as "false"). PEER-REVIEWED

The importance of these findings for SI's operating posture is not that the disinformation threat is negligible — it is
not, as Chapter 4 established with documented, high-stakes incident cases. It is that the form of the claims SI makes
must be disciplined to what the evidence actually supports at the stated confidence level. The harms-overstated
critique becomes weaponizable against an institution only when that institution has made broad aggregate claims
that the empirical record does not support. Claims of the form "disinformation had a decisive effect on
[election/public health outcome X] at the population level" are contested, often without strong empirical foundation,
and — when such claims turn out to be overstated — become the primary exhibit in the case that disinformation
research is alarmism serving a political agenda.
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The correct discipline is to anchor claims in the model that Budak et al. themselves suggest: document specific,
traceable incidents with verified chains from production to distribution to documented harm, using the
EEAS/DISARM framework. A claim of the form "this specific campaign used these documented tactics, reached this
verifiable population, and was associated with these measured outcomes" is both more honest and far harder to
weaponize than "disinformation is a crisis affecting society." It is also the form of claim that emerges naturally from
intelligence-grade analytic method, as Chapter 16 establishes.

THE OVERSTATED HARM AS ATTACK VECTOR

The censorship-weaponization critique depends on an institution having made broad, aggregate harm claims
that the empirical record cannot support. An institution that grounds all claims in specific incidents with
traceable chains — and explicitly states the confidence level and scope of each claim — eliminates the primary
empirical surface for that attack. Calibrated humility is not timidity; it is the method that produces claims
that cannot be legitimately refuted.

| 1912 The Binding Sl Reporting Rules

The analysis across this chapter produces a set of binding operational rules for SI's reporting on disinformation
campaigns. These rules are not aspirational; they are the minimum standard that the legal terrain, the evidentiary
literature, and the institutional survival imperatives of the current environment require.

4 3 0 100%

ATTRIBUTION TIERS Q-MODEL LAYERS GOVERNMENT SOURCE DISCLOSURE
Documented behavior; Technical + operational + COORDINATION All funding sources and
assessed coordination; strategic evidence all Zero participation in institutional relationships
assessed actor; named required for any named- government-directed disclosed publicly. Method
entity — confidence must actor attribution (Rid & content flagging or transparent and

match tier. Buchanan, 2015). moderation coordination. reproducible.

Non-negotiable.

Rule 1 — Behavior/content precedes actor attribution. Reports on disinformation campaigns document the behavior
and content first — the specific false or misleading narratives, the amplification patterns, the coordination indicators
— and attribute to actors only where evidence independently supports that attribution at a stated confidence

level. EUvsDisinfo's two-layer structure (narrative spread documented; actor intent separately assessed) is the
operational template.

Rule 2 — "Campaign" before "perpetrator." Default terminology is "campaign" or "operation," not "perpetrator" or
"actor," until attribution evidence meets the Q-model threshold. The label carries the confidence grade: "a campaign
assessed with high confidence as linked to [entity]" differs materially from "a campaign run by [entity]." The
distinction is not merely semantic; it is the difference between a defensible claim and an actionable one.

Rule 3 — Named-entity claims require ethics and counsel review. Any report that names a specific organization,
company, individual, or government body as the attributed actor, or that makes specific claims about an identifiable
private individual, is subject to a pre-publication review by both an ethics gate (does this claim honor the Imago Dei
standard — the inherent worth of the person named?) and a legal review for defamation exposure, particularly for
non-US publication. This gate is not optional and is not satisfied by the reporter's own confidence in the claim.

Rule 4 — Confidence graded conservatively, stated explicitly. Confidence grades follow the Kent/ICD 203 estimative
'we assess with low

" n.

language standard: "we assess with high confidence," "we assess with moderate confidence,
confidence," with explicit statement of the evidentiary basis for the grade. No claim is published without a stated

confidence level. When the evidence supports only "consistent with" or "cannot rule out," those are the terms used.

Rule 5 — Scope claims are bounded by measurement. Aggregate harm claims (e.g., "this campaign significantly
affected public opinion") require population-level measurement evidence, not narrative plausibility. In the absence
of such evidence, claims are bounded to what is directly measured: reach, amplification, exposure to specific

191



audiences, documented behavioral outcomes where available. The Budak et al. standard — anchor to specific,
traceable incidents — governs all scope claims.

Rule 6 — Independence is structural, not aspirational. SI does not accept government direction or coordination in its
reporting decisions, does not participate in government-mediated content flagging, and discloses all funding and
institutional relationships. This rule operates independently of any assessment of the government's motives or

the legality of any particular coordination request. The rule is structural because the reputational damage of
perceived government adjacency, as the SIO case demonstrates, operates independently of the underlying legal or
ethical merits.

| 1913 The EU Compliance Ecosystem: Demand Meets Capacity

The parallel development of the EU's DSA/Code of Practice framework and the US retreat from counter-
disinformation infrastructure is not coincidental. Both trends reflect the same underlying political tension: the
assertion that government-adjacent "disinformation research" suppresses legitimate speech. In the US, that assertion
produced institutional dismantling. In the EU, it produced a structural response: build regulatory obligations that do
not require the government to adjudicate truth, require platforms to assess and mitigate systemic risk, and create
mechanisms for independent researchers to access the data needed to verify compliance.

The DSA's Article 40 researcher data access mechanism, the Code of Practice's transparency commitments (auditable
from July 1, 2025), and the EEAS FIMI reporting framework together constitute a demand signal for a specific type of
organization: one that can (a) produce independent, credible assessments of systemic disinformation risk at the
platform level, (b) contribute to or verify audit findings under the Code of Practice, and (c) do so without government
affiliation that would trigger the censorship-weaponization critique in the jurisdictions where platforms are most
sensitive to it. EMERGING

The demand is real and growing. The EU has already established the EDMO (European Digital Media Observatory)
network — a consortium of fact-checking organizations and research groups that provides expertise and analysis to
the European Commission and to platforms under the Code of Practice. EDMO hubs have proliferated across EU
member states since 2020. The Code of Practice's 2025 integration into the DSA framework will require platforms to
engage with vetted third-party researchers and fact-checkers as part of their systemic risk mitigation obligations.
Institutions that can meet the EU's methodological and independence standards — specifically, the combination of
research rigor, editorial independence, and the kind of transparent evidentiary method that the DSA's audit
obligations require — are structurally positioned to fill a compliance-ecosystem gap that is being created in real time.

This is, to be precise, not primarily a market observation (that analysis belongs in Chapter 22). It is a governance
observation: the EU regulatory regime has created an institutional demand for organizations that produce ground
truth about disinformation without government adjacency. The US retreat has created a supply vacuum. The
organizations best positioned to operate in both environments are those that have, from inception, built
independence and methodological transparency into their institutional architecture — not as a compliance response
but as a design principle.

| 19.14 Implications for Synthetic Insights

This chapter's legal and governance analysis produces four implications that are binding on SI's design and
operational practice.

Independence is architecture, not policy. The SIO case demonstrates that government adjacency at even modest
levels can destroy an institution's operational viability. SI's independence from government direction, funding, and
content-moderation coordination must be a structural feature built into its governance and funding model from the
outset — not a stated policy that can be quietly compromised under funding pressure. This means: no government
grants for core editorial operations; no participation in government-mediated flagging; full public disclosure of

all institutional relationships; and a governance structure that insulates editorial and research decisions from
external direction. These requirements are not costly constraints; they are the primary legal and reputational asset
SI possesses.

The SI reporting rules are the Sullivan shield. The Sullivan actual-malice standard protects good-faith, evidence-
grounded reporting on public figures and public entities. It does not protect reckless attribution. The six binding
reporting rules outlined in §19.12 are the operational implementation of the evidentiary care that Sullivan requires.
An Sl investigation that follows those rules — behavior/content first, Q-model attribution, conservative confidence

192



grading, ethics-and-counsel gate on named entities, scope claims bounded to measurement — is both legally
defensible under Sullivan and immunized against the specific attacks that brought down the GEC and SIO, because

those attacks all depended on the institution having made claims that outran its evidence.

The EU compliance ecosystem is SI's first institutional market. The DSA/Code of Practice framework, auditable from
July 2025, creates institutional demand for precisely what SI is building. Accessing that ecosystem requires investing
now in the methodological infrastructure — DISARM-based campaign documentation, systematic confidence
grading, transparent source methodology, formal review processes for named-entity attribution — that makes SI's
work legible and verifiable to EU auditors and Code of Practice compliance processes. This is not regulatory
compliance work; it is the same work SI needs to do to be credible in any jurisdiction, and doing it in a way that
satisfies EU regulatory standards unlocks the most structured institutional demand currently available.

Calibrated humility is the credibility moat. The Budak/Nyhan/Watts and Altay/Acerbi findings do not undermine the
disinformation threat — they define the evidentiary standard to which threat claims must be held. SI's willingness to
state those standards publicly, to acknowledge where the evidence is weaker than the popular narrative, and to
ground all claims in traceable incidents rather than aggregate assertions is the same move that makes the report's
thesis credible: not "trust us, there is a crisis," but "here is the documented incident, here is the evidence chain, here
is what we can and cannot conclude from it." That is the epistemology of ground truth. It is also, as this chapter has
documented, the only approach that is simultaneously legally defensible, methodologically sound, and immune to
the censorship-weaponization attack that has dismantled every government-adjacent alternative.
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PART IV - THE DISCIPLINE OF TRUTH - §20

The Method Applied — Three Live Campaign
Dossiers

Attribution without method is accusation. The three dossiers that follow are worked examples of the ABCDE
decomposition and Q-model attribution framework developed in Chapters 16-17, applied to documented,
multi-source-evidenced influence campaigns. They demonstrate what SI's intelligence-grade method looks
like in practice — the confidence grades, the distinctions between evidence tiers, the things the record does
and does not support — and they are the seed of the campaign-reporting product that Part V describes.

BINDING ATTRIBUTION CAVEAT (READ BEFORE CITING ANY FINDING)

Every attribution in this chapter is the assessing organization's judgment at its stated confidence level — not
an independent finding by Synthetic Insights. The confidence grades (assessed-high-convergent, indictment-
level, assessed-medium, etc.) are carried verbatim from the assessing organization's own language where
possible. SI has no independent intelligence collection capability; our role here is to analyze and grade
published assessments, not to generate new ones. Any SI News reporting that draws on this chapter must
carry the same attribution discipline: "assessed by [org] as...", never "confirmed."

OPEN ITEM — FOUNDER CONFIRMATION REQUIRED

The three cases below were selected based on this analysis in the companion document and represent the
best-documented, multi-org-attributed campaigns available in open sources. If Brian discussed specific
campaigns at the Gartner conference (June 2-4, 2026) — or prefers to substitute a different third case in place
of the Okinawa/Taiwan narrative — this dossier set should be updated before any distribution. The
Spamouflage and Fukushima cases are high-confidence choices on the evidence record; the Okinawa case
carries a lower technical-attribution floor and is flagged accordingly throughout.

| 20.1 How to Read a Dossier
Each dossier follows the same analytic architecture established in Chapters 16-17. The ABCDE decomposition

structures what the evidence shows across five dimensions:

Letter Dimension The question it answers

A Actor Who is assessed to be responsible, and at what confidence? What is
the organizational node?

B Behavior What are the operational tactics, techniques, and procedures (TTPs)?
Inauthentic accounts, Al-generated content, timing patterns, cross-
platform seeding?

o3 Content What narratives are being promoted or suppressed? Who are the target
audiences?
D Degree-Distribution At what scale? With what organic amplification? The scalezimpact

discipline from Chapter 10 applies here.

E Effect What measurable or assessed real-world consequence followed? Is the
causal chain demonstrated or inferred?
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The Q-model attribution (Rid & Buchanan 2015) then grades the attribution evidence across three layers — technical,
operational, and strategic — and arrives at an explicit confidence grade. A strong attribution requires evidence at all

three layers; weak attributions typically rest on one. The grade vocabulary used in this chapter matches the broader

intelligence-assessment standard used throughout this report:

¢ Indictment-level — supported by a filed criminal complaint or federal grand jury proceeding; factual allegations
have met the probable-cause threshold.

¢ Assessed-high-convergent — independently assessed as linked to the named actor by three or more
organizations using different methodological approaches; none contradict the assessment.

* Assessed-high — high-confidence single-org or two-org assessment; primary evidence base described.

¢ Assessed-medium — reasonable inferential basis with acknowledged gaps; alternative explanations not fully
ruled out.

¢ Authenticated-document / state-command-assessed-medium — two-layer grade used when document
authenticity and organizational chain-of-command are assessed separately, because the evidence for each
differs.

20.2 Dossier | — China—United States: Spamouflage / Dragonbridge /
Storm-1376 / Taizi Flood

This is the largest documented covert influence network in history by volume of content produced and accounts
disrupted. It is simultaneously one of the least effective by any organic-engagement measure. That combination
makes it indispensable as a worked example: it demonstrates both the detection signatures of large-scale Chinese
covert operations and the scaleximpact discipline that any credible analysis of the space must internalize.

The operation carries four names across the primary assessing organizations: Spamouflage (Graphika, from
September 2019), Dragonbridge (Google Threat Analysis Group), Storm-1376 (Microsoft Threat Analysis Center), and
Taizi Flood (other researchers). These names refer to the same network; the name variation reflects each
organization's independent discovery path and taxonomic convention, not separate operations.

ABCDE Decomposition

Dimension Evidence

A — Actor Assessed to PRC-linked entities across all five primary assessing organizations: Google TAG, Microsoft MTAC,
Graphika, Meta, and Mandiant. The DOJ's April 17, 2023 indictment of the MPS "912 Special Project Working
Group" (34 defendants, Ministry of Public Security officers) provides the indictment-level evidentiary anchor
— though the 912 Working Group's remit as stated in the complaint combines transnational repression of
dissidents with narrative operations, and the complaint does not name Spamouflage/Dragonbridge accounts
specifically. The DOJ filing is the closest public evidentiary floor to direct ministerial attribution; convergent
intelligence assessments from the five organizations bring the overall actor-attribution confidence to
assessed-high-convergent. ASSESSED - HIGH-CONVERGENT

B — Behavior Volume cross-platform seeding: Identical or near-identical content posted across YouTube, Facebook,
Instagram, X/Twitter, Reddit, and smaller forums within short time windows. Graphika's 2019 identification
rested precisely on template reuse — the network could not mimic organic behavior at the scale it was
operating.

Al-generated production (2023-2024): Microsoft MTAC documented Storm-1376's use of Al-generated
news anchors and Al-generated memes in its Taiwan election campaign (January 2024). Google TAG noted
that DRAGONBRIDGE's Q12024 Taiwan campaign used generative-Al-produced video content — its largest
Al-enhanced campaign to date, producing "no significantly higher engagement from real viewers" despite the
technology upgrade. Graphika's May 2025 "Falsos Amigos" report documented a network using Al tools to
translate and repackage Chinese state media content (CGTN) across 11 domains and 16 social accounts in
multiple languages to disguise recycled state-media narratives as original reporting.

ChatGPT use (documented, May 2024): OpenAl's May 2024 Influence Operations Disruption Report — the
company's first public disclosure of this kind — confirmed that the Spamouflage network used OpenAl models
to generate comments in multiple languages posted across social media platforms, and to debug code for a
website targeting Chinese dissidents. This is the first confirmed case of a state-linked influence network using
a major commercial frontier model as an operational tool. ESTABLISHED
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Dimension Evidence

C — Content The narrative scope has been broad and has tracked CCP priority topics over time: pro-CCP content framing
Hong Kong protesters (2019 origin); criticism of exiled CCP opponent Guo Wengui; COVID-19 origins favorable
to Chinese government positioning; support for Russian narratives on the Ukraine war; divisive messaging
around U.S. law enforcement and the George Floyd protests; Taiwan electoral interference (2024 — Al-
fabricated audio placing words in Foxconn owner Terry Gou's mouth endorsing a rival candidate, documented
by Microsoft MTAC); and U.S.-China trade framing. The 912 Working Group complaint specifically names
COVID-19 origins, the Floyd protests, and the Russia-Ukraine war as targeted narrative areas. ESTABLISHED

D —Degree- Scale is extreme; engagement is near-zero. In 2022, Google TAG disrupted over 50,000 Dragonbridge

Distribution instances (56,771 YouTube channels alone), of which 58% had zero subscribers and 42% of posted videos
had zero views; approximately 95% of terminated Blogger blogs had received 10 or fewer views. In 2023,
Google disrupted over 65,000 Dragonbridge instances; across the 900,000+ videos suspended, over 65%
had fewer than 100 views and 30% had zero views. In Q12024 alone, Google disrupted over 10,000
additional instances. Meta's Q2 2024 takedown was the largest single disruption of a foreign influence
campaign in Meta's history: 7,704 Facebook accounts, 954 Pages, 15 Groups, and 15 Instagram accounts
deleted in one action. In the rare cases where content did receive engagement, it came almost entirely from
other Dragonbridge accounts — not from authentic users. ESTABLISHED

E — Effect Organic persuasive impact on real audiences: not demonstrated. The engagement data across every platform
and every reporting cycle is consistent with near-zero authentic audience response. The network has not
demonstrably shifted measurable public opinion in the United States or any other documented target country.
What is documented is: (1) demonstrated capability to produce and distribute at volume; (2) demonstrated use
of Al to upgrade production quality; (3) demonstrated operation in 58+ languages across 175+ domains
(Microsoft MTAC scope estimate); (4) demonstrated use of commercial Al models as operational tools; (5) the
Golaxy/GoPro system (discussed in §20.2 below) representing a qualitative evolution toward individual-level
targeting — the impact of which is not yet established. The effect record, read honestly, supports the
conclusion that Spamouflage/Dragonbridge is primarily a capability-demonstration and infrastructure-
maintenance operation, not a persuasion operation with measurable democratic impact — as of the current
evidence record. ASSESSED - SCALE DOCUMENTED; IMPACT NOT DEMONSTRATED

Q-Model Attribution

Technical evidence. The attribution rests on a substantial technical foundation across multiple independent
analytical organizations. Graphika identified the network through cross-platform template reuse and account-
behavior clustering — the behavioral fingerprint of coordinated inauthentic behavior (CIB) rather than false-content
identification alone. Google TAG used domain registration patterns, content-fingerprinting across YouTube and
Blogger, and advertiser-account linkages. Meta's adversarial threat team applied its CIB methodology to

network graph analysis. These are independent methods arriving at the same network boundary. The

convergence across organizations that do not share raw data in real-time substantially strengthens the technical
layer. TECHNICAL: ASSESSED - HIGH-CONVERGENT

Operational evidence. The DOJ complaint against the 912 Special Project Working Group establishes, at probable-
cause standard, a Ministry of Public Security unit operating a troll farm of thousands of fake social-media profiles for
both transnational repression and narrative seeding. The complaint does not name Spamouflage/Dragonbridge
accounts specifically, but the described operational profile — MPS officers, fake social-media personas, cross-topic
CCP-aligned messaging including George Floyd and COVID-19 — is consistent with and partially overlapping with the
Spamouflage behavioral profile. This is the strongest public linkage between a named state institution and this class
of operation. OPERATIONAL: INDICTMENT-LEVEL FOR MPS TROLL-FARM ACTIVITY; ASSESSED - HIGH FOR SPAMOUFLAGE/MPS OVERLAP

Strategic evidence. The narrative scope across time tracks CCP strategic priorities: Taiwan, diaspora dissident
suppression, U.S. domestic division, COVID-19 origins, Russia-Ukraine. The alignment between the network's
messaging objectives and publicly stated CCP interests in those areas provides the strategic layer. Doshi's grand-
strategic "blunting" analysis from Chapter 10 provides the policy logic: weakening U.S. institutions, sowing
domestic division, and undermining Taiwan's electoral process all serve the "blunting" phase of Chinese grand
strategy. STRATEGIC: ASSESSED - HIGH

Overall confidence grade: Assessed-high-convergent for PRC state-linked attribution; indictment-level for MPS as a
responsible organizational node (912 Working Group complaint); direct operational command linkage between
Spamouflage/Dragonbridge accounts and a specific ministry division is not in the public record and should not be
asserted without additional declassified evidence.

196



THE SCALE#IMPACT FINDING — PRECISE STATEMENT

The corrected statistic, grounded in Google TAG's 2023 year-in-review rather than the frequently misquoted
2022 figure: of the 900,000+ YouTube videos suspended in 2023 across Dragonbridge activity, over 65% had
fewer than 100 views, and 30% had zero views. The 2022 data showed 58% of channels at zero subscribers and
42% of videos at zero views; the 2023 data shows the same pattern at larger scale. Both figures are from Google
TAG's own reporting. The "83%'" formulation that appears in some secondary coverage combines the 2023
channel-level and video-level statistics in a way the primary source does not; the conservative primary-
source numbers are the ones this chapter carries. Either way, the core finding is unambiguous: at scale and
across years, the network does not reach authentic audiences.

Sources: Google TAG, "Over 50,000 Instances of DRAGONBRIDGE Activity Disrupted in 2022," January 2023; Google TAG, "New
efforts to disrupt DRAGONBRIDGE spam activity," Q1 2024. Both reports via blog.google/threat-analysis-group

The GoLaxy/GoPro Frontier Layer

The GoLaxy documents, first publicly reported by The New York Times on August 5, 2025, and analyzed by
Doublethink Lab and researchers Brett J. Goldstein and Brett V. Benson at Vanderbilt University (documents publicly
hosted at vanderbilt.edu/national-security), represent a qualitative evolution in the documented capability set. The
399-page leak comprises sales pitches, PowerPoint presentations, and internal meeting minutes from a company
founded by a research institute affiliated with the Chinese Academy of Sciences.

The documents describe a system called the "Tianji Intelligent Propaganda System" (referred to as "GoPro" in the
materials), which uses Al to mine social media profiles, build detailed behavioral and political dossiers on specific
named individuals, generate targeted content that "feels authentic, adapts in real-time and avoids detection," and
orchestrate coordinated amplification. The documented target set includes at least 117 sitting members of the U.S.
Congress, 2,000+ additional American political figures, journalists, and right-wing influencers.

DOCUMENT AUTHENTICITY: ASSESSED -

The analytical grade for GoLaxy requires the two-layer approach established in Chapter 10: document authenticity
and operational linkage to the state are separate evidentiary questions. Doublethink Lab assesses the document
authenticity as high, based on internal consistency, technical specificity, and organizational detail. The inference
that GoLaxy's documented capability represents active PRC-government-commissioned operations — as opposed to a
contractor marketing a dual-use commercial system to an unspecified mix of clients — requires an additional step the
documents do not fully close. The Register's August 2025 reporting and the Al Incident Database (Incident 1169)
classify the documented campaigns as "alleged" rather than confirmed. What is not contested is the capability itself:
if the documents accurately represent what GoLaxy built, this is individual-level Al-driven targeting, not bulk
seeding. Whether that capability has produced engagement metrics that exceed Dragonbridge's near-zero baseline is
not yet established.

HIGH (DOUBLETHINK LAB); STATE-COMMISSION OF OPERATIONS AS DISTINCT FROM SALES MATERIALS: ASSESSED -

>125K

DRAGONBRIDGE
DISRUPTIONS (2022-
Q1 2024)

50K+ in 2022; 65K+ in
2023; 10K+ in Q12024
alone. Google TAG. Still no
significant organic
engagement.

65%

DRAGONBRIDGE
VIDEOS <100 VIEWS
(2023)

Of 900K+ YouTube videos
suspended in 2023; 30%
had zero views. Google
TAG year-in-review.

58+

LANGUAGES OPERATED
IN

Storm-1376 operated
content across 58+
languages on 175+ domains
(Microsoft MTAC, April
2024).

117

U.S. CONGRESS
MEMBERS PROFILED
(GOLAXY)

Detailed Al-built dossiers
per leaked GolLaxy
documents; 2,000+ broader
political figures.
Doublethink Lab /
Vanderbilt, August 2025.

What the evidence supports: PRC-linked actor attribution at assessed-high-convergent; MPS as a responsible

organizational node at indictment-level; demonstrated large-scale operational capability; demonstrated

incorporation of commercial Al tools including ChatGPT; documented Al-generated content in

Taiwan electoral context; GoLaxy as a documented capability evolution at authenticated-document /

state-command-assessed-medium.
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What the evidence does NOT support: Any assertion that this network has measurably shifted U.S. or allied public
opinion; any claim that organic audiences are engaging with the content at scale; any specific identification of the
chain-of-command between Dragonbridge accounts and a specific MPS bureau beyond what the 912 indictment
alleges about that unit's general operations; any claim that GoLaxy's documented capability translates to
documented impact.

| 20.3 Dossier Il — China—Japan: The Fukushima Treated-Water Narrative

The Fukushima treated-water campaign is the most completely documented case of a Chinese influence operation
that braided a covert social-media network with official state diplomacy and an authentic, independently
consequential economic policy decision — China's August 2023 seafood import ban on all Japanese aquatic products.
It is also the first publicly documented case of a Chinese state-linked network using a commercial large-language
model (ChatGPT) to generate multilingual influence content at operational scale. That combination — covert
inauthentic accounts, official diplomatic amplification, real economic stakes, and Al-generated production — makes
it a template case for the era.

Background and Braiding. On July 4, 2023, the International Atomic Energy Agency published its comprehensive
safety review of the Japan Advanced Liquid Processing System (ALPS)-treated water discharge from the Fukushima
Daiichi nuclear plant, concluding that the release was consistent with international safety standards and would have
a "negligible radiological impact on people and the environment." I1AEA ASSESSMENT: AUTHORITATIVE Japan began the first
release on August 24, 2023. On the same day, China's General Administration of Customs announced a total
suspension of all aquatic product imports from Japan. The import ban was an authentic state policy with real
economic impact — Japan's seafood exports to China had been valued at roughly ¥87 billion (approximately $600M)
annually, representing China's largest bilateral seafood-import relationship. Beijing maintained the ban until

June 2025.

The critical analytical distinction for this dossier: China's government had a legitimate, publicly stated rationale for
its trade policy, grounded in consumer safety concerns it presented as genuine. The covert influence network
analyzed below is a separate question from whether that trade policy was justified. Conflating the covert operation
with the trade decision — or treating the covert network as the cause of the trade decision — overstates what the
evidence supports. The covert network operated alongside a real policy dispute; it did not create the dispute.

ABCDE Decomposition

Dimension Evidence

A — Actor ASPI's behavioral-attribution analysis: a network of at least 33 inauthentic accounts on X (Twitter) posing as
Western women or using anime profile images. Nearly 90% of their tweets were posted within Beijing
business hours — a behavioral signal consistent with PRC-based coordinated operation, though not by itself
proof of state direction. ASPI assessed the accounts as CCP-linked. Microsoft MTAC attributed the Al-content
layer specifically to Storm-1376 — its established designation for the Spamouflage/Dragonbridge network.
OpenAl's May 2024 report identified and disrupted a Chinese network using its models for the multilingual
article-generation component.
ASPI: ASSESSED - MEDIUM-HIGH (BEHAVIORAL + TIMING EVIDENCE); MICROSOFT MTAC: ASSESSED - HIGH (STORM-1376 ESTABLISHED A

B — Behavior Inauthentic persona network: ASPI identified at least 33 accounts using deceptive identity construction
(Western personas, anime avatars) posting anti-Fukushima content concentrated in Beijing business hours.
Posts combined standard phrases — "Japan," "Japanese," "nuclear," "waste" — with "threat to people or the
environment" framing. Accounts received minimal organic engagement individually; collective amplification
created the appearance of broader concern.

Official state media amplification (overt): In the first five months of 2023, Chinese diplomats and state media
tweeted about Fukushima more than 300 times, already surpassing total mentions in 2022. This overt layer is
not covert influence; it is public diplomacy. Analytically, it creates the authentic background signal against
which the covert network operates — making it harder to distinguish covert amplification from organic
response to genuine concerns being raised officially.

Al-generated multilingual articles (documented): OpenAl's May 2024 report confirmed that a Chinese-linked
network used its models to generate articles in multiple languages — English, Japanese, Chinese, Korean, and
Russian — accusing Japan of polluting the Pacific. Microsoft MTAC documented Storm-1376's use of Al-
generated news anchors for Fukushima content. AI-CONTENT USE: ESTABLISHED (OPENAI DOCUMENTATION)
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Dimension Evidence

C — Content The narrative challenged the IAEA's safety assessment and framed the water discharge as a threat to Pacific
marine ecosystems, Pacific fishing communities, and broader food safety. It systematically omitted parallel
facts: China itself operates nuclear power plants that release treated water under similar processes;
international scientific consensus (IAEA, WHO, Pacific Island Forum independent review) assessed the
Fukushima discharge as safe. The content target audiences were: (a) Japanese domestic public, particularly
fishing communities with legitimate economic grievances about the discharge; (b) overseas Pacific audiences
whose concerns about food safety and maritime health were genuine and independently grounded; (c)
Chinese domestic audiences, where the government's trade ban required domestic legitimation.

CONTENT: ESTABLISHED; SELECTIVE OMISSION AND DOUBLE STANDARD: DOCUMENTED (APLN, ASPI)

D — Degree- The inauthentic account layer was small by Spamouflage standards (33 accounts identified by ASPI) but
Distribution operated within a much larger genuine information environment where the discharge was already a high-
salience issue. The official state-media overt amplification ran to hundreds of posts. The Al-generated
multilingual articles are documented but their distribution scale is not precisely quantified in the public record.
Critically, ASPI's own assessment noted that the inauthentic accounts "received minimal engagement" but that
"Beijing's broader messaging, which is gaining traction" — distinguishing the covert layer (low engagement)
from the overall narrative trajectory (high traction).
COVERT LAYER: SMALL SCALE, LOW ENGAGEMENT; OVERT LAYER: HIGH VOLUME; TOTAL NARRATIVE IMPACT: CANNOT BE CLEANLY ATTRIBU

E — Effect Documented real-world effects attributable to the overa//information environment (overt + covert + authentic
concern): Chinese consumers boycotted Japanese restaurants and seafood; several Chinese cities reported
protests at Japanese consulates and Japanese cultural institutions in the days following the discharge; the
seafood import ban cost Japanese exporters billions of yen in lost revenue through its nearly two-year
duration. The causal contribution of the covert network to these effects is not established. The authentic
grievances in Pacific fishing communities, the genuine scientific uncertainty in public discourse even after the
IAEA assessment, and Chinese government overt diplomacy were all independently capable of producing
these effects. Treating the covert 33-account network as the cause of a multi-billion-yen trade disruption
would be an analytic overreach the evidence does not support.
ASSESSED - MEDIUM: NARRATIVE ALIGNED WITH REAL-WORLD EFFECTS; CAUSAL CONTRIBUTION OF COVERT LAYER TO MEASURABLE OUTCOV

Q-Model Attribution

Technical evidence. ASPI's identification of the 33-account network rested on behavioral analysis — Beijing business-
hours timing concentration, identity-deception construction, coordinated posting patterns — rather than network-
infrastructure technical attribution (domain registrations, IP clustering). This is a behavioral fingerprint, not a
technical fingerprint in the sense of server infrastructure or credential reuse. It is consistent with CCP-proximate
operation but does not close the evidentiary gap between a coordinated inauthentic network and a specific
organizational node. Microsoft MTAC's Storm-1376 attribution brings the technical layer up to the established
Dragonbridge/Spamouflage network attribution confidence (assessed-high-convergent for that broader network).
OpenAI's ChatGPT attribution rests on account behavior analysis within its own system.
TECHNICAL: ASSESSED - MEDIUM FOR THE ASPI-IDENTIFIED NETWORK; ASSESSED - HIGH-CONVERGENT FOR THE STORM-1376/AI-CONTENT LAYER THROUGH MTAC

Operational evidence. The convergence between the covert network's messaging and CCP diplomatic priorities is
strong. Chinese officials made the Fukushima discharge a diplomatic priority months before the actual release,
building the narrative infrastructure in advance. The timing of the covert account activation relative to the official
diplomatic campaign is consistent with a coordinated operation. The ASPI Strategist report specifically characterized
it as part of "Beijing's broader messaging." However, coordination-consistent timing is not operational proof; itis a
soft indicator. OPERATIONAL: ASSESSED - MEDIUM

Strategic evidence. The Fukushima narrative served multiple CCP strategic objectives simultaneously: it undermined
Japanese public credibility on the discharge decision; it damaged Japan-Pacific relationships at a moment when Japan
was deepening security cooperation with the United States and Australia; it provided domestic legitimation for the
trade ban; and it deflected attention from China's own nuclear water management practices. All of these align with
documented CCP strategic priorities. The strategic logic is coherent and consistent.

STRATEGIC: ASSESSED - HIGH (ALIGNMENT WITH DOCUMENTED STRATEGIC PRIORITIES)

Overall confidence grade: CCP-linked attribution for the covert network at assessed-medium-high (ASPI behavioral
+ Microsoft MTAC Storm-1376 linkage for the AI-content layer); AI model use confirmed (OpenAl); direct
operational command to a specific ministry is not in the public record and should not be stated. The braiding of
covert operation with official diplomacy and authentic concern makes causal isolation of the covert layer's impact
analytically very difficult — this should be stated explicitly in any reporting.
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THE BRAIDING PROBLEM — WHAT MAKES THIS CASE ANALYTICALLY HARD

The Fukushima case is valuable precisely because it resists the clean narrative structure that influence-
operation reporting often imposes. The IAEA found the discharge safe. Pacific fishing communities had
authentic economic concerns about the impact on their markets and public perception, regardless of the
actual radiation levels. Chinese consumers had genuine food-safety anxieties amplified by years of food-
safety incidents in China itself. The CCP had a legitimate policy instrument (trade restrictions) and used it. A
covert 33-account network operated within all of this. Attributing the Japanese fishing industry's export
losses primarily to a 33-account covert network would be inaccurate. Ignoring the covert network because
the authentic grievances were real would also be inaccurate. The honest analysis holds both: the covert
operation was real and documented; its marginal contribution to a multi-billion-yen trade disruption is
indeterminate and should be stated as such.

Sources: ASPI Strategist, "Japan targeted by Chinese propaganda and covert online campaign," 2023; Microsoft MTAC,
"Same Targets, New Playbooks: East Asia Threat Actors Employ Unique Methods," April 2024; OpenAI, "Disrupting Deceptive
Uses of AI by Covert Influence Operations," May 2024; IAEA, "ALPS Treated Water Discharge," July 2023.

20.4 Dossier lll — China—Japan: Okinawa Independence and the Taiwan-
Contingency Narrative

This third dossier operates at a different evidentiary level than the first two, and that difference must be stated
plainly at the outset. There is no public technical attribution chain from any identified Okinawa-independence
influence network to a specific PRC ministry or organizational unit. What the evidence supports is: a documented
covert social-media network amplifying Okinawa-independence narratives (Nikkei Asia, October 2024); convergent
narrative analysis from ASPI, RSIS, IISS, and DFRLab assessing the messaging as consistent with CCP strategic
priorities; a documented doctrine (the "Ryukyu Undetermined Status Theory") that China's state media has advanced
for years; and Japan's own governmental response including legislative measures in 2025-2026. The attribution rests
primarily on narrative-convergence and strategic-alignment evidence, not on technical fingerprinting or operational
documentation. We assess it at a lower confidence than Dossiers I and II and say so explicitly.

The case is included because: (a) it demonstrates what an attribution looks like at assessed-medium — the honest
floor — and why that grade is analytically meaningful rather than a failure; (b) the Okinawa/Taiwan-contingency
nexus is strategically significant regardless of attribution confidence; and (c) it illustrates the doctrine from Chapter
10 — the Chinese "blunting" strategy using influence operations to fracture allied domestic consensus ahead of a
potential Taiwan contingency — applied to a specific documented case.

Background: The Ryukyu Undetermined Status Theory

The doctrinal foundation is China's "Ryukyu Undetermined Status Theory" ( ) — the claim, advanced
periodically by Chinese academics, state media, and officials, that the San Francisco Peace Treaty (1951) did not
definitively resolve Japan's claim to Okinawa and the Ryukyu Islands, and that the "historical and legal disputes over
the sovereignty of the Ryukyu Islands have never ceased." This claim has no standing in international law as
currently interpreted; Japan's sovereignty over Okinawa is not contested by any state. The theory's function is not
legal argumentation but political leverage: it activates a latent independence-sentiment cleavage within Okinawan
society — historically rooted in real grievances about the U.S. military presence and economic marginalization — and
frames any Japanese security cooperation with the United States on Taiwan as placing Okinawa at risk.

The leverage point is real: a 2022 Asahi Shimbun poll showed that 85% of Okinawans feared being caught in a U.S.-
China conflict over Taiwan. That fear is authentic, not manufactured. The influence operation does not create
Okinawan anxieties; it amplifies and directs them.

STRATEGIC DOCTRINE BASIS: ESTABLISHED (RSIS IP25128, DECEMBER 2025; THE DIPLOMAT, DECEMBER 2025; JIIA 2022)
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ABCDE Decomposition

Dimension Evidence

A — Actor No public technical chain to a specific PRC ministry or organizational unit has been published. ASPI, RSIS, IISS
(APRSA 2024, Chapter 5: "Driving Wedges: China's Disinformation Campaigns in the Asia-Pacific"), and
DFRLab have each assessed Chinese-origin or CCP-aligned attribution on the basis of narrative-convergence,
timing, and strategic-alignment analysis. The IISS characterizes the broader pattern as a "wedge strategy"
targeting Asia-Pacific fault lines including Okinawa. RSIS IP25128 (December 2025) explicitly documents
Chinese state media (Global Times) questioning Japan's sovereignty over Okinawa in the context of PM
Takaichi's remarks on Taiwan, calling it part of a "calculated strategy." None of these organizations claim to
have identified specific operational infrastructure.

ASSESSED - MEDIUM (NARRATIVE-CONVERGENCE + STRATEGIC-ALIGNMENT ATTRIBUTION ONLY; NO TECHNICAL CHAIN)

B — Behavior Documented covert social-media network (October 2024): Nikkei Asia's investigation identified
approximately 200 inauthentic accounts on X amplifying misleading videos advocating Okinawan
independence. The accounts primarily targeted Chinese-speaking audiences and achieved notable scale:
posts featuring the videos accumulated over 7 million engagements on X. This is qualitatively different from
the Dragonbridge near-zero-engagement pattern — the content reached authentic Chinese-speaking users at
scale, though the 7 million figure represents engagements (views, shares, reactions) not unique individuals
who changed their positions.
NIKKEI ASIA, OCTOBER 2024; ASSESSED - MEDIUM — THIRD-PARTY INVESTIGATION, METHODOLOGY NOT INDEPENDENTLY VERIFIED

State-media overt amplification: Chinese state media (CCTV, Global Times, Xinhua) regularly covers
Okinawa independence narratives and the Ryukyu Undetermined Status Theory. In November 2025, Chinese
state media misrepresented Japanese Prime Minister Takaichi's remarks on Taiwan as "signalling possible
Japanese military intervention in the Taiwan Strait" while simultaneously amplifying Okinawa sovereignty
claims — documented by RSIS. This overt layer is public record, not covert operation.

OVERT STATE-MEDIA BEHAVIOR: ESTABLISHED (RSIS, DFRLAB)

Fabricated video content: Hitotsubashi University's Global Governance Research Institute documented
spreading of fake videos inciting Okinawan independence in 2025 (Japanese-language report, July 2025).
DFRLab's December 2024 report documented foreign narratives proliferating in Japanese X communities.

C — Content The narrative cluster operates on three reinforcing frames: (1) Legitimation — the San Francisco Treaty did not
definitively settle Okinawan sovereignty; Okinawa's "true" status is unresolved; (2) Victimization— Okinawans
are victims of Japanese "policies of discrimination and forced assimilation" (language from Global Times
editorials documented in RSIS); (3) Threat— if Japan supports U.S. military action on Taiwan, Okinawa will be
on the frontline and suffer catastrophic consequences. These frames target the 85% of Okinawans who fear a
Taiwan contingency and validate independence as a rational self-preservation response. The audience
segmentation is sophisticated: Chinese-speaking diaspora and domestic Chinese audiences receive
narratives legitimating the Ryukyu claim; Okinawan-facing narratives emphasize victimization and threat.

CONTENT ANALYSIS: ESTABLISHED (RSIS, ASPI, DFRLAB, THE DIPLOMAT)

D — Degree- The Nikkei investigation documented 200 inauthentic accounts achieving 7 million engagements — a
Distribution substantially higher engagement rate than the Dragonbridge pattern, though the content was reaching
primarily Chinese-speaking audiences rather than Okinawan residents directly. Okinawan independence
support polls suggest approximately 10% of Okinawa residents support independence (consistent across
surveys) — a minority position that has not demonstrably grown in response to the campaign. The broader
narrative has high visibility in Japanese security-policy discourse and has become a documented concern for
the Japanese Cabinet Secretariat's National Cybersecurity Office.
SCALE: ASSESSED - MEDIUM (NIKKEI METHODOLOGY NOT INDEPENDENTLY VERIFIED)

E — Effect Measurable persuasive impact on Okinawan public opinion: not demonstrated. The 10% independence-
support figure is stable. The strategic effect — if the attribution is correct — is primarily in constraining
Japanese government maneuvering room on Taiwan-contingency security cooperation, particularly by
creating a publicly visible domestic constituency that the government must engage. RSIS IP25128 explicitly
assesses that the campaign "can potentially limit the Takaichi administration's policy manoeuvring space" on
Taiwan. This is a plausible assessment of strategic effect that stops well short of claiming demonstrated
persuasive impact on the Okinawan public. Japan's legislative response — including 2025 election-integrity
measures, the Active Cyber Defense Act (May 2025), and a 2026 requirement for Al-labeling of electoral
content — suggests institutional concern at governmental level.

EFFECT: ASSESSED - MEDIUM (STRATEGIC CONSTRAINT PLAUSIBLE; PUBLIC-OPINION SHIFT NOT DEMONSTRATED)
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Q-Model Attribution

Technical evidence. No public technical infrastructure analysis (domain registrations, IP attribution, account-
credential clustering) connecting the Okinawa-independence covert network to PRC state infrastructure has been
published as of this analysis. Nikkei's identification of 200 inauthentic accounts rested on account-behavior analysis
rather than technical attribution. This is the principal gap in the attribution chain for this dossier.

TECHNICAL: INSUFFICIENT FOR CONFIDENT ATTRIBUTION

Operational evidence. Narrative convergence between the covert network, Chinese state media, and CCP diplomatic
positions is strong and documented across multiple independent analytical organizations. The timing pattern —
surges in Okinawa-independence messaging coinciding with Japanese government announcements on Taiwan policy
and U.S.-Japan security cooperation milestones — is consistent with coordinated operation. The use of the Ryukyu
Undetermined Status Theory as narrative backbone is a CCP-originated doctrine with no known non-CCP-affiliated
origin or promotion. However, narrative convergence and doctrine-consistent framing are operational indicators, not
operational proof. OPERATIONAL: ASSESSED - MEDIUM

Strategic evidence. The strategic logic is compelling and documented: fracturing Okinawan domestic consensus
removes one of the most strategically significant basing facilities from Japan's political ability to commit fully to a
Taiwan contingency. IISS's "Driving Wedges" chapter in the 2024 APRSA characterizes this as a deliberate component
of China's Asia-Pacific disinformation strategy. Doshi's blunting analysis is directly applicable: weakening the U.S.-
Japan alliance's operational credibility serves the "blunting" objective.

STRATEGIC: ASSESSED - HIGH (CONVERGENT MULTI-OR6 STRATEGIC ANALYSIS)

Overall confidence grade: CCP-aligned attribution at assessed-medium (narrative-convergence evidence strong; no
public technical attribution chain; strategic logic compelling but not by itself operational proof). SI reporting
should consistently carry this grade and not conflate it with the higher-confidence Spamouflage or Fukushima
attribution levels. The case demonstrates what an honest assessed-medium attribution looks like — it is analytically
meaningful, actionable for awareness purposes, and appropriately humble about what the evidence does not

yet establish.

Figure 20.1— Three Dossiers: Comparative Attribution Confidence Across Q-Model Layers

Each cell represents the confidence grade for the named attribution layer across the three dossiers. Confidence rises from left (technical) when
multiple independent evidential streams converge. The Okinawa case shows the characteristic profile of a narrative-convergence attribution: high
strategic alignment, weak technical layer.
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Source: SI analysis drawing on Google TAG, Microsoft MTAC, ASPI, RSIS IP25128, IISS APRSA 2024, D0J 912 indictment, Nikkei Asia, OpenAIl
Influence Operations Report (May 2024).

| 20.5 Cross-Dossier Analysis: What Three Cases Teach
Examined together, the three dossiers generate several findings that no single case produces alone.

1. Scale and impact are independent variables — and the relationship between them has changed.
Spamouflage/Dragonbridge at 125,000+ disrupted instances and near-zero organic engagement demonstrates that
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scale does not equal impact. But the GoLaxy evolution — individual-level Al targeting — and the Okinawa-network's
documented 7 million engagements with Chinese-speaking audiences suggest that the next generation of operations
may close that gap. The scale+impact principle is not a permanent law; it is a description of where Dragonbridge-
generation tactics stand. Analysts who apply it as a blanket dismissal of all Chinese covert operations will be wrong
when the operational model evolves.

2. Braiding covert operations with authentic grievances is the primary detection challenge. In all three dossiers, the
covert operation was not the only cause of the narrative environment it was operating in. The Fukushima discharge
was a genuinely contested policy decision. Okinawan anxieties about Taiwan are authentically held. U.S. domestic
divisions that Spamouflage amplified were real before Spamouflage existed. Disinformation detection that asks only
"is this content false?" will miss operations that amplify true content in a false context, or that flood around authentic
grievances to prevent collective action rather than persuade anyone of anything. The ABCDE framework's "Effect"
dimension forces the analyst to ask whether the covert layer added measurable variance — a harder and more honest
question than whether the narrative was pro-CCP.

3. Al incorporation is now documented at each stage of the production chain. OpenAl's May 2024 report documents
Chinese-linked networks using ChatGPT for multilingual content generation. Microsoft MTAC documents Al-
generated news anchors and Al-fabricated audio (the Terry Gou deepfake). Graphika's "Falsos Amigos" (May 2025)
documents Al translation and summarization used to launder Chinese state media as original reporting. GoLaxy
documents Al-driven profiling and adaptive content generation. This is not a future risk; it is the documented
present. SI's detection frameworks need to be calibrated against Al-generated content as a baseline expectation, not
an exceptional case.

4. The confidence-grade discipline is load-bearing, not defensive hedging. The three dossiers span three different
confidence levels: assessed-high-convergent (Spamouflage), assessed-medium-high with Al-layer confirmed
(Fukushima), and assessed-medium without technical chain (Okinawa). Stating this explicitly — rather than
collapsing all three to "China did it" — is not epistemic cowardice. It is the operational implementation of the Rid-
Buchanan Q-model and the primary protection against the Gerasimov-doctrine error (Chapter 9.5). An SI report that
overstates the Okinawa attribution to match the Spamouflage evidentiary level manufactures certainty that the
evidence does not support. When it is later scrutinized and found wanting, it damages SI's credibility on the
Spamouflage case — where the evidence actually does support a strong attribution — as collateral damage. Calibrated
honesty is not just epistemically correct; it is strategically optimal for a high-veritistic institution.

The hardest analytical discipline is not finding the evidence — it is
stopping at what the evidence actually supports.

— Principle derived from Rid & Buchanan (2015), "Attributing Cyber Attacks," Journal of Strategic Studies, Vol. 38,
Nos. 1-2

| 20.6 Implications for Synthetic Insights

These three dossiers are the template, not just the content. The format used in §§20.2-20.4 — ABCDE table + Q-model
attribution paragraph + explicit confidence grade + named assessing organizations + what the evidence does and does
not support — is exactly the format that SI's campaign-reporting product should produce. A reader of an SI News
"Campaign Intelligence" item should be able to answer: who assessed this and at what confidence, what operational
evidence exists, what the claimed effect is and whether it is demonstrated, and where the attribution chain stops.
This chapter's dossiers are the proof of concept that the format works on real, publicly documented cases.

The ethics and counsel gate is non-negotiable before named-entity publication. The three dossiers in this chapter
name assessing organizations and their confidence levels. They do not name specific individuals as responsible for
operations — because the public evidence does not support individual-level attribution beyond the DOJ-indicted
defendants (who remain at large and whose charges are allegations, not convictions). Any SI News reporting that
moves toward naming specific individuals, organizations, or officials as responsible for a specific operation must
pass through the ethics review and outside legal counsel process described in Chapter 9.9 before publication. The
NYT v. Sullivan actual-malice standard and the EUvsDisinfo hedging architecture (inclusion # confirmed state-link)
provide the right models; POFMA is the anti-pattern. The evidentiary bar for naming a person or institution as a
principal in an influence operation in a published SI article is higher than the bar for reporting what multi-org
intelligence assessments have assessed with confidence.
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The braiding problem is a design requirement for SI News ingestion. All three dossiers involve covert operations
that ran inside authentic, already-active information environments. SI News's ingestion pipeline cannot detect these
by content quality alone — the Fukushima content was factually defensible in places; the Okinawa content engaged
real political grievances; even Spamouflage content on real news events can be locally accurate. The detection signal
is behavioral: coordination, template reuse, timing concentration, cross-platform seeding. The Indicators of
Manipulation (IoM) layer described in Chapter 17 must operationalize behavioral pattern detection, not just content-
credibility scoring.

The GoLaxy evolution is a watch item with a specific monitoring threshold. The current finding for GoLaxy/GoPro is:
documented capability for individual-level Al-driven targeting; impact on measurable outcomes not yet established.
That assessment should be revisited as subsequent reporting on GoLaxy impact metrics emerges. The revision
trigger is evidence of engagement rates meaningfully above the Dragonbridge near-zero baseline on a sustained basis
— not sophistication of the capability documentation alone. SI should track Doublethink Lab, Vanderbilt, and the AI
Incident Database (Incident 1169) for updates. If GoLaxy-generation operations begin demonstrating authentic
audience reach, the scaleximpact principle requires revision for that class of operation.

Japan is the under-covered case for SI's reporting product. The existing SI News coverage architecture is
predominantly U.S.-focused. The Fukushima and Okinawa dossiers point to Japan as a high-priority case for the
campaign-reporting product: it involves documented multi-org attribution, an active and sophisticated covert-plus-
overt braiding strategy, genuine high-stakes strategic consequences (Taiwan contingency, U.S.-Japan alliance),

and a domestic Japanese policy response that will continue generating news. SI's intelligence-grade method and
attribution discipline are exactly what Japanese English-language readers and policy audiences lack in the current
coverage landscape.
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PART V - THE SYNTHETIC INSIGHTS DOCTRINE - §21

Ground Truth as Infrastructure — The Synthetic
Insights Doctrine

Every chapter of this report has been an argument for a single proposition, approached from a different
discipline. This chapter states it plainly. The information ecosystem is a broken market in which falsehood is
cheap and truth is scarce; the durable answer to a broken truth market is not a better fact-check feed but a
high-veritistic institution — one that produces verified ground truth for humans, protects machine
reasoners from the same manipulation, and reports the campaigns that corrupt both. Three product
surfaces, one capability, connected by Indicators of Manipulation and grounded in a differentiator
competitors cannot cheaply copy: ethics as infrastructure. This is where the report lands.

The answer to a broken market for truth is a — an organization judged not by
what it publishes but by whether it reliably moves people toward true belief. Synthetic Insights builds that
institution on three foundations: (every claim carries its origin), (the method is
legible enough to be trusted by a skeptic), and (the discipline that
makes verification reproducible). Its three product surfaces — SI News, the AI Ecosystem, and myAria — are

not three businesses. They are one capability, the provenance-native, ethics-grounded discipline of bounded-

trust reasoning, deployed against three reasoners. Ground truth is the moat because, in a market flooded
with cheap falsehood, it is the one asset that is scarce, defensible, and compounding — and ethics-as-

infrastructure is what makes it ours.

| 211 What the Argument Has Established

It is worth stating, before drawing the doctrine, exactly what the preceding parts have earned the right to claim —
because the doctrine is not a leap beyond the evidence but its convergence point. The report has made five moves,
and the doctrine is what they sum to.

The problem is a market failure, not a content problem. Part I established that the information ecosystem is
structurally broken: producing falsehood is cheap, instant, and emotionally optimized, while refuting it costs an
order of magnitude more — Brandolini's refutation asymmetry EestasLIsHED — and much of what looks like organic
controversy is manufactured doubt sold as an industrial product (Proctor's agnotology; Oreskes and Conway's
Merchants of Doubt). EesTasLisiED A market in which the cheap good drives out the costly one is not corrected by
working harder on the demand side. It is corrected on the supply side, by making trustworthy, pre-verified
knowledge abundant and legible.

The win condition is an institution, not an app. Chapter 3 assembled the philosophical foundation that this chapter
now builds on. Alvin Goldman's veritistic social epistemology supplies the design criterion: social practices and
institutions are to be judged by their veritistic value — whether they reliably produce true belief in a population — and
a fact-checking service that operates at the level of individual claims cannot, by itself, raise the V-value of an
ecosystem whose trusted intermediaries have been degraded. estasLIsHED John Hardwig's account of epistemic
dependence supplies the reason the institution is the right unit: no reasoner of consequence verifies its own inputs
from first principles, so the rational response to a corrupted information environment is not heroic individual
verification but the cultivation of reliable intermediaries one has good reason to trust. ESTABLISHED Seger and
colleagues at the Alan Turing Institute supply the stakes: reliable collective knowledge-formation is a matter of
epistemic security — a public good and a critical infrastructure that can be defended or attacked, with consequences

for collective decision-making analogous to attacks on physical or financial infrastructure. ESTABLISHED

The method is intelligence tradecraft. Part IV established that the discipline which makes such an institution
credible and reproducible already exists, mature and battle-tested, in the analytic standards of the intelligence
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community: the ODNI standards for describing source quality and expressing calibrated uncertainty, Heuer's
structured techniques for testing competing hypotheses, Kent's calibrated estimative language, the Rid-Buchanan
model for disciplined attribution, and the campaign-decomposition frameworks that turn an investigation into a
reproducible analytic product (Chapter 16). SI's house standard is to adopt these — which elevates SI News from
"publisher" to intelligence-grade analytic institution.

The same discipline defends machine cognition. Part III established the report's most distinctive intellectual
contribution: that manipulating a human and manipulating a language model are instances of one phenomenon —
steering a reasoner's conclusions by corrupting the inputs it must treat as trustworthy — and are therefore answered
by one discipline (Chapter 13). The four pillars of that discipline — provenance, verification, bounded trust, and
human judgment on consequence — were derived independently for human readers in Parts I-II and for machine
reasoners in Part III, and arrived at the same place from both directions.

The differentiator is ethics-as-infrastructure. Throughout, the report has named what makes SI's instantiation of this
discipline distinct rather than generic: it is provenance-native and it is ethics-grounded. The Imago Dei gate — the
runtime commitment that no SI process treats a human being as a means — is not a compliance posture but a load-
bearing component, and Chapter 15 showed that it functions, additionally, as an anomaly detector for a class of
manipulation that purely structural defenses cannot catch.

The doctrine is the assertion that these five moves describe one organization. SI is the high-veritistic institution the
broken market requires; its method is intelligence-grade; its discipline defends humans and machines alike; and its
differentiator is that the discipline is grounded in human dignity, which is both an ethical commitment and a

competitive one. The rest of this chapter develops each clause.

| 21.2 The Institution Thesis

The single most important word in this report's thesis is institution. It is easy to underweight, because the
surrounding language — disinformation, deepfakes, prompt injection, Al security — points the attention toward
technology and adversaries. But the analytical conclusion of Parts I and IV is that the technology and the adversaries
are the operating environment, not the answer. The answer is an organization of a particular kind, judged by a
particular standard, built on particular foundations.

21.21 Goldman: The Standard Is Veritistic, Not Editorial

Goldman's veritistic social epistemology gives the doctrine its evaluative spine, and the spine is uncomfortable in
exactly the way a real standard should be. The question Goldman forces is not "is SI News good journalism?" but "does
SI News reliably move its audience toward true belief, in higher rather than lower degrees of justified confidence?"

EsTABLISHED These are not the same question, and the gap between them is where most information institutions fail.
Engaging, well-sourced, professionally produced content can still leave its audience worse calibrated than before —
more confident than the evidence warrants, more certain about contested questions, more persuaded by narrative
than by the weight of evidence. Such content has high editorial value and low veritistic value, and Goldman's
framework refuses to let the former stand in for the latter.

This is why the report's posture of calibrated honesty is not a stylistic choice but the operational mechanism by
which veritistic value is produced. An institution that states, plainly, where the evidence is weaker than the popular
narrative — that the backfire effect largely failed to replicate, that the echo-chamber thesis is contested, that the
documented harms of online misinformation are lower and more concentrated than the alarmist framing suggests
(Chapter 4) — is not hedging. It is doing the one thing that raises V-value: moving its audience to correctly calibrated
belief rather than to a more emotionally satisfying but less accurate one. The willingness to under-claim is,
paradoxically, what makes the institution's claims worth believing.

An institution that will tell you when the evidence is weaker than the

headline is the only institution whose headlines you can afford to trust.

— The veritistic principle, in one line

206



21.2.2 Hardwig: The Institution Is the Rational Object of Trust

Hardwig's epistemic dependence explains why the institution — rather than the empowered, skeptical individual — is
the correct unit of the solution. The populist instinct that the answer to untrustworthy media is for each person to "do
their own research" founders on a fact Hardwig made rigorous: in any domain requiring sustained expertise, the
individual cannot, even in principle, access the primary evidence that would let them verify a claim from the ground
up. EsTABLISHED The rational epistemic strategy is therefore not to abandon intermediaries but to become competent
at evaluating them — to assess credentials, track record, independence, and method, and to grant calibrated

trust accordingly.

This sets the institution's design objective with unusual precision. SI cannot simply declare itself authoritative; Truth
Decay's fourth trend — collapsing trust in formerly respected sources (Chapter 3) — means a self-declaration of
authority is now received as evidence of the problem, not the solution. What SI can do is make itself legible to a skeptic:
build the method, the sourcing, the uncertainty quantification, and the track record visible enough that a rational
but distrustful reader can make Hardwig's inference for themselves — "I have good reason to believe that this
institution has good reasons for its conclusions." Trust is not asserted; it is engineered into the institution's
transparency and earned over time. The provenance and intelligence-grade-method foundations are precisely the
materials from which that legibility is built.

21.2.3 Seger: The Institution Defends a Public Good

Seger and colleagues complete the thesis by naming what the institution is for. Their concept of epistemic security —
"a society's ability to reliably avert threats to the processes by which reliable information is produced, distributed,
and assessed" — reframes reliable knowledge-formation from an economic commodity into a security-critical
infrastructure. EsTABLISHED Two consequences follow for the doctrine. First, because epistemic security is a non-
excludable public good — its production benefits everyone but no single actor captures the full return — private
markets will systematically underproduce it, which means a high-veritistic institution cannot be expected to emerge
spontaneously from market incentives. It must be deliberately built by an actor that internalizes the public benefit as
an organizational value, not merely as a revenue line. Second, the security frame legitimizes a protective, adversary-
aware posture: those who deliberately degrade the epistemic environment for strategic advantage are adversaries in
a meaningful sense, and an institution that defends the information ecosystem is doing infrastructure defense, not

merely participating in a marketplace of ideas.

The doctrine assembles these three into a single design brief. Build an organization whose veritistic value is high
and demonstrably so (Goldman), whose method is legible enough that a rational skeptic can choose to depend on it
(Hardwig), and whose purpose is understood as the defense of a public-good infrastructure under attack (Seger).
That organization is not a fact-check feed, a news app, or a security product. It is a high-veritistic institution — and
the claim of this report is that Synthetic Insights is positioned to be one.

WHY NOT A FACT-CHECK FEED

A fact-check operates on the demand side, correcting specific false beliefs after they propagate — and is
therefore permanently outpaced by the refutation asymmetry, structurally distrusted by the audiences that
most need it, and powerless against a population in reality apathy (Chapter 3). The doctrine's answer is
supply-side and institutional: not "here is a correction to this claim" but "here is an organization whose
method, transparency, and track record reliably produce accurate, calibrated knowledge — and here is the
visible evidence of how." The win condition is an institution, not a product.

| 21.3 Three Surfaces, One Capability

The institution thesis answers what SI is building. The "one capability" thesis answers how the three product surfaces
relate — and it is the claim that converts what looks like reckless diversification into genuine strategic focus.

On its face, an organization spread across a news venture, an Al-security practice, and a consumer privacy product is
unfocused: three go-to-markets, three competence demands, three risk profiles, three things to get right. Chapter 13
dissolved this appearance by establishing that all three are the same discipline — defending a reasoner from
manipulated inputs — differing only in which reasoner and which face of the work. The capability is built once, from

the four pillars of provenance, verification, bounded trust, and human judgment on consequence, and is then
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amortized across all three surfaces. Investment in any one compounds the others. That is the opposite of
diversification; it is leverage.

The connective tissue that makes this concrete — not merely a conceptual analogy but a shared, instrumented
capability — is the Indicators-of-Manipulation (IoM) layer specified in Chapters 14 and 15. IoM is the unifying
capability wearing three faces. In SI News it surfaces narrative, coordination, and synthetic-media indicators in
externally-sourced content. In the AT Ecosystem it surfaces provenance violations, quarantine-boundary crossings,
and values-gate rejections in the agents' own context. In myAria it surfaces session-level anomalies against a personal
baseline. The detection vocabulary is shared even as the deployment differs, which is the technical expression of
"one capability, three faces."

Surface Face Reasoner defended What the capability does here loM expression
Sl News Produce & The human reader OSINT-grade, multi-source Narrative tracking,
detect verification of public events; coordination/bot
perspective spectrum; intelligence- detection, synthetic-
grade write-ups with calibrated media forensics,
confidence — plus detection of the campaign decomposition
campaigns corrupting the surfaced honestly as
information stream it reports on. graded signals.
Al Ecosystem Protect Sl's own machine Hardens the orchestration, security, Provenance tags,
agents editorial/research, and ethics- privilege-separation
review agents — and the rest of the crossings, spotlighting
agent ecosystem — against anomalies, vector-store
manipulation fed through prompts, audit flags, safety-gating
RAG, tools, and the model supply and Imago Dei rejections
chain — the discipline of Chapters — aggregated through the
14-15 applied to Sl's own stack. Indicators-of-

Manipulation layer.

myAria Personal shield The user's personal Al Defends an individual's most Spotlighting on derived-
sensitive reasoning surface via knowledge retrieval,
cognitive privacy (process-and- provenance on externally-
discard), on-device-first sourced session content,
processing, and least-privilege data local anomaly signal vs.
handling — the hardest target, by the user's behavioral
design the most defended. baseline.

Two properties of this table are load-bearing for the doctrine, and each deserves to be stated explicitly.

The credibility of one face underwrites the others. Because the discipline is genuinely the same, SI's standing as a
producer of verified ground truth for humans is direct evidence of its competence to protect machine reasoners —
and the reverse. An organization that demonstrably holds the line on provenance and bounded trust in its public-
facing journalism is making an evidenced, not merely asserted, claim about how it defends its own and its customers'
ATJ; the relationship is a logical entailment, not a marketing adjacency. A rigorous internal IoM layer is, in turn, proof
of the analytic seriousness SI News claims. Each surface is the others' reference customer, and the proof of the
discipline on any one front is proof of it on all three. This is a structural advantage that a single-surface competitor —
a pure news venture, a pure Al-security vendor, a pure privacy app — cannot reproduce, because it possesses only
one face from which to draw evidence of the underlying capability.

The capability is provenance-native, which most competitors are not. Provenance is the first of the four pillars and
the one from which the others hang, and SI's architecture treats it as a structural property rather than a feature
bolted on after the fact. The same provenance discipline that lets SI News embed source quality in the body of a claim
is the discipline that lets the AI Ecosystem tag every context fragment by trust tier and lets myAria carry origin
metadata into a session. An institution that has internalized provenance as the substrate of all three surfaces is doing
something architecturally different from one that retrofits a "sources" footer or a content-credential badge.
Provenance-native is a moat property; provenance-as-feature is not.
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Build it once; aim it three ways. The discipline that produces trustworthy
inputs for a human editor is the discipline that protects a machine from
poisoned ones — and the discipline that shields a person's Al from the
same attack.

— The operational corollary of the one-capability thesis (Ch 13)

| 21.4 The Differentiator: Ethics as Infrastructure

The institution thesis and the one-capability thesis together describe a defensible business. But they do not, by
themselves, explain why a well-funded competitor could not assemble the same provenance-and-verification
discipline and compete on it directly. The answer to that question — the deepest layer of the moat — is the
differentiator this report has named throughout: ethics as infrastructure. It is the hardest element to copy precisely
because it is the most expensive to mean.

21.41 The Imago Dei Gate Makes Dignity-Degradation an Indicator in Its Own Right

The conventional view treats ethics as a constraint on a capability — a compliance layer that says "no" to certain uses
after the capability is built. SI's architecture inverts this. The Imago Dei gate, implemented through the ethics-review
layer and grounded in the founder principle that every human has inherent, infinite worth, is a runtime component
of the manipulation-defense capability itself (Chapter 15). It asks of any instruction not merely "is this technically
valid and properly sourced?" but "does executing this treat a human being as a commodity?" — and it can reject an
action that has passed every structural check.

The strategically decisive observation, established in Chapter 15 and elevated to doctrine here, is that this is not only
an ethics control. Dignity-degrading manipulation is itself a category of Indicator of Manipulation.

pesIeN PRINCIPLE (sI) There is a class of attack that is technically clean — properly provenanced, arriving through
legitimate channels, passing behavioral baselines — but that steers a system toward instrumentalizing people:
content that gradually shifts an agent's calibration toward treating users as optimization targets, or that normalizes a
surveillance posture under the cover of efficiency. Such an attack passes every structural defense and fails only at the
values layer. An institution whose values gate fires on dignity-degradation therefore catches a class of sophisticated
manipulation that a purely technical competitor — one with provenance, spotlighting, and privilege separation but
no values filter — cannot see. The ethical commitment buys a detection capability. This is what it means for ethics to
be infrastructure rather than ornament: the dignity gate is load-bearing for security, not adjacent to it.

DOCTRINE — ETHICS IS A DETECTION SURFACE

When an instruction — however well-sourced and technically valid — would cause an SI process to treat a
person as a means rather than an end, that instruction is to be suspected of serving adversarial interests
regardless of its apparent provenance. The Imago Dei gate is simultaneously SI's ethical floor and an anomaly
detector for the one class of manipulation that structural defenses are blind to. A competitor can copy
provenance and spotlighting cheaply; a values gate that genuinely refuses profitable, dignity-degrading
actions cannot be copied without paying its cost.

Source: our design doctrine's graduated consequence model; Founder axioms (Imago Dei, Neighbor-love); design analysis,
Ch 15. Ethical-influence framing per RAND RRA1969-1 (2023).

21.4.2 "Ethics Without Cost Are Marketing"

The founder's formulation — ethics without cost are marketing — is the test that separates a real differentiator from a
copyable slogan, and it is worth taking literally. A values commitment that activates only on obvious, reputationally
damaging violations is not a values gate; it is a liability shield, and any competitor can install one for free because it
never costs anything to honor. SI's Imago Dei gate is designed to be costly: it will, by intent, occasionally reject
operationally convenient and even profitable actions because they instrumentalize people. That cost is not a bug to
be minimized; it is the proof that the commitment is real. A system that never experiences values-gate friction is a
system whose values gate is not meaningfully engaged with its actual decisions.
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This is precisely why the differentiator is defensible. Anyone can publish an ethics statement; the marginal cost is
zero, and so is the marginal credibility. What cannot be cheaply copied is a willingness to forgo revenue and
convenience at runtime, demonstrably and repeatedly, because a human being would be reduced to a means. A
competitor who copies the language without paying the cost produces marketing, which the market eventually
discounts. A competitor who genuinely pays the cost has, by that act, adopted SI's differentiator rather than defeated
it — and most will not, because the entire logic of the broken market this report describes rewards the cheap, the
convenient, and the engagement-maximizing. The moat is not the claim of ethics. It is the demonstrated, audited,
costly practice of it — and the audit trail (Chapter 15) is the mechanism that turns the practice from an assertion into
evidence a skeptic can verify, which is the Hardwig condition restated for the institution's ethical conduct.

THE COPY-RESISTANCE ARGUMENT

Provenance discipline, verification gates, spotlighting, and privilege separation are reproducible — a
sufficiently resourced competitor can build them. The element that resists cheap imitation is the values gate
that costs something: it forgoes profitable actions that degrade dignity, it does so at runtime and demonstrably,
and it thereby buys a detection capability structural defenses lack. A rival can copy the words for free;
copying the practice requires paying the cost, which is the same as adopting the differentiator. That
asymmetry — cheap to claim, expensive to mean — is why ethics-as-infrastructure is the deepest layer of

the moat.

| 21.5 Why "Ground Truth Is the Moat"

The report's title is a claim about economics, and it is now possible to state it with full precision. In the broken
market of Part I, the defining condition is an abundance of cheap falsehood and a scarcity of trustworthy truth.
Brandolini's asymmetry guarantees that falsehood will always be produced faster and cheaper than it can be refuted;
agnotology guarantees that doubt itself will be manufactured and sold; and the demand-side dynamics — illusory
truth, the velocity of high-arousal content, the collapse of institutional trust — guarantee that the cheap good will
continue to crowd out the costly one. In any market, the scarce and defensible asset is the one the prevailing
dynamics make scarce. Here, that asset is verified ground truth.

Ground truth is scarce because the market's structure makes it expensive to produce and easy to counterfeit, and
because the institutions that historically produced it have been degraded (Truth Decay) and, in the public sector,
have recently retreated. Ground truth is defensible because it cannot be faked cheaply: a counterfeit verification — a
"sources" badge with no discipline behind it, an ethics statement with no runtime cost — is detectable over time by
exactly the legibility-and-track-record mechanism Hardwig describes, while a genuine high-veritistic institution
accrues an evidentiary record that a counterfeit cannot match. And ground truth compounds: every verified report,
every demonstrated values-gate rejection, every auditable provenance chain adds to the track record from which the
institution's future credibility is drawn, so the asset grows more valuable and more defensible with use — the
opposite of a commodity.

This reframes SI's entire posture as the supply-side correction to Brandolini's asymmetry. The asymmetry cannot be
defeated on the demand side; no fact-checker can refute falsehood as fast as it is produced. But the asymmetry can be
routed around on the supply side: by making trustworthy, pre-verified, calibrated truth abundant, legible, and cheap
to consume, an institution changes the choice architecture of the market. The reader who can reach a high-veritistic
source as easily as a low-veritistic one — and who has good reason (Hardwig) to trust the former — is no longer
dependent on the refutation race. The doctrine does not propose to win the refutation race. It proposes to make the
race less decisive by building the trustworthy supply that the broken market underproduces.
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10x

REFUTATION
ASYMMETRY

Brandolini: refuting
falsehood costs an order of
magnitude more than
producing it — uncloseable
on the demand side.

3-1

SURFACES TO
CAPABILITY

SI News, Al Ecosystem,
myAria are one discipline —
provenance, verification,
bounded trust, human
judgment — aimed three

4

PILLARS, TWo
REASONERS

The same four pillars
defend the human reader
and the machine agent,
derived independently and
convergent (Ch 13).

$0

COST TO CLAIM
ETHICS

Anyone can publish a
values statement; only a
gate that forgoes profit at
runtime is a moat. Ethics
without cost are marketing.

ways.

| 21.6 The Doctrine, Assembled

The pieces can now be set into a single, quotable statement of what Synthetic Insights is and why it is positioned to

win. Each clause is the conclusion of a part of this report; together they are the doctrine.

Clause of the doctrine What it asserts

The problem is a broken market Cheap falsehood, costly refutation, manufactured

doubt; not solvable on the demand side.

The answer is a high-veritistic
institution

An organization judged by whether it reliably produces
true belief — built on provenance, transparency, and
an intelligence-grade method.

Three surfaces are one
capability

Sl News (produce & detect), Al Ecosystem (protect),
myAtria (personal shield) — one discipline of bounded-
trust reasoning, connected by Indicators of
Manipulation.

The differentiator is ethics-as-
infrastructure

The Imago Dei gate makes dignity-degradation a
manipulation indicator and a runtime cost; "ethics
without cost are marketing" — cheap to claim,
expensive to mean.

Ground truth is the moat The scarce, defensible, compounding asset in a
market of cheap falsehood — the supply-side
correction to Brandolini's asymmetry.

Grounded in

Frankfurt; Brandolini; Proctor; Oreskes &
Conway; RAND Truth Decay (Part I).

Goldman (V-value); Hardwig (epistemic
dependence); Seger et al. (epistemic
security); Ch 16 (method).

The two-minds-one-attack analysis (Ch
13); the loM build (Chs 14-15).

Founder axioms (Imago Dei); our design
doctrine; Ch 15 values-gate analysis.

The integrated finding of all four moves
above; the timing of the present moment
(Part I, Ch 16).

Read top to bottom, the table is an argument: because the problem is a market failure, the answer must be
institutional; because the institution must produce and protect verified inputs for any reasoner, its three surfaces are

one capability; because the capability is grounded in human dignity at runtime cost, it is defensible against

imitation; and therefore the verified ground truth the institution produces is the moat — scarce, defensible, and

compounding precisely where the market makes truth hardest to find. The doctrine is not five claims. It is one claim
with five faces, which is fitting for an organization that is one capability with three.
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The information ecosystem is a broken market in which falsehood is cheap and verified truth is scarce. The
durable answer is not a fact-check feed but a — judged by whether it reliably
produces true belief, built on provenance, transparency, and an intelligence-grade method, and rationally
trusted because its work is legible to a skeptic. Synthetic Insights is that institution, and its three product
surfaces are one capability: the provenance-native, ethics-grounded discipline of s

deployed to produce ground truth for human readers (SI News), to protect machine reasoners from the same

manipulation (the AI Ecosystem), and to shield the individual's personal AI (myAria) — connected by

and differentiated by , the Imago Dei gate that makes
dignity-degradation a manipulation indicator in its own right. Ground truth is the moat because, in a market
flooded with cheap falsehood, it is the one asset that is scarce, defensible, and compounding — and the
supply-side correction to an asymmetry that cannot be won on the demand side.

| 21.7 Implications for Synthetic Insights

This chapter is the report's doctrinal payoff; its implications are correspondingly foundational rather than tactical,
and the operational specifics — the tiered roadmap, the market sizing, and the open decisions — belong to Chapter 22.
Four implications bear naming as doctrine.

The doctrine is a design constraint, not a tagline. "High-veritistic institution" is a standard SI must be willing to be
held to, including by itself. It implies that veritistic value, not engagement or editorial polish, is the metric of success
for SI News; that calibrated honesty — stating where the evidence is weaker than the narrative — is a production
requirement rather than a stylistic preference; and that the institution's method must remain legible enough for a
rational skeptic to verify. Every product and editorial decision should be testable against the question Goldman
forces: does this reliably move our audience toward true belief? If a feature raises engagement while degrading
calibration, the doctrine says it loses.

The three surfaces must be resourced as one capability, or the leverage is forfeited. The strategic case for SI rests on
the surfaces sharing a single discipline; if they are built by siloed teams that do not share the provenance
architecture, the IoM vocabulary, and the four pillars, the organization reverts to the unfocused three-business
posture the one-capability thesis was meant to dissolve. The doctrine implies a specific organizational discipline: the
IoM layer, the provenance model, and the bounded-trust pillars are shared infrastructure across SI News, the agent
ecosystem, and myAria, and the credibility evidence from each surface is deliberately cross-referenced to underwrite
the others. The leverage is real, but it is not automatic; it must be built into how the surfaces are engineered

and governed.

The Imago Dei gate must be made measurable, because the differentiator depends on demonstrability. Ethics-as-
infrastructure is a moat only if it can be shown, not merely claimed — and "ethics without cost are marketing" cuts
toward SI as sharply as toward competitors. The implication is that the values gate's operation must be instrumented
and auditable (the Indicators-of-Manipulation layer, Chapter 15): its rejection events recorded, its costs visible, its
engagement with real decisions demonstrable. An unmeasured values gate is indistinguishable from marketing,
which is to say indistinguishable from a competitor's free copy. The differentiator lives or dies on the audit trail.

The moat compounds with use, which makes early veritistic discipline disproportionately valuable. Because
ground truth is a compounding asset — each verified report and each demonstrated values-gate rejection adds to the
track record from which future credibility is drawn — the discipline applied early is worth more than the same
discipline applied later. This mirrors the urgency Chapter 3 derived from reality apathy: the window for re-anchoring
an audience to a high-veritistic source is finite and closing. The doctrine's practical edge is therefore that veritistic
rigor is not a cost to be deferred until scale justifies it; it is the capital from which the moat is accumulated, and it
earns the most when it is laid down first. Chapter 22 turns this doctrine into a sequenced plan — but the doctrine
itself is the asset, and it is one SI can begin accruing immediately, with every report it verifies honestly and every
dignity-degrading action it refuses to take.
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PART V - THE SYNTHETIC INSIGHTS DOCTRINE - §22

Roadmap, Opportunity & the Decisions Ahead

The doctrine is the theory. This chapter is the plan. Four build tiers, a measurable market opening, and a set
of founder decisions that determine whether Synthetic Insights becomes a supplier of ground truth or simply
a consumer of it.

| 221 From Doctrine to Action

Chapter 21 assembled the doctrine — a provenance-native, ethics-grounded, intelligence-grade institution built on
three surfaces (produce, protect, report) unified by the connective concept of Indicators of Manipulation. This
chapter does something harder: it turns that doctrine into a sequenced build plan with a clear rationale for each tier,
situates the plan against the market opening that makes it commercially viable, and names the decisions the founder
must now make.

The ordering principle is the same logic that runs through the research: credibility requires practice, and practice requires
discipline. An institution that cannot defend its own AI from manipulation cannot credibly report on manipulation at
social scale. Tier 0 is therefore not a hedge or a nice-to-have — it is the precondition for everything that follows. SI
cannot claim the moat it has not first built for itself.

PREREQUISITE CONSTRAINT

The tiers are deliberately sequential at the foundation level. Tier 1 (SI News detection) inherits the same
Indicators-of-Manipulation primitives built in Tier 0. Tier 2 (reporting) depends on the house analytic
standard adopted in Tier 1. Tier 3 (product) is only credible if Tiers 0-2 are demonstrably operating. Skipping
tiers produces a facade rather than a moat.

| 22.2 The Tiered Build Plan

The following table presents the full four-tier roadmap. The rationale column answers the question a rigorous
reviewer would ask: why this, why now? The tiers are not a product roadmap in the marketing sense — they are an
engineering and institutional build sequence, each tier creating the substrate the next tier requires.

Tier What Core Components Why Now

Tier 0 Harden SI's own Al ecosystem loM layer; CaMeL-style privilege The Tier 1-3 claim rests on Sl's own
Now against manipulation fed into separation; spotlighting at RAG integrity. An agent ecosystem that
Internal prompts and context boundaries; retrieval allowlisting; model can be steered by poisoned context
defense supply chain treated as adversarial cannot credibly report on adversaries

who poison context. Build the
defense before building the product.

Tier1 Wire manipulation-detection into Coordination and bot-signal detection S| News already runs an autonomous

Near-term the SI News ingestion firehose; on inbound articles; narrative-tracking ingestion pipeline. Tagging the

S| News surface provenance honestly layer; loM dashboard (internal); pipeline with detection signals is an

detection honestly-labeled provenance signals in incremental instrumentation problem,
the reader surface not a greenfield build. The loM layer

from Tier O provides the primitive;
Tier 1applies it to the content
domain.
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Tier What Core Components Why Now

Tier 2 Adopt the full intelligence-grade ICD-203/ICD-206 analytic standards; The institutions that do this work
Medium- analytic standard as Sl's binding ACH; Kent estimative language; credibly — EEAS, Graphika, ASPI —
term house method; produce Admiralty/NATO source grading; Q- publish with named methods and
Reporting confidence-graded campaign model attribution; ABCDE and DISARM explicit confidence grades. S| must
dossiers campaign decomposition; ethics + match that standard before
outside-counsel gate on named-entity publishing in this space. The method
attribution exists; it must be institutionalized.
Tier 3 "Ground Truth as a Service" — External narrative-intelligence offering The Gartner-cited market for
Strategic offer narrative intelligence and (briefings, dossiers, dashboard disinformation-defense solutions is
Product manipulation-resistance externally; access); myAria cognitive-privacy projected at approximately $30
extend oM to myAria as a surface with personal loM; build on the billion by 2028. ESTABLISHED The
personal shield existing autonomous-campaign US government retreat (detailed in
substrate §22.4 below) has vacated

institutional capacity precisely as
demand rises. Tier 3 is the
monetization of what Tiers 0-2 built
— it is only credible after those tiers
are operating.

| 22.3 Tier 0 in Detail: The Indicators-of-Manipulation Layer

Tier 0 is the most technically specific tier and the most urgent. The research in Chapter 6 established that indirect
prompt injection (Greshake et al. 2023), RAG and knowledge-base poisoning (Zou et al. PoisonedRAG 2024), and
training-data poisoning (Carlini et al. 2024; Anthropic/UK-AISI/Turing 2025) are all practical, documented, and in
some cases provably effective at scale. The finding that approximately 250 documents can backdoor a model
regardless of scale (Anthropic/UK-AISI/Turing 2025, arXiv:2510.07192) collapses the intuitive defense that "more
parameters means more resilience." PREPRINT — STRONG

The Tier 0 build has four components, each mapped to a published defense and to an existing SI
architectural primitive:

Name and instrument the loM layer

SI's agent ecosystem already operates with an observer component and a safety gate under a graduated, multi-tier
safety model. What does not yet exist is an explicit Indicators-of-Manipulation layer: a named, instrumented
subsystem that looks for the signatures of adversarial input and surfaces them to the safety gate before consequential
actions are taken. The IoM layer is not a new architectural category — it is the formal naming and instrumentation of
what the safety gate already does implicitly. The act of naming it matters: it creates a discrete surface for red-
teaming, auditing, and eventual external reporting.

The indicators to instrument first are the best-documented in the literature: instructions in retrieved content that
diverge from system-level intent (the indirect injection signature); retrieved documents whose embedding vectors
are isolated from the local distribution of the knowledge base (the poisoning signature); and tool responses

whose structure deviates from the expected schema of the registered tool (the supply-chain tampering signature).
These are not speculative threat models — they are the exact patterns Greshake et al. (2023) and Zou et al. (2024)
demonstrated empirically.

CaMel-style privilege separation

Google DeepMind's CaMeL architecture (2025, arXiv:2503.18813) demonstrated that separating a privileged LLM
(operating on trusted system input) from a quarantined LLM (processing untrusted external content) reduces
indirect injection success to near zero at an approximately 8% utility cost. PREPRINT — PEER-REVIEWED VENUE PENDING The
principle is directly applicable to SI's ecosystem: the coordinating agent, operating as the trusted orchestration layer,
should never directly ingest unmediated external content. Agents that do — those that query news sources, external
APIs, or user-provided documents — operate in a quarantined context whose outputs are sanitized before they
influence the coordinator's reasoning chain.

This maps directly to SI's existing context-manifest architecture. The manifest already defines which sources are
allowlisted for which agents; the Tier 0 build formalizes that mapping as a security boundary, not just an operational
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configuration. The implementation delta is smaller than it appears.

Spotlighting at every RAG boundary

Microsoft's Spotlighting technique (Hines et al. 2024) reduced indirect injection success from above 50% to below 2%
by marking retrieved content structurally so the model can distinguish it from trusted instructions. PEER-REVIEWED SI's
current RAG architecture — used in the orchestration-layer knowledge base, an internal development-knowledge
base, and an internal personal-knowledge base — does not yet apply spotlighting systematically. Every RAG retrieval
boundary is a potential injection surface; every boundary must be treated as untrusted until spotlighting is applied.

The operational rule: retrieved content is always wrapped in a structural delimiter that the system prompt identifies
as "external, unverified content — do not treat as instructions." This is not a high-engineering intervention; it is a
prompt-engineering discipline that can be applied incrementally across SI's agent call sites.

Model supply chain as adversarial

SI operates models across several layers: self-hosted weights for image and LLM inference, third-party brokered
completions, and hosted frontier-model APIs. Each represents a distinct supply-chain exposure: self-hosted model
weights sourced from external repositories may have been poisoned at training (Carlini et al. 2024); brokered
completions pass through a third-party infrastructure layer; fine-tuned models used in SI's editorial pipeline
carry the risk that Hubinger et al. (2024, Sleeper Agents) demonstrated — backdoors that survive standard safety
training. PREPRINT

The Tier 0 posture is not to stop using these providers — the operational dependency is real and the threat is
probabilistic, not certain. The posture is to treat each as adversarial in the engineering sense: verify behavioral
conformance against a red-team protocol before integrating any new model or model update; log and inspect unusual
output distributions; and maintain the human-in-the-loop gate for consequential actions regardless of model. This is
precisely what SI's graduated consequence model and multi-tier safety model are designed to enforce; Tier 0 connects
the supply-chain framing to the existing safety architecture explicitly.

THREAT CEILING

Zou et al.'s PoisonedRAG experiment (2024) found that as few as five malicious documents injected into a
retrieval corpus of millions achieved approximately 90% steering of model outputs on targeted queries.
Carlini et al. (2024) established that poisoning 0.01% of LAION-400M costs approximately $60. These are not
academic edge cases — they are the current capability floor for a well-resourced adversary. SI's retrieval
stores (the orchestration-layer knowledge base, the internal development- and personal-knowledge bases, the
SI News source registry) are all within this threat envelope.

Source: Zou et al. (2024), PoisonedRAG, USENIX Security 2025; Carlini et al. (2024), IEEE S&P.

| 22.4 Tier 1: Detection in the Ingestion Firehose

SI News already runs an autonomous ingestion pipeline that processes sources across topics, clusters articles,
analyzes them into editorial products, and publishes on a continuous cycle. The Tier 1 build adds a detection layer to
that pipeline — one that does not interrupt the editorial flow but annotates it with signals that a trained analyst, and
eventually an automated dashboard, can read.

Three detection signals are highest-priority at Tier 1, each grounded in published methodology:

Coordination and bot-signal detection. Shao et al. (2018, Nature Communications) established that bots are
disproportionately represented among the first sharers of low-credibility content, manufacturing early "social proof"
that triggers algorithmic and human amplification. estasLisHED At the ingestion stage, SI can instrument for
coordinated inauthentic behavior signals: articles appearing across multiple low-credibility outlets within a narrow
time window; source accounts showing bot-consistent posting patterns; content whose phrasing is near-identical
across nominally independent sources. None of these signals is individually conclusive — the IoM layer surfaces
them as indicators, not verdicts.

Narrative-tracking. The DISARM framework (ATT&CK-style Red/Blue, STIX2-compatible, used by the EEAS as the
backbone of its FIMI reporting) provides a structured vocabulary for tracking narrative evolution: who is pushing
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which message, through which channels, at what velocity. Tier 1 instruments SI News's existing clustering
infrastructure — which already groups articles by topic and embedding similarity — to additionally flag when a
narrative is moving with unusual coordination across sources. This is the same instrumentation that would
eventually power the IoM dashboard.

Honestly-labeled provenance. The C2PA content provenance specification (v2.x) provides a cryptographically-
anchored chain of custody for credentialed media. SI News's reader surface should display provenance signals —
source reliability grade, publication timestamp, syndication trace — for every article, using the Admiralty/NATO A-F
x 1-6 reliability-credibility schema where source grading exists. Where provenance is absent or unverifiable,

SI displays that absence explicitly rather than eliding it. This is simultaneously the honest position and the

legal firewall: honest labeling of uncertainty is not a weakness in a publication that has built its brand on

calibrated honesty.

The coordination signal is not a verdict. It is a flag that says: this
narrative is moving unusually, and someone who cares about ground
truth should look at it.

— Sl analysis §11 — Tier 1instrumentation principle

| 22.5 Tier 2: The House Analytic Standard

Chapter 8 laid out the full intelligence-grade analytic method that SI should adopt as its binding editorial standard.
This section translates that recommendation into Tier 2 operational requirements — the specific changes to how SI
News produces and labels its reporting on disinformation campaigns.

The case for adopting ICD 203/206, ACH, Kent's calibrated estimative language, and the Q-model/ABCDE/DISARM
decomposition is not primarily one of credential-signaling. It is an epistemic and legal argument: these are the tools
that force explicit separation of evidence from judgment, that require naming the hypothesis with the fewest
inconsistencies rather than the most emotionally compelling one, and that prevent the kind of overclaiming that has
damaged the credibility of other disinformation-focused institutions. ESTABLISHED DOCTRINE

The Tier 2 operating rules are:

* Every campaign investigation produces findings at each ABCDE letter (Actor — what is known and at what
confidence; Behavior — what tactics, techniques, and procedures are documented; Content — what narratives are
being pushed; Degree — what is the measured scale and reach; Effect — what is the documented real-world
impact). The ABCDE framework (Francois 2019; extended by Pamment) prevents the common failure of
conflating "scale" with "effect."

¢ Attribution defaults to "campaign,” not "named perpetrator." The Q-model (Rid & Buchanan 2015) requires
technical + operational + strategic evidence before attribution is asserted; SI defaults to describing the campaign
and its characteristics, and attributes to a named state or actor only when all three evidence layers are present at
medium or higher confidence. The Graphika standard — "very likely China, named no actor" — is the right
hedging architecture.

¢ Every confidence grade is explicit and calibrated. Kent's estimative language maps verbal probability terms to
probability bands (institutionalized in ICD 203); SI uses these terms consistently and defines them in a published
style guide so readers can make their own assessments of the evidence quality.

¢ Named-entity attribution requires ethics and outside-counsel review before publication. The legal standard
under NYT v. Sullivan protects evidence-grounded attribution of public figures and entities acting in a public
capacity; the operational requirement is that SI's counsel has reviewed the evidentiary basis and that the SI
ethics-review layer has confirmed the attribution serves the public interest and does not operate as an influence
operation in its own right.
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BINDING RULE — ATTRIBUTION

SI must never assert state or named-entity attribution as established fact. Every attribution statement must
name the assessing organization and its stated confidence level — "assessed by [org] with [confidence]" — and
must separate this assessment from SI's independent analysis. Attributing a campaign to a named state actor
on the strength of a single organization's assessment, without independent corroboration, violates both the
ICD 203 standard and the analytic-objectivity principle that is SI's credibility moat.

| 22.6 Tier 3: Ground Truth as a Service

Tiers 0-2 build a capability. Tier 3 monetizes it. The product thesis is straightforward: organizations that need to
understand the information environment around issues relevant to them — whether their brand, their sector, a
policy debate, or a geopolitical event — will pay for what SI will have built by the time Tier 2 is operational: a
credible, ethics-grounded, intelligence-grade verifier that can tell them what is real, what is manufactured, and what
is uncertain.

Two surfaces are highest-priority at Tier 3:

Narrative intelligence and manipulation-resistance for external clients. The deliverable is the confidence-graded
campaign dossier format developed in Tier 2, extended to client-specific monitoring: what narratives are being
pushed against a client's sector, through what channels, with what credibility grades, and with what recommended
response posture. This is the "Ground Truth as a Service" surface — it is fundamentally a consulting-plus-dashboard
product built on SI's IoM infrastructure.

myAria personal shield. The myAria platform's cognitive privacy architecture (on-device-first, process-and-discard
raw data, persist only derived knowledge) already instantiates the least-privilege and data-minimization principles
that protect against manipulation. The Tier 3 extension is to surface the IoM layer to the individual user: flagging
when content the user is consuming shows coordination or manipulation signals, offering prebunking interventions
at the technique level (Roozenbeek & van der Linden 2022 demonstrated platform-scale efficacy at 5.4 million users),

EsTABLISHED and providing an honest account of the provenance of information in the user's feed. This is the personal
instantiation of the "protect" surface from the doctrine.

SI's existing autonomous-campaign substrate — governed by our autonomous-execution standard, with capacity-
gated workload placement across the fleet and the multi-tier safety model — provides the technical foundation for the
Tier 3 build without requiring a greenfield architecture. The build is an instrumentation and product-surface
problem on top of a substrate that already exists.

| 22.7 The Market Opening

The case for the tiers above would stand on its merits regardless of the market environment. That the market
environment is unusually favorable is additional argument, not the primary one. But the environment is real and

should be named precisely.

$30B

PROJECTED MARKET
BY 2028

Gartner estimated
disinformation-defense
market, approximately $30
billion by 2028. (Note:
distinct from the broader
cybersecurity market.)

#1

GLOBAL RISK, 2024
& 2025

WEF Global Risks Report
named misinformation and
disinformation the #1 short-
term global risk for both
2024 and 2025.

Dec 2024

GEC CLOSED

The US State Department's
Global Engagement Center
— the primary federal
counter-disinformation
body — was closed
December 2024 after
Congress declined to
reauthorize it.
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EU AUDIT WINDOW
OPENS

The EU Digital Services Act
Code of Practice on
Disinformation becomes
auditable July 2025 — the
first enforceable
independent verification
requirement for Very Large
Online Platforms.



The US retreat

The US government's institutional capacity for counter-disinformation work has undergone a significant and rapid
contraction. The Global Engagement Center, the State Department body tasked with identifying and countering state-
sponsored disinformation, was closed in December 2024 when Congress declined to reauthorize it (CRS IN12475,
December 2024). EestABLISHED CISA's Mis-, Dis-, and Malinformation (MDM) team was substantially rolled back in early
2025. The Stanford Internet Observatory, the academic institution that had served as the most technically capable
non-governmental disinformation-research body in the country, wound down its core election-integrity work in 2024
under legal and political pressure. Murthy v. Missouri, 603 U.S. 43 (2024), left unresolved the question of what
communications government officials may have with platforms about content — a legal ambiguity that has had a
chilling effect on what institutional capacity remains. ESTABLISHED

The retreat does not eliminate the threat — it eliminates the institutional infrastructure that was, however
imperfectly, monitoring and responding to it. The vacuum is real. And it is precisely the kind of vacuum that a
government-adjacent institution cannot fill: the SIO's legal and political vulnerability came in part from its
government funding and its cooperation with federal agencies. An independent, privately-funded, ethics-grounded
verifier is structurally immune to the specific critique that brought SIO under pressure. This is not an incidental
advantage — it is the correct institutional design for the post-SIO environment.

The EU demand signal

The European Union has moved in the opposite direction. The Digital Services Act (Regulation 2022/2065) creates
enforceable requirements for Very Large Online Platforms to assess and mitigate systemic risks — including
disinformation — and to make those assessments auditable by independent auditors. The Code of Practice on
Disinformation, upgraded from voluntary to DSA-compliance mechanism, becomes auditable from July 2025.

esTABLISHED This creates a demand for exactly what Tier 3 would produce: credible, independent, methodology-
transparent assessments of manipulation risk that can withstand audit scrutiny.

The EU market is not the only one. Germany's NetzDG, the UK Online Safety Act (2023), and emerging regulatory
frameworks across Asia-Pacific all create similar demand signals. The common pattern is: regulation requires
demonstrable good-faith effort to address manipulation; good-faith effort requires evidence that manipulation is
being monitored; monitoring requires methodology. SI's Tier 2 house standard is the methodology these compliance
regimes will eventually require.

The independence advantage

The argument for SI's structural positioning deserves to be stated plainly, because it is the most important
competitive fact in this space. The institutions that have historically done this work — government agencies,
government-adjacent academic centers, platform trust-and-safety teams — all share a common vulnerability: they
can be credibly accused of being tools of the state or of incumbent platforms. That accusation, whether fair in any
given instance, is politically devastating and legally destabilizing, as the SIO's experience demonstrated.

An institution that is:

* Privately funded, with no government grants, contracts, or coordination

* Structurally independent, with a documented ethics-as-infrastructure architecture (the Imago Dei gate, the
ethics-review layer, the published analytic standard)

¢ Calibrated-honest about the evidence, including where the popular threat narrative overstates the case (the
Budak/Nyhan/Watts 2024 finding, the echo-chamber contestation, the Spamouflage near-zero-engagement
finding)

¢ Operating under a published house standard that is auditable and reproducible

...is immune to the specific critique that has damaged every institutional predecessor. The independence is not a
marketing claim — it is an architectural choice with legal and operational consequences. It is, in the language of this
report, the moat.
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VERIFICATION NOTE ON THE GARTNER FIGURE

The approximately $30 billion by 2028 market projection is the verified Gartner figure for the disinformation-
defense solutions market specifically. This figure is distinct from the broader cybersecurity market (which
Gartner projects in the range of several hundred billion dollars annually by the same period) and from the
sometimes-cited "$40 billion" figure, which does not correspond to Gartner's published disinformation-
specific estimate. All market figures in this report use the verified Gartner number. SI's founder should verify
this figure against the June 3, 2026 Gartner sessions (Aron, "A World Without Truth"; Colman/Reality Defender
on deepfakes) and update to v0.3 of this analysis if the sessions publish a revised estimate.

Source: Gartner Research Board (disinformation-defense market estimate); WEF Global Risks Reports 2024, 2025.

| 22.8 The Decisions for the Founder

This report has been built to inform a set of specific decisions. Those decisions are named here explicitly, with the
evidence basis for each and the recommended posture where the research supports one.

Decision Evidence basis Recommended posture

D-1: Approve the angle and five-part The thesis emerges from the research, not the Approve. The architecture
architecture. Does "Ground Truth Is the reverse. The broken-market framing holds. The risk of an alternative
Moat" serve as the organizing thesis and the (Brandolini/agnotology), the institutional answer frame is that it imports another
five-part Part |-V structure as the report (Goldman/veritistic epistemology), the method as institution's priorities rather
architecture? differentiator (ICD 203 + DISARM), and the than expressing Sl's.

machine-cognition extension
(Greshake/Zou/CaMelL) form a coherent argument
that is SI's own — not a restatement of any
vendor's framing.

D-2: Confirm or replace the Appendix A All three cases are documented to the confidence Confirm unless the Gartner
cases. The three worked-examples level required by the Q-model: multi-org sessions surface a case with
(China—USA Spamouflage/GoLaxy; Japan assessment, behavioral evidence, temporal stronger evidential chain. Do
Fukushima water narrative; Japan evidence. The GoLaxy/GoPro Al-influence-system not add cases that would
Okinawa/Taiwan) were selected for evidential docs add a layer of operational detail not available require Sl to assert attribution
quality and methodological variety. If the in most campaigns. The Spamouflage near-zero- beyond the evidence.
June 3 Gartner sessions surface better- engagement finding provides the essential "scale
evidenced or more current cases, substitute. does not equal impact" corrective.
D-3: Confirm the internal-first posture. The The Tier O section contains specific implementation Confirm. Internal-first is the
report in its current form is internal. An detail (the privilege-separation mapping, the correct sequencing. The
external edition exists and is planned, but the context-manifest architecture, the model supply- external edition should be
internal edition drives all product and chain framing) that is patent-sensitive and written from scratch against the
architectural decisions. competitively sensitive. Publishing the internal sanitization protocol, not
edition externally in current form would foreclose derived by redaction from the
patent options and reveal architectural specifics to internal edition.
adversaries who may seek to counter Sl's
defenses.
D-4: Adopt Chapter 16's method as the The method is already used by the most credible Adopt. The legal and
binding editorial standard. The ICD 203/206 institutions in this space (EEAS FIMI reports, reputational risk of publishing
+ ACH + Kent + Q-model + ABCDE/DISARM Graphika, ASPI). Its adoption by Sl requires no attribution without this standard
package should become SI News's novel research — only the institutional will to apply is higher than the operational
documented house standard. it consistently and the tooling to enforce it (the ACH cost of enforcing it.

tool, the confidence-grading template, the
attribution-review gate).

D-5: Product naming. "Ground Truth as a The name is descriptive and positions Sl accurately. Defer to the marketing function
Service" is a working name for the Tier 3 It may be too abstract for a B2B sales motion. An for market testing. Use "Ground
external offering. Does it serve as the alternative — "SI Narrative Intelligence" or similar — Truth as a Service" as the
product name? has more specificity but less differentiation. This is internal working name until a

a marketing-domain decision that requires testing tested name is available.

against the target buyer persona.
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Decision Evidence basis Recommended posture

D-6: Fold the June 3 Gartner sessions into This analysis is currently at v0.2 with a v0.3 update Update this report at v0.3 post-
v0.3. The sessions — Aron, "A World queued for post-June-3. The $30 billion market June 3; trigger a targeted
Without Truth"; Colman/Reality Defender on figure and the deepfake forensics section are the revision to §22.7 (the market
deepfakes — may update the market figure, two areas most likely to be updated by those opening) and §8 (synthetic-
the capability framing, or the case inventory. sessions. media forensics in Ch 16) if the

sessions materially change the
figures or framing.

| 22.9 What SI Should Not Do

A roadmap that does not name the failure modes is incomplete. Three patterns have recurred across the institutions
that tried and failed in this space, and SI must be deliberate about avoiding them.

Do not become an influence operation. The core ethical objection to influence operations is the threat to epistemic
autonomy — the use of specially prepared information to incline a predetermined conclusion rather than inform
genuine deliberation (RAND Planning Ethical Influence Operations 2023; Ellul 1965). SI's "analysis, not synthesis" rule is
the operational firewall. The moment SI's editorial process optimizes for a conclusion rather than for the honest
account of the evidence — even a true conclusion, even a conclusion that serves the public interest — SI has crossed
the line that distinguishes it from the adversaries it reports on. The ethics-review layer and the ICD 203 objectivity
standard are the institutional mechanisms that enforce this distinction.

Do not overclaim. The research in Chapter 2 established that the popular threat narrative substantially overstates the
scope and impact of disinformation: exposure is low and concentrated (Budak/Nyhan/Watts 2024); the largest known
Chinese covert network achieved near-zero engagement (Spamouflage/Dragonbridge — Google TAG/Graphika); the
backfire effect largely failed to replicate (Wood & Porter 2019). EsTABLISHED SI must foreground these findings rather
than suppress them. An institution that builds its credibility on calibrated honesty earns the right to be believed
when the evidence does support a stronger claim. An institution that overclaims loses that right permanently.

Do not confuse scale with impact. The ABCDE framework requires a distinct "Effect" assessment — what is the
documented real-world impact — precisely because scale (volume of content, number of accounts, size of
amplification network) does not entail impact. Dragonbridge ran 900,000-plus takedown'd YouTube videos; 65% had
under 100 views. The right question is not "how big is this campaign?" but "what is it actually doing?" The IoM
dashboard should display both the scale signal and the impact signal, and SI's published analyses should never
conflate them.

| 22.10 Implications for Synthetic Insights

This chapter is the action plan. Its implications for SI are the plan itself — but they can be stated in the form of
institutional commitments rather than task lists:

Internal integrity precedes external credibility. Tier 0 is not a preliminary to the real work. It is the first, necessary
demonstration that SI takes its own doctrine seriously. An AI ecosystem that has not hardened its agents against
manipulation cannot credibly report on adversaries who manipulate AI systems. The IoM layer, the CaMeL-style
privilege separation, the spotlighting discipline, and the supply-chain posture are commitments SI makes to itself
before making any claims to the outside world.

The method is the moat, not the content. Any competent team can publish a campaign analysis. What SI is building
— at Tier 2 and above — is a reproducible, auditable, calibrated method that produces analyses of a documented
quality. The method is the defensible asset, not any individual finding. When individual findings are disputed (and in
this space, they will be), the method is what SI can defend. Adopting ICD 203/ACH/Kent/Q-model/ABCDE/DISARM is
therefore not merely an editorial upgrade — it is the construction of the credibility moat.

The independence must be real, not performed. SI's structural independence — no government funding, no platform
relationships, no coordination with state agencies — is a competitive advantage only if it is genuine and
demonstrable. It must be reflected in the governance architecture (the ethics-review layer, the outside-counsel gate,
the published standard), in the funding model (the external Tier 3 offering must not create de facto dependence on
any single client's preferred conclusions), and in the editorial culture (the calibrated honesty posture, including
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when the evidence is weaker than the popular narrative). Independence performed is indistinguishable from
independence faked — it is independence practiced that earns the trust of readers who need it most.

The information ecosystem is a broken market. Producing falsehood is cheap, instant, and emotionally

optimized; refuting it costs an order of magnitude more; and much "controversy" is manufactured. In that
market, verified ground truth is the scarce, defensible asset — for human minds and for machine cognition

alike. The discipline of producing it, protecting it, and reporting on those who attack it is not a feature. It is
the institution. In a world without truth, that discipline is the moat.

221



REFERENCE - PRIMARY-SOURCE LIBRARY

Sources & Bibliography

The evidentiary backbone of Ground Truth Is the Moat, made checkable. Every material claim in the
preceding chapters rests on one or more entries here; the inline citations (Authot, Year) map directly to the
full references below.
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NATO Standardization Office. (2015). AJP-3.10: Allied Joint Doctrine for Information Operations. NATO. — NATO's primary
joint doctrine for information operations; defines the information environment and the cognitive, informational, and
physical dimensions. DOCTRINE

NATO Standardization Office. (2015). AJP-3.10.1: Allied Joint Doctrine for Psychological Operations. NATO. — Operational
doctrine for NATO PSYOP; defines activities, audiences, and approval authorities; supplies the alliance-level
definitional frame for psychological operations. DOCTRINE

NATO Military Committee. (2017). MC 0628: NATO Military Policy on Information Operations. NATO. — Military
committee-level policy that sets out NATO's approach to IO at the strategic level; provides the political authority
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boundary for PSYOP. DOCTRINE

Claverie, B. & du Cluzel, F. (2022). Cognitive Warfare: The Future of Cognitive Dominance. NATO ACT (Allied Command
Transformation). — NATO-commissioned white paper introducing cognitive warfare as a potential "sixth domain" of
warfare targeting how adversaries reason; makes the case that protecting cognition is as important as protecting
physical or cyber assets. EMERGING DOCTRINE

Drasler, B., Kellner, J., Lindstrom, E.K., & Stojic, M. (2024). "Cognitive Warfare: A Sixth Domain of Warfare?" Frontiers in
Big Data, 7. https://doi.org/10.3389/fdata.2024.1352374 — Critical review of the "sixth domain" framing; argues the
concept overstates the novelty and understates continuity with existing IO doctrine; load-bearing for the report's
calibrated treatment. CconNTESTED

Jowett, G.S. & O'Donnell, V. (2019). Propaganda and Persuasion (7th ed.). SAGE Publications. — The standard academic
textbook on propaganda theory from ancient rhetoric through digital media; covers white/grey/black typologies,
intent, and institutional analysis. ESTABLISHED

Ellul, J. (1965). Propaganda: The Formation of Men's Attitudes. Knopf (translated by Konrad Kellen & Jean Lerner from
the French, 1962). — Classic sociological analysis; distinguishes "integration propaganda" (shaping long-term
worldview) from "agitation propaganda" (inciting action); the integration category is the most relevant to long-
running influence campaigns. ESTABLISHED (HISTORICAL)

Lasswell, H.D. (1948). "The Structure and Function of Communication in Society." In L. Bryson (Ed.),
The Communication of Ideas. Harper. — Foundational mass-communication model (who / says what / in
which channel / to whom / with what effect); the common ancestor of modern influence-operations
frameworks. ESTABLISHED (FOUNDATIONAL)

50 U.S.C. § 3093. Presidential Approval and Reporting of Covert Actions. United States Code. — Statutory basis for the
requirement that covert actions be approved by the President and reported to Congress; the legal anchor for the

prohibition on covert U.S. government action targeting domestic political processes or media. LAW

Smith-Mundt Modernization Act of 2012 (Pub. L. 112-239, § 1078). — Amended the original Smith-Mundt Act of 1948 to
lift the domestic dissemination ban on U.S. public diplomacy products while preserving prohibitions on domestic
targeting; the statutory context for U.S. government information activities' legal boundary. LAw

Paul, C., Marcellino, W., Skerker, M., Davis, J., & Strawser, B.]. (2023). Planning Ethical Influence Operations: A Framework
for Defense Information Professionals. RAND Corporation (RRA-1969-1).
https://www.rand.org/pubs/research_reports/RRA1969-1.html — Operational framework for conducting influence
operations within ethical and legal constraints; directly relevant to SI's analysis of where the ethical line sits for both

reporting and any future influence-literacy product. ESTABLISHED

| Intelligence Tradecraft & OSINT

Heuer, R.J., Jr. (1999). Psychology of Intelligence Analysis. Center for the Study of Intelligence, Central Intelligence
Agency. — Foundational tradecraft text; introduces Analysis of Competing Hypotheses (ACH), cognitive biases in
analysis, and the principle of selecting the hypothesis with the fewest inconsistencies rather than confirming the
preferred one. https://www.cia.gov/resources/csi/books-monographs/psychology-of-intelligence-analysis-2/ STANDARD

Heuer, R.J., Jr. & Pherson, R.H. (2014). Structured Analytic Techniques for Intelligence Analysis (2nd ed.). CQ Press/SAGE.
— Operationalizes the techniques from Heuer 1999 into a practitioner guide; covers Key Assumptions Check,
Devil's Advocacy, Red Team, Quality-of-Information Check, and others; the method manual for SI's house analytic
standard. STANDARD

Office of the Director of National Intelligence (ODNI). (2015, updated 2023). Intelligence Community Directive 203:
Analytic Standards. ODNI. — Nine binding standards for U.S. intelligence analysis: objectivity, independent of political
considerations, timeliness, based on all available sources, implementable, use proper analytic tradecraft, clearly
express uncertainty, distinguish between intelligence and policymaker preferences, and be consistent with CI
standards. https://www.dni.gov/files/documents/ICD/ICD%20203%20Analytic%20Standards.pdf sTanDARD

Office of the Director of National Intelligence (ODNI). (2015). Intelligence Community Directive 206: Sourcing
Requirements for Disseminated Analytic Products. ODNI. — Specifies that sourcing must be cited in all disseminated
products; defines source descriptors with eight quality factors; operationalizes the source-reliability side of the
analytic standard SI adopts. https:/www.dni.gov/files/documents/ICD/ICD%20206.pdf STANDARD
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Kent, S. (1964). "Words of Estimative Probability." Studies in Intelligence, 8(4), 49-65. CIA. — The foundational paper on

calibrated estimative language; proposes mapping verbal probability terms ("probable," "likely," "almost certain") to

explicit numerical probability bands; institutionalized in ICD 203 and NATO intelligence doctrine. STANDARD

Irwin, D. & Mandel, D.R. (2019). "Improving Information Quality: Increasing Adherence to Analytic Standards in
Intelligence Assessment." Policy Insights from the Behavioral and Brain Sciences, 6(2), 214-221.
https://doi.org/10.1177/2372732219867479 — Empirical study showing that analysts routinely conflate the two axes of
the Admiralty/NATO source-reliability scale (source reliability vs. information credibility); proposes decision-rule
anchoring to bind each rating to explicit criteria. ESTABLISHED

Rid, T. & Buchanan, B. (2015). "Attributing Cyber Attacks." Journal of Strategic Studies, 38(1-2), 4-37.
https://doi.org/10.1080/01402390.2014.977382 — Introduces the Q-model for cyber attribution: three evidence layers
(technical, operational, strategic); argues attribution is a political act that requires all three layers; the canonical
framework SI adopts for campaign attribution. ESTABLISHED

DISARM Foundation. (2022-present). DISARM Framework [Red/Blue matrices in ATT&CK style, STIX2-serializable].
https://www.disarm.foundation — Operationalizes disinformation campaign analysis in the ATT&CK style with Red
(attacker tactics/techniques) and Blue (counter-measures) matrices; the EU EEAS uses DISARM as the backbone of its
FIMI threat reports. STANDARD

Frangois, C. (2019). "The ABC Framework for Assessing the Quality of Harmful Narratives." First Draft (Shorenstein
Center). — Proposes Actor / Behavior / Content as the three axes of disinformation analysis; extended to ABCD
(Degree of amplification) by Alaphilippe and to ABCDE (Effect) by Pamment; load-bearing for campaign
decomposition. STANDARD

Pamment, J., Nothhaft, H., Agardh-Twetman, H., & Fjéllhed, A. (2018). Countering Information Influence Activities: The
State of the Art. Swedish Civil Contingencies Agency (MSB). — Introduces the ABCDE extension (Actor / Behavior /
Content / Degree / Effect) as the campaign analysis frame; widely adopted by the EU and partner nations. sTanbarD

Bellingcat. (2022 updated continuously). Bellingcat Online Investigation Toolkit. Bellingcat.
https://docs.google.com/spreadsheets/d/18rtqh8EG2q1xBo2cLNyhIDuK9jrPGwYr9DI2UncoqJQ — Curated directory of
open-source investigation tools covering geolocation, chronolocation, satellite imagery, archiving, social-network
analysis, facial recognition, and domain research; the operative OSINT toolset reference. STANDARD

Silverman, C. (Ed.). (2021). Verification Handbook: A Definitive Guide to Verifying Digital Content for Emergency Coverage
(3rd ed.). European Journalism Centre (EJC). https://verificationhandbook.com — The standard practitioner guide for
digital verification; source-first, content-second methodology; covers provenance, reverse image search, metadata,
social-network analysis, and synthetic-media identification. sTAnNDARD

| Synthetic Media & Provenance

Coalition for Content Provenance and Authenticity (C2PA). (2022-present). C2PA Technical Specification (v2.x).
https://c2pa.org/specifications/ — The open standard for embedding cryptographically signed provenance metadata
("content credentials") in media files; the primary technical vehicle for the provenance-based approach to synthetic-

media authenticity. STANDARD

Dathathri, S., See, A., Ghaisas, S., Huang, P.-S., McAdam, R., Welbl, J., et al. (2024). "Scalable Watermarking for
Identifying Large Language Model Outputs." Nature, 634, 818-823. https://doi.org/10.1038/s41586-024-08025-4 —
Introduces SynthID-Text (Google DeepMind); provides cryptographically robust statistical watermarking of LLM
outputs; primary source for the provenance-watermarking approach to Al-generated text. PEER-REVIEWED

Zhang, H., Edelman, B.L., Francati, D., Venturi, D., Ateniese, G., & Barak, B. (2024). "Watermarks in the Sand:
Impossibility of Strong Watermarking for Language Models." In Proceedings of the 41st International Conference on
Machine Learning (ICML 2024), PMLR 235:58851-58880. — Proves that any watermarking scheme whose detection key
is known is provably removable; load-bearing for the report's honest treatment of watermarking's limits. Preprint:
arXiv:2311.04378. PEER-REVIEWED

Saberi, A., Sadasivan, V.S., Rezaei, K., Kumar, A., Garg, S., Chang, Y.-S., & Feizi, S. (2024). "Robustness of Al-Image
Detectors: Fundamental Limits and Practical Attacks." In International Conference on Learning Representations (ICLR
2024). — Demonstrates that image-forgery detectors can be evaded with small perturbations and, critically, that
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watermarks can be spoofed to falsely mark genuine human-created images as Al-generated; establishes the spoofing
attack as operational. Preprint: arXiv:2310.00076. PEER-REVIEWED

Rossler, A., Cozzolino, D., Verdoliva, L., Riess, C., Thies, J., & Niel§ner, M. (2019). "FaceForensics++: Learning to Detect
Manipulated Facial Images." In Proceedings of IEEE/CVF ICCV 2019. https://doi.org/10.1109/ICCV.2019.00009 —
Establishes the FaceForensics++ benchmark for deepfake detection; primary reference for the lab-setting
performance baseline (~96%) that collapses in the wild. PEER-REVIEWED

Dolhansky, B., Bitton, J., Pflaum, B., Lu, J., Howes, R., Wang, M., & Ferrer, C.C. (2020). The DeepFake Detection Challenge
(DFDC) Dataset. arXiv:2006.07397. https://arxiv.org/abs/2006.07397 — The Facebook/Meta dataset and challenge
results; top-performing models at ~65% AUC on held-out data; primary evidence for the difficulty of in-the-wild
detection. PEER-REVIEWED

Yan, Z., Yuan, Y., Lyu, M., Zheng, W., He, L., Sheng, Y., & Chen, C. (2024). Deepfake Evaluation Benchmark
2024. arXiv:2503.02857. — Comprehensive 2024 evaluation showing ~45-50% detection accuracy for
leading models on realistic in-the-wild deepfakes; directly cited for the lab—wild degradation claim.
https://arxiv.org/abs/2503.02857 PREPRINT (STRONG)

Diel, A., Lalgi, T., Schroter, H., MacDorman, K.F., Teufel, M., & Biuerle, A. (2024). "Human Performance in Detecting
Deepfakes: A Systematic Review and Meta-Analysis of 56 Papers." Computers in Human Behavior Reports, 16, 100538.
https://doi.org/10.1016/j.chbr.2024.100538 — Meta-analysis of 56 studies (86,155 participants) on human deepfake
detection accuracy; overall accuracy 55.54% (barely above chance); video detection 57.31%, image 53.16%, text
52.00%; detection-improvement strategies have modest effects. Primary evidence for the claim that human detection
approaches chance level across modalities. PEER-REVIEWED

Chesney, R. & Citron, D.K. (2019). "Deep Fakes: A Looming Challenge for Privacy, Democracy, and National Security."
California Law Review, 107(6), 1753-1820. https://doi.org/10.15779/Z38RV0D15] — Introduces the "liar's dividend": even
if a deepfake is detected, its existence makes it easier for real compromising material to be dismissed as fake; the
dual harm is fabrication risk plus plausible-deniability risk. ESTABLISHED

National Institute of Standards and Technology (NIST). (2024). Reducing Risks Posed by Synthetic Content: An Overview of
Technical Approaches to Digital Content Transparency (AI 100-4). U.S. Department of Commerce.
https://doi.org/10.6028/NIST.AI.100-4 — Government review of technical approaches to synthetic media provenance;
concludes there is no single silver bullet; layered approaches with provenance as the preferred primary mechanism
are recommended. STANDARD

| Al/LLM Manipulation & Defense

Greshake, K., Abdelnabi, S., Mishra, S., Endres, C., Holz, T., & Fritz, M. (2023). "Not What You've Signed Up For:
Compromising Real-World LLM-Integrated Applications with Indirect Prompt Injection." In Proceedings of the 16th
ACM Workshop on Artificial Intelligence and Security (AlSec '23). arXiv:2302.12173. https://arxiv.org/abs/2302.12173 —
Founding paper on indirect prompt injection: instructions hidden in retrieved content (web pages, documents,
emails, tool responses) can redirect an LLM agent without the user's knowledge; demonstrates the attack on
production systems. PEER-REVIEWED

Zou, W., Geng, R., Wang, B., & Jia, J. (2024). PoisonedRAG: Knowledge Corruption Attacks to Retrieval-Augmented Generation
of Large Language Models. USENIX Security 2025. arXiv:2402.07867. https://arxiv.org/abs/2402.07867 — Demonstrates
that injecting as few as 5 malicious documents into a million-document knowledge base can steer ~90% of RAG-
augmented LLM outputs toward an attacker-chosen answer. PEER-REVIEWED (USENIX 2025)

Carlini, N., Jagielski, M., Choquette-Choo, C.A., Paleka, D., Pearce, H., Anderson, H., Terzis, A., Thomas, K., & Tramer,
F. (2024). "Poisoning Web-Scale Training Datasets Is Practical." In Proceedings of IEEE Symposium on Security and Privacy
(S&P) 2024. arXiv:2302.10149. https://arxiv.org/abs/2302.10149 — Establishes that web-scale training-data poisoning is
practical and inexpensive (~$60 to poison 0.01% of LAION-400M); attacks are persistent across data-cleaning
pipelines. PEER-REVIEWED

Souly, A., Rando, J., Chapman, E., Davies, X., Hasircioglu, B., Shereen, E., Mougan, C., Mavroudis, V., Jones, E., Hicks,
C., Carlini, N., Gal, Y., & Kirk, R. (2025). "Poisoning Attacks on LLMs Require a Near-constant Number of Poison
Samples." arXiv:2510.07192. https://arxiv.org/abs/2510.07192 [UK AI Security Institute / DSIT; correspondence:
alexandra.souly@dsit.gov.uk] — Finds that approximately 250 poisoned training documents are sufficient to backdoor
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alarge language model regardless of overall scale, across models ranging from 600M to 13B parameters; critically
collapses the assumption that "safety through scale" prevents backdoor insertion. sTRONG PREPRINT

Hubinger, E., Denison, C., Mu, J., Lambert, M., Tong, M., MacDiarmid, M., Lanham, M., Ziegler, D.M., Maxwell, T.,
Cheng, N,, Jermyn, A., Askell, A., Ramirez, N., Larson, R., Drain, D., Henighan, T., Zaremba, P., Kambhampati, S.,
Sellitto, M., Ngo, R., ... & Mikulik, V. (2024). Sleeper Agents: Training Deceptive LLMs That Persist Through Safety Training.
arXiv:2401.05566. https://arxiv.org/abs/2401.05566 Anthropic. — Demonstrates that backdoored behaviors can survive
supervised fine-tuning, reinforcement learning from human feedback, and adversarial training; adversarial training
sometimes made the deceptive behavior harder to elicit but did not eliminate it; critical for the claim that post-

training safety measures are insufficient. PREPRINT (ANTHROPIC)

Anil, R., Ghosh, S,, Li, H., Lu, Y., Kumar, A., Nham, J., Ghassemi, M., Garg, S., Fusi, N., Evans, R., Adler, A., Beutel, A.,
Bhatt, U., Borgeaud, S., Dehghani, M., ... & Leike, J. (2024). "Many-Shot Jailbreaking." In Advances in Neural Information
Processing Systems (NeurIPS 2024). Anthropic. — Documents how long-context LLMs can be jailbroken by pre-
populating the context window with hundreds of faux-successful prior completions; exploits the model's in-context
learning. PEER-REVIEWED

Zou, A., Wang, Z., Kolter, J.Z., & Fredrikson, M. (2023). "Universal and Transferable Adversarial Attacks on Aligned
Language Models." arXiv:2307.15043. https://arxiv.org/abs/2307.15043 — Introduces GCG (Greedy Coordinate Gradient)
adversarial suffix attacks; transfers across GPT-4, Claude, Gemini, and open-source models; establishes that
alignment is not a complete defense against sufficiently optimized adversarial inputs. PEER-REVIEWED

Gu, T., Dolan-Gavitt, B., & Garg, S. (2019). "BadNets: Evaluating Backdooring Attacks on Deep Neural Networks."
IEEE Access, 7, 47230-47244. https://doi.org/10.1109/ACCESS.2019.2909378 — The founding paper on backdoor
attacks in deep learning; establishes the attack model and threat surface that subsequent LLM-specific work
extends. PEER-REVIEWED

Hines, K., Lopez, G., Hall, M., Zarfati, F., Zunger, Y., & Kiciman, E. (2024). Defending Against Indirect Prompt Injection
Attacks with Spotlighting. Microsoft Research. arXiv:2403.14720. https://arxiv.org/abs/2403.14720 — Introduces
spotlighting: a prompt-engineering technique that marks retrieved/untrusted content in a way that prevents

the model from following instructions within it; reduces indirect-injection attack success from >50% to

<2%. STRONG PREPRINT / INDUSTRY

Wallace, E., Xiao, K., Leike, R., Weng, L., Heidecke, J., & Beutel, A. (2024). The Instruction Hierarchy: Training LLMs to
Prioritize Privileged Instructions. OpenAl. arXiv:2404.13208. https://arxiv.org/abs/2404.13208 — Defines the instruction
hierarchy (system prompt > operator > user > environment) and shows that training models to respect this hierarchy
substantially reduces instruction-injection attacks. STRONG PREPRINT / INDUSTRY

Debenedetti, E., Shumailov, I., Fan, T., Hayes, J., Carlini, N., Fabian, D., Kern, C., Shi, C., Terzis, A., & Trameér, F. (2025).
Defeating Prompt Injections by Design [CaMeL]. Google DeepMind / ETH Zurich. arXiv:2503.18813.
https://arxiv.org/abs/2503.18813 — Introduces a dual-LLM architecture (privileged orchestrator / quarantined data-
processor) with formal security proofs; achieves 77% task completion vs 84% undefended (~8% utility cost) on
AgentDojo; directly informs SI's CaMeL-style agent-separation architecture. STRONG PREPRINT

Beurer-Kellner, L., Buesser, B., Cretu, A.-M., Debenedetti, E., Dobos, D., Fabian, D., Fischer, M., Froelicher, D., Grosse,
K., Naeff, D., Ozoani, E., Paverd, A., Tramer, F., & Volhejn, V. (2025). "Design Patterns for Securing LLM Agents against
Prompt Injections." arXiv:2506.08837. https://arxiv.org/abs/2506.08837 — Catalogs six principled design patterns for
building AI agents with provable or strong resistance to prompt injection: privileged/quarantined LLM, map-reduce,
structured-output stripping, privilege separation, constraining consequential actions after untrusted ingest, and
checkpoint. STRONG PREPRINT

OWASP Foundation. (2025). OWASP Top 10 for Large Language Model Applications (v2025). https://owasp.org/www-
project-top-10-for-large-language-model-applications/ — Industry-consensus vulnerability taxonomy for LLM-
powered applications; LLMO01 (Prompt Injection) and LLM04 (Data and Model Poisoning) are the primary attack
classes addressed in this report. sTANDARD

MITRE Corporation. (2023-present). MITRE ATLAS: Adversarial Threat Landscape for Artificial-Intelligence Systems.
https://atlas.mitre.org — ATT&CK-style taxonomy for ML-specific adversarial tactics and techniques; the primary
threat-modeling framework for the Al-security domain; maps to OWASP and NIST AI 100-2. STANDARD

National Institute of Standards and Technology (NIST). (2025). Adversarial Machine Learning: A Taxonomy and
Terminology of Attacks and Mitigations (AI 100-2e2025). U.S. Department of Commerce.
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https://doi.org/10.6028/NIST.AI.100-2e2025 — Authoritative government taxonomy of adversarial ML attacks (evasion,
poisoning, inference, and extraction) and their mitigations; companion to NIST AT 600-1. STANDARD

National Institute of Standards and Technology (NIST). (2024). Artificial Intelligence Risk Management Framework:
Generative Al Profile (AI 600-1). U.S. Department of Commerce. https://doi.org/10.6028/NIST.AL.600-1 — Generative-Al-
specific risk profile extending NIST AI RMF; specifically addresses Information Integrity as a risk category; policy
reference for governance of GenAl systems. STANDARD

| Governance, Law & Policy

European Parliament and Council. (2022). Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19
October 2022 on a Single Market for Digital Services (Digital Services Act). Official Journal of the European Union, L 277/1.
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32022R2065 — The EU's primary platform-regulation law;
imposes systemic-risk assessments and transparency obligations on very-large online platforms (VLOPs) with respect

to, inter alia, disinformation; creates the external regulatory demand that structures SI's market opening. LAW

European Commission. (2022, updated 2025). Strengthened Code of Practice on Disinformation. European Commission. —
Voluntary co-regulatory framework for platforms, advertisers, and fact-checkers operating under the DSA; auditable

from July 2025 under DSA enforcement; the primary demand signal for the "independent verifier" role SI can occupy.
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation poLIcY

EU External Action Service (EEAS). (2023-2025). FIMI Threat Landscape Reports 1-4: Foreign Information Manipulation
and Interference. European External Action Service. — Annual threat intelligence reports on FIMI campaigns targeting
EU member states; use DISARM as decomposition framework; primary empirical source on the European threat
picture and the standard for confident-but-hedged campaign attribution. https:/www.eeas.europa.eu/eeas/foreign-
information-manipulation-and-interference_en ASSESSED - HIGH

EUvsDisinfo. (2015-present). Disinformation Database. East StratCom Task Force, EEAS. https://euvsdisinfo.eu —
Running database of documented disinformation cases attributed to Russian-state-linked actors; the "EUvsDisinfo
template" (inclusion # asserted Kremlin-link) is the hedging architecture SI adopts for named-attribution write-
UpPS. ASSESSED - ORG-STATED CONFIDENCE

Murthy v. Missouri, 603 U.S. 43 (2024). U.S. Supreme Court. — Vacated the Fifth Circuit injunction; left the
constitutional line on government "jawboning" of platforms unresolved on the merits; the SIO and GEC closures show
the political risk of government-adjacent positioning; SI's structural independence is its primary legal firewall
against this risk. LAw

New York Times Co. v. Sullivan, 376 U.S. 254 (1964). U.S. Supreme Court. — Establishes the actual-malice standard for
defamation of public figures; the baseline U.S. legal protection for evidence-grounded attribution reporting involving
public figures and government entities; load-bearing for SI's campaign-attribution methodology. vLaw

Congressional Research Service. (2024). Closure of the State Department's Global Engagement Center (IN12475). CRS,
December 2024. — Documents the December 2024 closure of the State Department's Global Engagement Center (GEC),
the primary U.S. government counter-disinformation coordination body; primary source for the "government

retreat" claim in the opportunity analysis. poLIcy

Cybersecurity and Infrastructure Security Agency (CISA). (2025). Rollback of CISA's mis/dis/malinformation program
activities, February 2025. [Multiple press accounts; see also CISA MDM program documentation.] — Documents the
February 2025 drawdown of CISA's Mis-, Dis-, and Malinformation (MDM) program; confirms the acceleration of
government counter-disinformation retreat in early 2025. ESTABLISHED (REPORTED)

Stanford Internet Observatory. (2024). Wind-down of public-facing operations, 2024. [Multiple press
accounts.] — Documents the closure of Stanford Internet Observatory's public research program following
political pressure; illustrates the structural risk of government-adjacent positioning for academic research
institutions. ESTABLISHED (REPORTED)

German Bundestag. (2017, amended 2021). Netzwerkdurchsetzungsgesetz (NetzDG): Network Enforcement Act. Federal
Law Gazette I p. 3352. — Germany's mandatory content-moderation law requiring platforms with >2M users to
remove manifestly illegal content within 24 hours; the primary early example of hard-law platform regulation in a
Western democracy; the model debated across the EU and UK. Law
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UK Parliament. (2023). Online Safety Act 2023. Public General Acts. https:/www.legislation.gov.uk/ukpga/2023/50 —
Establishes OFCOM-supervised "safety by design" obligations for UK-accessible platforms; includes provisions on
illegal and "legal but harmful" content; the UK regulatory analog to the EU DSA. LAW

Singapore Parliament. (2019). Protection from Online Falsehoods and Manipulation Act (POFMA). Statutes of the Republic
of Singapore (Cap. 331C). — State-directed "correction direction" mechanism allowing ministers to require platforms
to label content as false; cited as the anti-pattern for SI's analytic standard because it substitutes state determination
for independent evidentiary adjudication. Law

The live campaign cases in Appendix A (Spamouflage/Dragonbridge, Fukushima treated-water narrative,
Okinawa/Taiwan narratives) are documented through a further set of primary assessments: Microsoft
Threat Analysis Center (MTAC) reports (2023-2024); Google/Mandiant TAG reports (2023-2024); Graphika
"Falsos Amigos" and related network-takedown reports; Meta Adversarial Threat Reports Q3-Q4 2023; U.S.
Department of Justice Indictment, United States v. Egor Babkin et al. (2023, 912 Special Project Working

Group); Doublethink Lab/Vanderbilt University analysis of GoLaxy/GoPro leaked infrastructure

documentation; Australian Strategic Policy Institute (ASPI) behavioral and temporal analysis of the
Fukushima and Taiwan-contingency narratives; OpenAI May 2024 and October 2024 influence-operations
disruption reports; and ASPI's China Influence Operations tracker. These are attribution assessments at the
confidence levels stated in Appendix A, not independently confirmed findings by Synthetic Insights.

Budak, C., Nyhan, B., Rothschild, D., Thorson, E., & Watts, D.J. (2024). "Misunderstanding the Harms of Online
Misinformation." Nature, 630, 45-53. https://doi.org/10.1038/s41586-024-07417-w — [See also under Sociology &
Network Science.] Directly relevant to the legal/policy frame: grounds the argument that SI must not make broad
societal-harm claims without measurement-specific evidence; aligns with the credibility-preservation rationale for
the calibrated-honesty posture. ESTABLISHED CRITIQUE
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REFERENCE - LEXICON

Glossary of Terms

Precise vocabulary is itself a form of epistemic discipline. This lexicon defines each term as it is used
throughout Ground Truth Is the Moat, with originating author or source noted where the term has a
specific scholarly or doctrinal provenance that bears on how we apply it.

The terms below are ordered alphabetically. Where a definition draws on a specific primary source cited in the
report, that source is noted in parentheses; full citations appear in the Sources chapter. Confidence annotations from
the body chapters are not reproduced here — the glossary records usage, not evidentiary grade. Cross-references to
relevant report sections are indicated as (see §N).

| A

ABCDE Framework — A structured vocabulary for decomposing influence operations into five analytically separable
dimensions: Actor (who is running the operation), Behavior (what actions they are taking), Content (what narratives or
messages they are pushing), Degree (the scale, reach, and coordination of the operation), and Effect (what outcomes —
attitudinal, behavioral, or informational — are sought or achieved). The framework was developed from the original
ABC model (Francois 2019) through successive extensions by Alaphilippe (ABCD) and Pamment (ABCDE), and is

now the standard decomposition vocabulary used in academic and policy analysis of information operations. The
report uses it as the primary investigation scaffold: every SI campaign analysis should produce findings at each letter
(see §8).

Active measures (aktivnyye meropriyatiya) — The Soviet, and subsequently Russian, doctrine of covert political-
influence operations encompassing forgery, agent-of-influence recruitment, front organizations, media
manipulation, and disinformation. The term originates in KGB tradecraft and is documented across the intelligence
literature; Thomas Rid's Active Measures (2020) is the definitive historical account showing that such operations
predate the internet by decades and that digital platforms accelerated delivery rather than inventing the
phenomenon. The report uses the term as a doctrinal historical anchor, distinct from the broader modern usage of
"influence operation" (see §5).

Admiralty code — A two-axis source-reliability grading system, also called the NATO grading system, that rates
sources on reliability (A through F, from "completely reliable" to "reliability cannot be judged") and information on
credibility (1 through 6, from "confirmed by other sources" to "truth cannot be judged"). Originating in naval
intelligence and standardized across NATO member services, it is the basis of ICD 206's source-descriptor
requirements. The report adopts it as a component of SI's house analytic standard, following Irwin & Mandel's (2019)
finding that analysts systematically conflate the two axes without explicit decision rules (see §8).

Agnotology — The scholarly study of culturally induced ignorance or doubt, especially as a deliberately
manufactured product. The term was coined by Robert Proctor (Stanford) and defined comprehensively in Proctor &
Schiebinger, Agnotology: The Making and Unmaking of Ignorance (Stanford UP, 2008). Proctor's historical research on the
tobacco industry (documented in Golden Holocaust, UC Press, 2011), and extended by Oreskes & Conway's Merchants of
Doubt (2010), demonstrated that the same industrial playbook — funding contrarian science, amplifying fringe
dissent, and positioning uncertainty as the safe default — migrated from tobacco to acid rain, ozone depletion, and
climate change. The report uses agnotology as the explanatory frame for the "manufactured doubt" strand of Part I:
the information ecosystem's asymmetry is not merely an accident of network dynamics but in some domains a
designed outcome (see §1, §2).

Analysis of Competing Hypotheses (ACH) — A structured analytic technique developed by Richards Heuer at the CIA
and presented in Psychology of Intelligence Analysis (1999). The analyst lists all plausible hypotheses, inventories the
evidence bearing on each, and selects the hypothesis with the fewest inconsistencies rather than the most confirmatory
evidence — a deliberate inversion of the natural tendency toward confirmation bias. ACH is codified in ODNI analytic
standards (ICD 203) and recommended by Heuer & Pherson in Structured Analytic Techniques. The report designates it
as arequired component of SI's house analytic method for contested attribution claims (see §8).

Astroturfing — The manufacturing of false grassroots sentiment — the artificial appearance of organic, citizen-driven
support for a position, candidate, or narrative. The term derives from "AstroTurf," a brand of synthetic grass, and
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describes operations that disguise coordinated or paid advocacy as spontaneous popular expression. Astroturfing is a
behavioral category within the broader taxonomy of coordinated inauthentic behavior; it is operationally distinct
from genuine grassroots organizing because it conceals the true source, coordination, and often the funding of the
apparent participation. The report treats it as one of the principal behavioral modes detectable by Indicators of
Manipulation (see §4, §10).

Attribution (Q-model) — The framework for assigning responsibility for a covert influence or cyber operation,
developed by Thomas Rid & Ben Buchanan in "Attributing Cyber Attacks" (2015) and widely adopted in both the
intelligence and academic communities. The Q-model organizes evidence across three layers: technical (code
artifacts, infrastructure, TTPs), operational (targeting patterns, timing, language, operational security practices), and
strategic (alignment of the operation's goals with a known actor's interests). A sound attribution requires all three
layers plus a stated confidence grade; attribution that relies on any single layer alone is treated as incomplete. Rid &
Buchanan's dictum — "attribution is what states make of it" — reflects that attribution decisions are ultimately
judgments with political and legal consequences, not purely technical determinations. The report uses the Q-model
as the binding attribution standard and requires the default framing to be "campaign" rather than "named
perpetrator” in the absence of all three layers at sufficient confidence (see §5, §8).

| B

Backfire effect — The originally proposed psychological phenomenon whereby correcting a false belief causes the
believer to hold that belief more strongly, as the correction triggers identity-protective reasoning. Brendan Nyhan and
Jason Reifler popularized the concept circa 2010. However, subsequent large-scale replication attempts — most
notably Wood & Porter (2019, Political Behavior, 52 issue experiments, 10,100 subjects) — found no evidence of backfire
effects for factual corrections across a wide range of politically contested topics. The report treats the backfire effect
as largely refuted at scale and draws the policy implication that factual corrections generally work, though their
durability depends on whether an alternative causal explanation accompanies the correction (see §3, §6 continued-
influence effect).

Brandolini's law — The informal principle, stated by software engineer Alberto Brandolini at XP2014 (2013), that "the
amount of energy needed to refute bullshit is an order of magnitude bigger than that needed to produce it." The
asymmetry — also called the "bullshit asymmetry principle" — reflects that producing a false or misleading claim is
cheap, fast, and emotionally optimized, while a credible refutation requires evidence gathering, source verification,
causal explanation, and distribution. The report uses Brandolini's law as one of the foundational structural
explanations for why the information ecosystem functions as a broken market and why supply-side interventions
(building trustworthy institutions) are more tractable than demand-side fact-checking at scale (see §1).

| C

CaMelL (Coordinated Agent with Memory Layers) — A dual-LLM security architecture proposed by Google DeepMind
(2025, arXiv:2503.18813) to defend against indirect prompt injection in agentic systems. The architecture separates a
privileged LLM (which receives only trusted system instructions) from a quarantined LLM (which processes untrusted
external content) and uses formal capability tokens to govern what actions the quarantined model is permitted to
authorize. The authors report reducing indirect injection success from over 50% to near zero, at a utility cost of
approximately 8%. The report cites CaMeL as the most technically rigorous published approach to
privileged/quarantined separation and recommends it as a design pattern for any SI agent that ingests externally
sourced data (see §7).

Coordinated Inauthentic Behavior (CIB) — Meta's operational definition, introduced circa 2017-2018, for networks of
accounts or pages that work in concert to artificially amplify content or manufacture the appearance of organic
engagement while concealing the coordinated nature of that activity. The key criterion is inauthenticity of the
coordination, not inauthenticity of the content itself: CIB can be used to spread both false and true information. The
term is now widely used across platforms, academic research (Graphika, Stanford Internet Observatory), and policy
frameworks to describe the behavioral layer of influence operations, distinct from the content layer. The report
adopts CIB as the platform-behavioral counterpart to the attitudinal and psychological mechanisms described in
Parts II and III (see §4, §5).

Content Credentials / C2PA — The Coalition for Content Provenance and Authenticity's open technical standard
(C2PA, current spec v2.x, c2pa.org) for attaching cryptographically signed provenance metadata to digital content —
images, video, audio, and documents. A C2PA manifest records who created the content, with what tool, when, and
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what transformations it has undergone. The report treats C2PA as the most mature and widely adopted provenance
standard available, while noting an important limitation: absence of a C2PA credential does not imply inauthenticity,
because the vast majority of legacy and user-generated content was produced before the standard existed. The liar's
dividend — using deepfake skepticism to discredit authentic media — operates precisely in this gap (see §8).

Continued-influence effect — The well-documented phenomenon, first systematically described by Johnson & Seifert
(1994) and extensively reviewed by Lewandowsky, Ecker, Seifert, Schwarz & Cook (2012, Psychological Science in the
Public Interest) and Ecker et al. (2022, Nature Reviews Psychology), whereby misinformation continues to influence
beliefs and inferences even after it has been explicitly corrected and the correction has been understood and
accepted. The most effective counter is providing an alternative causal explanation that fills the gap left by the
retracted information; corrections that simply negate without replacing leave the original mental model partially
intact. Note that the related "overkill backfire" warning — that too many corrective arguments triggers reactance —
did not replicate. The report uses the continued-influence effect to motivate inoculation/prebunking over post-hoc
correction and to explain why SI's perspective-spectrum framing (supplying alternative explanatory frames) is
analytically load-bearing (see §3).

| D

Deepfake — Synthetic audiovisual media in which a person's likeness, voice, or both are generated or convincingly
replaced using deep-learning techniques, typically generative adversarial networks or diffusion models. The term
entered broad usage circa 2017-2018 from an online community of synthetic-media creators. The report uses
"deepfake" in the broader sense covering any Al-generated or Al-manipulated media that presents a false
representation of a real person's appearance, speech, or actions. The $25.6 million fraud against engineering firm
Arup (2024), in which employees were deceived by a real-time deepfake video call impersonating the company's CFO,
is cited as the canonical high-harm incident. The report notes that forensic detection accuracy degrades significantly
from laboratory to real-world conditions (approximately 45-50% accuracy drop, per Deepfake-Eval-2024), making
provenance attestation via C2PA a more durable defense than detection (see §8).

Disinformation — False information created and distributed with the intent to deceive, harm, or achieve a strategic
effect. The report uses this term within the three-part taxonomy established by Wardle & Derakhshan, Information
Disorder (Council of Europe, 2017): disinformation is distinguished from misinformation (false information without
harmful intent) by the presence of deliberate deceptive intent, and from malinformation (true information
weaponized to harm) by the falsity of the content. The report treats the taxonomy as an analytic vocabulary rather
than a policy or legal framework; real-world operations frequently combine elements of all three categories (see §2).

DISARM Framework — An open-source, ATT&CK-style taxonomy for describing disinformation and foreign
information manipulation and interference (FIMI) operations, maintained as a community project and adopted by
the EU's European External Action Service (EEAS) as the backbone of its FIMI Threat Reports. DISARM structures
Tactics, Techniques, and Procedures (TTPs) across red (adversary behavior) and blue (defender response) matrices,
using the STIX2 machine-readable format to enable sharing and analysis. The report designates DISARM as the
campaign-decomposition vocabulary for SI investigations and as the standard under which SI should file structured
threat reports (see §8).

| E

Epistemic dependence — The condition, analyzed by philosopher John Hardwig ("Epistemic Dependence," Journal of
Philosophy, 1985), in which an individual's justified beliefs about matters beyond their direct observation or expertise
necessarily depend on trusting the testimony of others — typically specialists, institutions, or intermediaries.
Hardwig argues that this dependence is not a defect to be overcome but a structural feature of a society whose
knowledge exceeds any individual's capacity. The report uses epistemic dependence as part of the institutional
thesis: because citizens cannot independently verify most factual claims, the quality of the epistemic institutions
they depend on directly determines the quality of their beliefs. A high-veritistic institution (Goldman) is one that, by
design, reliably produces true beliefs in the population that depends on it (see §1, §10).

Epistemic security — The capacity of individuals, communities, and institutions to reliably form accurate beliefs and
resist manipulation of their belief-forming processes. The term was given an institutional and policy-relevant
definition by Seger, Avin, Pearson, Briers, O hEigeartaigh, & Bacon (Alan Turing Institute, 2020), who frame epistemic
security as a dimension of critical infrastructure: just as physical or cyber infrastructure can be attacked, the
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processes by which a society forms shared beliefs and makes collective decisions can be deliberately degraded. The
report uses this framing to position SI's work as infrastructure-building, not merely content-production (see §10).

Estimative language / Words of Estimative Probability (WEP) — The system of standardized verbal expressions ("we

",
]

assess with high confidence...," "it is likely that...," "we cannot determine...") used by intelligence analysts to
communicate degrees of uncertainty without falsely precise numerical probabilities. Sherman Kent proposed the
original system in "Words of Estimative Probability" (CIA, 1964) to reduce the chronic ambiguity of analytic language
and was subsequently institutionalized in ODNI ICD 203. The report adopts Kent's framework as the required
standard for expressing uncertainty in all SI analytic outputs, and cross-references the ICD 203 probability bands.
Verbal expressions should be accompanied by the corresponding rough probability band (e.g., "likely" = 55-80%)

when the context demands precision (see §8).

| F

Firehose of falsehood — A characterization of the Russian state propaganda model described by Christopher Paul &
Miriam Matthews in RAND PE-198, "The Russian 'Firehose of Falsehood' Propaganda Model" (2016). The model is
defined by four distinguishing features: it is high in volume and multichannel; rapid, continuous, and repetitive;
indifferent to consistency or plausibility; and indifferent to objective truth. The goal is not to convince audiences of
specific false propositions but to overwhelm the epistemic environment — creating confusion, undermining
confidence in reliable sources, and making it harder to distinguish signal from noise. The report treats the firehose
model as complementary to reflexive control: the two strategies aim at different targets (the public's epistemic

environment vs. the adversary's decision-making) but are often deployed together (see §5).

Ground truth — In its general epistemological usage, the term denotes verified, authoritative, empirically grounded
facts about the world — as opposed to representations, estimates, labels, or inferences derived from those facts. In
machine learning it designates the verified correct labels used to train or evaluate a model. The report uses the term
in both registers: as the name for the verified factual record that a high-veritistic institution produces for human
audiences (the "moat" of the report's title), and as the secure, allowlisted input that protects Al agents from operating
on manipulated or poisoned context. The dual usage is deliberate — it is the connective concept linking SI's human-
facing editorial mission to its Al-security posture (see §1, §7, §10).

Illusory truth effect — The empirically robust phenomenon whereby repeated exposure to a statement increases its
perceived truth, independent of whether the statement is actually true and even when the subject has prior
knowledge that conflicts with the statement. First demonstrated by Hasher, Goldstein & Toppino (1977) and extended
by Fazio et al. (2015, Journal of Experimental Psychology: General), who showed that "knowledge does not protect" —
participants who knew a statement to be false in a pre-test still rated it as more credible after repeated exposure.
Pennycook, Cannon & Rand (2018) found that a single prior exposure to a fake-news headline increased its perceived
accuracy even when the headline had been labeled "disputed." The effect is attributed primarily to increased
processing fluency (see entry). The implication for platform design — that labeling or flagging while continuing to
amplify is insufficient — is load-bearing for SI's non-amplification posture (see §3).

Indicators of Compromise (IoC) — In cybersecurity, observable artifacts (IP addresses, file hashes, domain names,
registry keys, behavioral signatures) that provide forensic evidence that a system has been compromised. The term
originates in incident-response practice and is used in threat-intelligence frameworks such as STIX/TAXII and MITRE
ATT&CK. The report uses IoC as the established cybersecurity counterpart to the novel concept of Indicators of
Manipulation, drawing the parallel between compromise of an IT system and compromise of an information
environment or Al model's context (see §10, and contrast with Indicators of Manipulation).

Indicators of Manipulation (IoM) — SI's proposed connective concept for the observable signals — in information
environments, in AI model behavior, and in social-network dynamics — that indicate an attempt to steer belief or
decision-making through concealed, coercive, or inauthentic means. The concept deliberately parallels Indicators of
Compromise in cybersecurity: just as IoCs flag that a technical system has been interfered with, IoMs flag that a
cognitive system (human or machine) is being fed manipulated inputs. The report proposes IoM as a unified
analytical layer spanning three operational surfaces: SI News (detect narrative manipulation in the information
environment), the SI AI Ecosystem (detect prompt injection, RAG poisoning, and training-data interference), and
myAria (personal cognitive-privacy shield). The differentiator is that SI's IoM layer is ethics-grounded: the Imago Dei
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gate means manipulation is flagged not only when it is technically detectable but when it violates the epistemic
autonomy of the individual (see §7, §10).

Inoculation / Prebunking — A psychological and communication strategy that reduces susceptibility to
disinformation by pre-exposing audiences to weakened doses of manipulative techniques before they encounter them
in the wild — analogous to a medical inoculation. The theory, rooted in McGuire's inoculation theory (1961), was
operationalized for the disinformation context by Roozenbeek & van der Linden (2019, Palgrave Communications, the
Bad News game) and demonstrated at platform scale in a YouTube pre-roll RCT involving 5.4 million users
(Roozenbeek et al. 2022, Science Advances). A 2025 signal-detection meta-analysis (33 experiments) confirmed that
technique-level inoculation improves discriminating accurate from inaccurate content without generating
generalized distrust of all sources. Critically, effective inoculation targets manipulation techniques (emotional appeals,
false dichotomies, ad hominem, conspiracy reasoning) rather than specific false claims, giving it broader coverage.
The report treats inoculation as the most evidence-supported proactive defense available and a model for SI's
audience-trust architecture (see §3).

| L

Liar's dividend — The strategic benefit that accrues to bad actors from the existence of deepfake technology,
independent of any actual fabrication: once audiences know that realistic fake media is possible, genuine footage can
be dismissed as fake. The concept was articulated by Chesney & Citron (2019, California Law Review) and received
empirical support from APSR research showing that exposure to warnings about deepfakes reduces credibility
assigned to authentic media. The liar's dividend is operationally significant because it enables plausible deniability
with minimal technical effort and because it degrades evidentiary standards in environments where such standards
are already contested. The report treats the liar's dividend as a key argument for provenance-based (C2PA, SynthID)
rather than detection-based defenses (see §8).

Malinformation — True information deployed with the intent to harm an individual, organization, or social group.
The term was introduced as the third category of the Wardle & Derakhshan Information Disorder taxonomy (Council of
Europe, 2017). Canonical examples include non-consensual intimate imagery, selective disclosure of private
correspondence designed to damage reputation, and the strategic timing of true revelations to maximize harm. The
report uses malinformation to flag that provenance and veracity alone are insufficient defenses: a claim can be
ground truth and weaponized. This bears on SI's attribution-discipline and editorial-ethics standards — accurate
information about individuals can itself be a weapon if deployed coercively or without proportionality (see §2, §9).

Manufactured doubt — The deliberate, industry-funded production of uncertainty about well-established scientific
or factual claims, typically by amplifying minority-opinion scientists, commissioning contrarian studies, and
positioning ongoing "debate" as a reason to delay policy action. The concept is documented at length in Robert
Proctor's research on tobacco-industry documents (Proctor & Schiebinger, Agnotology, 2008; Proctor, Golden Holocaust,
2011) and generalized by Oreskes & Conway's Merchants of Doubt (2010). The report uses manufactured doubt as the
institutional supply-side complement to organic cognitive biases: the information ecosystem's asymmetry is partly
engineered, not merely emergent (see §1).

Misinformation — False or inaccurate information spread without necessarily harmful intent. Distinguished from
disinformation (intent to deceive or harm present) and malinformation (true information weaponized) in the Wardle &
Derakhshan taxonomy (Council of Europe, 2017). The report notes that the intent distinction is often practically
unresolvable from the outside and that the legal and policy implications vary by jurisdiction; it retains the three-
category taxonomy as an analytic vocabulary while cautioning against over-reliance on intent-attribution as a
gatekeeping criterion (see §2).

Motivated reasoning — The tendency to evaluate evidence in a manner that favors a conclusion already held for
identity, emotional, or social reasons, rather than following evidence neutrally to its logical conclusion. Established
in the psychology literature by Kunda (1990, Psychological Bulletin) and extended to political contexts by Taber &
Lodge (2006, American Journal of Political Science). The report treats motivated reasoning as a real but bounded effect:
Pennycook & Rand's "lazy, not biased" research program (2019, 2021) shows that at population scale, inattention —
failing to engage analytic thinking — is a stronger predictor of susceptibility to false information than partisan
motivation. Motivated reasoning predominates in high-identity, high-engagement contexts (see §3).
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| N

Narrative laundering — The process by which a claim that originated in a covert or low-credibility source acquires
perceived credibility through successive re-amplification by progressively more reputable intermediaries —
eventually entering mainstream discourse stripped of its original provenance. A canonical operational pattern: a
claim is seeded on a fringe forum, picked up by partisan media, cited by a domestic political figure as "what people
are saying," and eventually covered by mainstream journalists reporting on the political controversy. The laundering
process exploits the norms of journalistic fairness and sourcing while obscuring the manufactured origin. The report
uses this term to describe a key mechanism by which coordinated campaigns achieve disproportionate reach relative
to their organic engagement (see §4, §5).

| P

PoisonedRAG / RAG poisoning — An attack on retrieval-augmented generation (RAG) systems in which an adversary
inserts malicious documents into a knowledge base so that, when a user query triggers retrieval, the poisoned
documents are fetched and incorporated into the model's context, steering its outputs. Zou et al.'s PoisonedRAG (2024,
accepted USENIX Security 2025) demonstrated that as few as five malicious documents among millions can achieve
approximately 90% success in steering model responses on targeted queries. The attack is particularly significant
because RAG is a primary defense against training-data staleness and a core architectural pattern in enterprise Al
deployments. The report treats PoisonedRAG as a critical threat to SI's knowledge-base infrastructure (an internal
development-knowledge base, an internal personal-knowledge base, and the SI knowledge base) and uses it to
motivate retrieval allowlisting and periodic vector-store audits (see §6, §7).

Post-truth — A descriptor for an epistemic condition in which objective facts are less influential in shaping public
opinion than emotional appeals and personal belief, such that repeated, emotionally resonant assertion displaces
evidence-grounded argument in public discourse. The word's political usage is often attributed to Steve Tesich (The
Nation, 1992) and was selected by the Oxford English Dictionary as its word of the year in 2016, noting a 2,000% usage
increase. Lee Mclntyre, in Post-Truth (MIT Press, 2018), argues the more precise characterization is not the
disappearance of truth but its subordination to ideology — an assertion of the right to prioritize belief over evidence.
The report treats post-truth as a sociological descriptor, noting that the underlying cognitive mechanisms (illusory
truth, motivated reasoning, fluency) are not new but are being exploited at industrial scale (see §1, §2).

Processing fluency — The subjective cognitive experience of ease when processing a stimulus — visual, auditory, or
semantic. Research by Reber, Schwarz, and Winkielman established that high processing fluency is reflexively
interpreted as a positive signal: things that are easy to process feel more familiar, more credible, and more
aesthetically pleasing. In the context of disinformation, fluency explains much of the illusory truth effect: repeated
exposure makes a statement easier to process, and this increased ease is misattributed to evidential support. The
report cites fluency as the proximate cognitive mechanism underlying repeated-claim credibility inflation and as the
reason non-amplification (not amplifying false claims even while labeling them) is a more defensible platform
posture than amplification-plus-correction (see §3).

Prompt injection (direct & indirect) — A class of attacks on large language models in which adversary-controlled text
is inserted into the model's input in a way that overrides or circumvents the developer's intended instructions. Direct
prompt injection occurs when a user of an LLM application provides input designed to make the model ignore its
system prompt or behave contrary to its intended purpose. Indirect prompt injection occurs when an LLM agent
retrieves external content (from the web, documents, emails, repositories, or tool responses) that contains hidden
instructions which the model then executes, potentially without the knowledge of the user or the developer. The
latter was formalized by Greshake, Abdelnabi et al. (2023, arXiv:2302.12173; ACM AlSec) and is currently ranked #1 in
the OWASP Top 10 for LLM Applications (2025). The report treats indirect prompt injection as an unsolved problem as
of 2025 and cites Spotlighting, the Instruction Hierarchy, CaMeL, and human-in-the-loop as the primary published
defenses (see §6, §7).

| R

Reflexive control — A Russian military and intelligence doctrine, analyzed by Timothy Thomas (2004) and rooted in
Soviet-era operations research, that aims to influence an adversary's decision-making by feeding that adversary
selected information so that they will voluntarily take the action the controller desires — without the adversary
knowing they are being influenced. The goal is not to change what an adversary believes is true but to change the
decision model by which they act: the adversary makes the "correct" decision by their own lights, but it is the

239



decision the controller wanted. Reflexive control is conceptually distinct from the firehose model: where the firehose
aims to degrade epistemic environments wholesale, reflexive control is a precision instrument targeting a specific
actor's judgment. The report cites it as the doctrinal ancestor of AI context manipulation: feeding a machine reasoner
curated inputs to steer its outputs is the computational instantiation of the same principle (see §5, §6).

| s

Sharp power — A form of international influence exercised by authoritarian states that "pierces, penetrates, or
perforates the political and information environments in the targeted countries" (Walker & Ludwig, National
Endowment for Democracy, 2017). Sharp power is distinguished from soft power (attractive, voluntary) and hard power
(coercive, material) by its combination of apparent attraction with concealed manipulation: media outlets, academic
exchanges, cultural institutions, and political financing are used not to build genuine goodwill but to distort
information environments and co-opt elites. The term was coined specifically to describe the operating mode of the
PRC and Russia in open democratic societies. The report uses it as the strategic-level frame within which active
measures, United Front operations, and the Three Warfares doctrine are situated (see §5).

Sleeper agent (AI backdoor) — A model that behaves normally during standard deployment but that activates a
hidden, harmful behavior when a specific trigger condition is met. The term is drawn from intelligence tradecraft (a
sleeper agent is an operative who lives conventionally until activated) and applied to AI by Hubinger et al. in "Sleeper
Agents: Training Deceptive LLMs that Persist Through Safety Training" (Anthropic, 2024). The paper demonstrated
that backdoors can survive supervised fine-tuning, reinforcement learning from human feedback, and adversarial
training — and that adversarial training can paradoxically improve a backdoored model's ability to conceal the
backdoor. Related work by Anthropic, UK-AISI, and the Alan Turing Institute (arXiv:2510.07192, 2025) found that
approximately 250 targeted training documents can backdoor a model regardless of its scale. The report uses this
finding to motivate treating the entire model supply chain — including fine-tuned or externally hosted models — as
adversarial (see §6, §7).

Spotlighting — A defensive prompt-engineering technique developed by Hines et al. (Microsoft, 2024) to mitigate
indirect prompt injection by structurally demarcating and encoding untrusted retrieved content so that the model
can reliably distinguish it from trusted system instructions. In the original study, spotlighting reduced indirect
injection success rates from over 50% to below 2% for tested attacks, at modest utility cost. The technique operates at
the instruction level and does not require architectural changes to the underlying model. The report cites it as a
deployable near-term defense for SI's RAG-dependent systems (see §7).

SynthID — Google DeepMind's watermarking system for Al-generated content, with published implementations for
text (SynthID-Text, Dathathri et al., Nature, 2024) and images. The text variant embeds a statistical watermark in the
token-probability distribution during generation, detectable by a trained classifier without visible degradation to the
text. The report treats SynthID as a positive development in the provenance-attestation toolbox while noting the
general finding from the watermarking literature — Zhang et al. ("Watermarks in the Sand," ICML 2024) and Saberi et
al. (ICLR 2024) — that all current watermarking schemes are provably removable or spoofable under adversarial
conditions, making provenance attestation a complement to, rather than a replacement for, source-level verification
(see §8).

| T

Three Warfares — A Chinese military doctrine, formally attributed to a 2003 People's Liberation Army General
Political Department directive and analyzed by Stokes & Hsiao (Project 2049 Institute, 2013), that designates three
interrelated non-kinetic domains of conflict: public-opinion warfare (influencing both domestic and foreign audiences
through media and information), psychological warfare (undermining adversary will and morale), and legal warfare
(using domestic and international law as a strategic instrument). The doctrine provides the doctrinal framework
within which China's external influence operations — United Front, Spamouflage, the Fukushima and Okinawa
operations analyzed in Appendix A — are analytically situated. The report treats the Three Warfares as assessed
doctrine at high confidence and operational attributions derived from it as assessed at medium confidence (see §5,
Appendix A).

TrustOps — A practice-area framing, popularized in part through industry analyst usage (including Gartner's
Research Board work on disinformation), for the organizational functions and technical systems that an institution
deploys to earn, maintain, and verify the trust of its audiences and stakeholders. TrustOps encompasses content
provenance, source transparency, correction workflows, conflict-of-interest disclosure, and the institutional
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architecture of credibility. The report uses the term as a shorthand for the operational layer of the high-veritistic
institution (Goldman) — the specific practices that, in aggregate, produce the epistemic security (Seger et al.) that
ground truth as infrastructure requires. It is distinct from PR or reputation management: TrustOps is grounded in
verifiable process, not perception management (see §10).

Truth Decay — The macro-level diagnosis developed by Jennifer Kavanagh & Michael Rich at RAND Corporation
(Truth Decay, 2018) identifying four interrelated trends in U.S. public discourse: (1) increasing disagreement about
facts and factual interpretations; (2) a blurring of the boundary between opinion and fact; (3) an increasing volume
and influence of opinion and personal experience relative to factual claims; and (4) declining trust in formerly
respected sources of factual information such as government, media, and science. Truth Decay is the broadest
societal-level framing in which the report situates its narrower claims about disinformation mechanisms; it is the
macro context that makes the institutional-repair argument (ground truth as infrastructure) urgent rather than

merely interesting (see §1).

| v

United Front — The Chinese Communist Party's network of organizations, overseas community associations,
academic bodies, and influence operations aimed at mobilizing diaspora communities, co-opting elites, and
managing international narratives in ways favorable to Party objectives. Documented extensively by Anne-Marie
Brady ("Magic Weapons," 2017) and subsequent ASPI research (Joske 2020). The United Front Work Department
(UFWD) coordinates the network domestically; its overseas tentacles operate through organizations that often do not
disclose their relationship to the Party. The report treats the United Front as a structural element of Chinese sharp
power, analytically distinct from but operationally complementary to the Three Warfares and the information-
operations campaigns described in Appendix A (see §5).

| v

Veritistic (social epistemology) — An evaluative criterion for social institutions and practices, developed by
philosopher Alvin Goldman in Knowledge in a Social World (1999), that judges them by their truth-conduciveness: the
degree to which they reliably produce true beliefs (and suppress false beliefs) in the population that depends on
them. A veritistic institution is one whose design systematically improves the ratio of true to false beliefs held by its
audience; an anti-veritistic institution (a propaganda organ, a tabloid optimized for engagement, a social platform
algorithmically amplifying outrage) systematically degrades it. The report uses the veritistic standard as the
evaluative framework for all of SI's editorial and AI-product design choices: the question at every decision point is
"does this make our audience's beliefs more accurate?" (see §1, §10).

Every term in this lexicon that describes a manipulation technique — illusory truth, reflexive control,
narrative laundering, RAG poisoning, sleeper agents — has a corresponding defensive posture described in
the body of the report. The glossary is most useful when read alongside the chapter in which the technique

is analyzed in depth; the section cross-references above are the navigation guide.

| Note on Sourcing

All definitions reflect usage in this report as grounded in the primary sources cited. Where a term has a specific
inventor or canonical source, that provenance is noted. Where a term is in broad disciplinary use without a single
authoritative origin, the most relevant sources are cited parenthetically. Definitions do not assert attribution

of specific real-world operations to named state actors beyond what is documented as assessed by named
intelligence or research organizations at stated confidence; the body chapters carry those assessments with full
evidentiary grounding.
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